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Background and Purpose of the Research

ÂBackground

¸ Recently, as technological innovation develops, digitalization of financial services has rapidly increase and various financial 

services are provided via wide range of devices and digital platforms. To keep up with these trends, Japanese Financial Service 

umer 

privacy, etc. in the financial sector.

¸ Digital Identity is one of indispensable elements for financial digitalization. Regardless of modes of service, financial service 

providers are required to properly handle identity information for consumer protection, anti -money laundering / combating the 

financing of terrorism (AML/CFT). Financial service providers are expected to build and operate digital identity systems compliant 

circumstances based on understanding them appropriately and efficiently.

¸ It is important for JFSA to understand recent activities in technological developments and standardization. In addition, Self-

Sovereign Identity / Decentralized Identity (SSI/DID) attracts a lot of attentions because of recent concerns for privacy protection 

on centrally controlled digital identity, developments of regulations on data protection, avoidance of rock -in, and financial 

inclusion. 

¸ For development of SSI/DID, as some experts insist that decentralize architectures such as blockchain technologies would be 

suitable, such new trend have to be taken in account in advance.

¸ As such, JFSA needs to have a deep understanding on wide range of issues, such as technological elements of digital identity 

including authentication, access control, cryptography, and blockchain as well as operational and governance frameworks. JFSA

also needs to set up dialogues with various stakeholders around digital identity.

ÂPurpose 

¸ Based on above background NRI will conduct this multilateral joint research focus on possible utilization of digital identity in the 

financial sector. This research will be an important input for JFSA, the financial regulator, to analyze digitalization of finance in the 

future and have a deep understanding on current digital identity systems, desirable digital identity systems and its operatio ns.
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Glossary (digital identity)

ÂThe following terms are mainly in accordance with the ISO/IEC 24760 series*1).

῎ Ṱ

entity ¶ item relevant for the purpose of operation of a domain that has recognizably distinct

existence

identity ¶ set of attributes related to an entity

attribute ¶ characteristic or property of an entity

identifier ¶ attribute or set of attributes that uniquely characterizesan identity in a domain

credential ¶ representation of an identity for use in authentication

verification ¶ process of establishing that identity information associated with a particular entity is

correct

authentication ¶ formalized process of verification that, if successful,results in an authenticated identity

for an entity

identity management

system: IMS

¶ mechanism comprising of policies, procedures, technology and other resources for

maintaining identity including associatedmetadata

*1)

ISO/IEC 24760-1:2019 A framework for identity management Part 1: Terminology and concepts

ISO/IEC 24760-2:2015 A framework for identity management Part 2: Reference architecture and requirements

ISO/IEC 24760-3:2016A framework for identity management Part 3: Practice
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Glossary (AML/CFT)

ÂThe terminology used in this study is in accordance with the "Guidelines for Anti-Money Laundering 

and Combating the Financing of Terrorism" and related laws and regulations in Japan. Some terms 

used in overseas cases refer to overseas regulations.

terminology Definition.

Suspicious Activity Report Å Act on 
*2) shall, with regard to transactions pertaining to the 

specified business, determine whether or not there is any suspicion that the property received in such 

transactions is related to crime, or whether or not there is any suspicion that customers, etc. are 

Act on Punishment of Organized Crime and 
*3) *4) with regard to 

such transactions. In cases where such suspicion is detected, it is obliged to promptly report the matters 

Act on 

and Article 16 of the Enforcement Order*5) of the same Act).

ˢReference: FATF Recommendation 20*6) )

Å If a financial institution suspects or has reasonable grounds to suspect that funds are the proceeds of a criminal 

activity, or are related to terrorist financing, it should be required, by law, to report promptly its suspicions to 

the financial intelligence unit (FIU).

Financial Inclusion *7) Å Individuals and businesses have access to useful and affordable financial products and services that meet 

their needs - transactions, payments, savings, credit and insurance - delivered in a responsible and 

sustainable way.

*1) Frequently Asked Questions (FAQ) on Anti-Money Laundering and Terrorist Financing Guidelines 

https://www.fsa.go.jp/news/r2/2021_amlcft_faq/2021_amlcft_guidelines_FAQ.pdf

*2) Act on Prevention of Transfer of Criminal Proceeds https://elaws.e-gov.go.jp/document?lawid=419AC0000000022

*3) Act on Punishment of Organized Crime and Control of Crime https://elaws.e-gov.go.jp/document?lawid=411AC0000000136

*4) Act Concerning Special Provisions for the Narcotics and Psychotropics Control Act, etc. and Other Activities Involving Controlled Substances through International Cooperation

https://elaws.e-gov.go.jp/document?lawid=403AC0000000094

*5) Order for Enforcement of Act on Prevention of Transfer of Criminal Proceeds https://elaws.e-gov.go.jp/document?lawid=420CO0000000020

*6) The FATF Recommendations https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.p df

*7) The World Bank Financial Inclusion https://www.worldbank.org/en/topic/financialinclusion
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Glossary (AML/CFT)

terminology Definition.

Onboarding due diligence ÅWhen financial institutions, etc. conduct transactions with customers, they should appropriately 

investigate basic information about the customer, such as who the customer is, who is the ultimate 

beneficial owner of the organization, what is the purpose of the transaction, what is the flow of funds, and 

determine and implement mitigating measures.

Ongoing due diligence ÅA series of processes to re-evaluate and determine customer risk and implement risk reduction measures 

by continuously updating customer information and verifying the details of transactions conducted by 

the relevant customers.

Ultimate Beneficial Owner*3) ÅThose who are in charge of corporate management and who control the business management.

Customer Filtering*2) ÅA method to reduce risk by preventing transactions by antisocial forces, etc., through checking the list of 

related parties and existing customers against the list of antisocial forces and sanctioned parties, etc., 

before transactions or when the list is updated. Include name screening operations.

Transaction Monitoring *2) ÅA method to reduce risk by detecting, investigating, and judging abnormal transactions in comparison 

with past transaction patterns, and notifying suspicious transactions while reflecting them in the risk 

assessment of the relevant customer.

Risk-based approach*1) ÅFinancial institutions, etc. should identify and assess their own money laundering and terrorist financing 

risks and take appropriate measures in order to effectively reduce such risks based on their risk tolerance.

*1) Guidelines for Anti-Money Laundering and Combating the Financing of Terrorism https://www.fsa.go.jp/common/law/amlcft/2021_amlcft_guidelines.pdf

*2) Frequently Asked Questions (FAQ) regarding the Guidelines for Anti-Money Laundering and Combating the Financing of Terrorism defined with reference to *1) 

*3) Ordinance for Enforcement of the Act on Prevention of Transfer of Criminal Proceeds https://elaws.e-gov.go.jp/document?lawid=420M60000f5a001
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Glossary (AML/CFT)

terminology Definition.

AAL*1) ÅAuthentication Assurance Level: Robustness of the authentication process itself, and of the linkage between the 

authentication code and the identifier of a specific individual

AML/CFT*2) ÅAnti-Money Laundering and Combating the Financing of Terrorism

eKYC*3) Åelectric Know Your Customer: Verifying the identity of a customer online

IAL*1) Å Identity Assurance Level: Robustness of the identity proofing process to confidently determine an individual's 

identity

FATF*2) ÅFinancial Action Task Force

KYC*4) ÅKnow Your Customer: Verifying the identity of a customer

LEI*5) ÅLegal Entity Identifier

LoA*6) ÅLevel of Assurance: The level of confidence in the identity of the individual received

NPI*5) ÅNatural Persons Identifier

*1) NIST Special Publication 800-63-3 Digital Identity Guidelines

(Japanese) https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3.ja.html (English) https://pages.nist.gov/800-63-3/sp800-63-3.html

*2) Guidelines for Anti-Money Laundering and Combating the Financing of Terrorism

(Japanese) https://www.fsa.go.jp/common/law/amlcft/2021_amlcft_guidelines.pdf (English) https://www.fsa.go.jp/common/law/amlcft/en_amlcft_ guidelines.pdf

*3) Publication of "Order to Amend Part of the Enforcement Regulations of the Act on Prevention of Transfer of Criminal Proceeds" 

https://www.fsa.go.jp/news/30/sonota/20181130/20181130.html

*4) Guidance for banks on customer verification: https://www.fsa.go.jp/inter/bis/f-20011004-2.html

*5) Bank of Japan Payment and Settlement Systems Department ISO Panel (1st) https://www.boj.or.jp/paym/iso/iso_panel/data/isop201127.pdf

*6) eID Documentation https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+Levels+of+assurance
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Chapter 1: Fundamentals of Digital Identity 

-Technologies and Operations -
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1. Summary of the Chapter
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1-1. Digital Identity and Identity Management Systems (IMS)

¸ An Identity is "the representation of a set of attributes related to an entity," and an Identity Management System (IMS) is n eeded 

as a mechanism to manage the constantly changing and growing state of identity. An IMS is a mechanism consisting of policies,

procedures, technologies, and other resources to maintain identity information.

¸ A Digital Identity is "an electronic representation of a set of attributes related to an entity. In the past, many systems st ill handled 

the exchange of identity information between IMS in an analog style, using paper media, etc. However, with the use of digital

identities, there is a movement toward digitizing this mutual exchange (e.g., linking identity evidence in a machine-readable 

format). (e.g., asserting identity evidence in a machine-readable format) (= digitization of IMS).

1-2. Main IMS Models and Components

¸ Currently, the main IMS models are the Centralized model and the Federation model, and technical standards for protocols 

related to provisioning management, authentication, authorization, and identity coordination have been established as technic al 

elements to support these models.

¸ In addition, in order to properly operate IMS, it is important to design and operate IMS based on not only technical elements such 

as standard protocols, but also governance elements. For example, Europe has enacted legislation in the form of eIDAS

regulations, and the US, UK, Canada, and other countries have developed governance frameworks (trust frameworks) for the 

appropriate design, development, operation, and use of digital identities. The use of digital identities in compliance with t hese 

regulations and frameworks is required.

1-3. Self-Sovereign Identity (SSI)

¸ Existing IMS models have been pointed out to have the risk of account suspension by (malicious) identity providers and the risk of 

identity tampering by (malicious) identity providers. To address these concerns, the Self-Sovereign Identity (SSI) and 

Decentralized Identity (DID) models have been proposed.

¸ The features presented by the SSI model, such as (1) Separation of Authentication and Attributes, (2) Selective Presentation of 

Claims, (3) Unlinkability ,  (4) Re-presentation and Verification of Obtained Claims, have the potential to resolve the concerns of 

existing models.

Summary of the Chapter

Chapter 1: Fundamentals of Digital Identity -Technologies and Operations -
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1-1. Digital Identity and Identity Management Systems (IMS)
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What is Identity?

1-1.Digital Identity and Identity Management Systems (IMS)

Â (ISO/IEC 24760).An entity is not only a person, 

but also an organization or a thing.

Â

Examples of attributes included in a person's identity

Identifier/

Credentials

User Attributes
Basic attributes

ˢGender, Age, Date of Birth ˣ

Additional attributes

ˢBio-pattern, name, hobby, affiliation ˣ

Relation/Reputation
Relationship, Reputation, 

Service History
Medical diagnosis history, purchase history, 

photos, location, diary, tweets...
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Characteristics of Identity

1-1.Digital Identity and Identity Management Systems (IMS)

ÂThe attributes increase along with service use and relationships, therefore, the identity is not a 

constant, but it is characterized by the fact that it changes and grows as the attributes increase and 

change.

Examples of identity change and growth

Email 

address

User 

attributes

Payment 

method

Usage/purchase 

history

Activity history

Comments and reputation
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Â

globally standardized. Therefore, in this study, it is defined as 

in line with the definition of identity in ISO/IEC 24760.

What is Digital Identity?

1-1.Digital Identity and Identity Management Systems (IMS)

Organizations Definition

U.S. 

Government -

U.K. 

Government

Australian 

Government

ITU

World Bank

Examples of definitions of digital identity in major organizations

Source) Created by NRI based on each website.
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Share information 

on SNS

Characteristics of Digital Identity

1-1.Digital Identity and Identity Management Systems (IMS)

ÂBy being able to easily digitize personal attributes in the real world, individuals can now use a variety 

of digital identities depending on the digital services they use.

ÂOne of the characteristics of digital identities is that they are easier to create and use than real -world 

identities in comparison with real-world identities.

Identity in the real world Identity in the digital world

Take a train
Activities 

at workplace

Individuals 

as entities

Name : Ichiro XX

Height: 00

Occupation: Company 

employee

Address: Tokyo, Japan

Employee ID: 12345

Email address: 

XX@YY.co.jp

ID:Xxichiro

Password:XXXX

Location:~

Source) Created by NRI
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What is Identity Management System (IMS)?

1-1.Digital Identity and Identity Management Systems (IMS)

ÂIdentities managed in ICT systems, etc., are managed as identity information. In order to properly 

manage identity information, a mechanism (i.e., Identity Management System: IMS) consisting of 

policies, procedures, technologies, and other resources is required to maintain identity information.

ÂThe main roles of IMS are administrative activity (manage identity information, manage 

policies)and resource access activity(authentication and obtaining identity information)

ICT system using the IMS

Identity management system (IMS)

IMS 

Administrator

User

Manage 

identity 

information

Manage 

policies

The main mechanism of IMS

Source) Created by NRI based on ISO/IEC24760-2

Access 

service

Provide 

service

Authenticate 

entity

Obtain 

requested 

attributes
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1-1.Digital Identity and Identity Management Systems (IMS)

ÂKim Cameron, a former identity architect at Microsoft who has greatly influenced the thinking of the 

identities.

ÂIt is important for IMS to design, develop, and operate based on these principles.

# Principles Contents

1
Law of User Control and 

Consent
Å Identity systems must only reveal information identifying a user with the user's consent.

2
Law of Minimal Disclosure 

For A Constrained Use

Å The identity system must disclose the least identifying information possible, as this is the most 

stable, long-term solution.

3 Justifiable Parties
Å Identity systems must be designed so the disclosure of identifying information is limited to parties 

having a necessary and justifiable place in a given identity relationship.

4 Directed Identity

Å A universal identity system must support both "omni -directional" identifiers for use by public 

entities and "uni-directional" identifiers for use by private entities, thus facilitating discovery while 

preventing unnecessary release of correlation handles.

5
Pluralism of Operators and 

Technologies

Å A universal identity system must channel and enable the inter-working of multiple identity 

technologies run by multiple identity providers.

6 Human Integration

Å Identity systems must define the human user to be a component of the distributed system, 

integrated through unambiguous human -machine communication mechanisms offering protection 

against identity attacks.

7
Consistent Experience 

Across Contexts

Å The unifying identity metasystem must guarantee its users a simple, consistent experience while 

enabling separation of contexts through multiple operators and technologies.

Source) KimCameron, Lawsof https://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf

https://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf
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Digitization of Identity Management

1-1.Digital Identity and Identity Management Systems (IMS)

ÂFor the exchange of identity information between IMS, it is still mostly handled in an analog way by many systems 

using paper or other media. (e.g., sending a paper copy of a driver's license by mail as a means of identity evidence 

assertion used for identity proofing) 

ÂIn this study, the digitization of identity management systems is considered as the digitization of such interactions.

(e.g., assertion of identity evidence in machine-readable formats)

Digital

IMS

Official ID

(Digital)

Official ID

(Digital)

Analog

IMS

Public institutions
Financial 

institutionsVerification 

result

Official ID

(Digital)

Official ID

(Digital/Image data)

Official ID

(Digital/Paper/Card)

Driver's license

(Paper/Image data)

Electronic 

signature

Public institutions
Financial 

institutionsVerification 

result

Official ID

(Digital)

Electronic 

signature

IMS in Analog (example)
ÅWhen opening a new bank account at a financial institution, 

individuals submits a copy of their official ID (paper) to the 

financial institution as a form of identification.

Å The financial institution verifies the identity based on the analog 

information.

IMS in Digital (example)
ÅWhen opening a new bank account at a financial institution, the 

individual submits a copy of their official ID (digital) to the 

financial institution as a form of identification.

Å The financial institution can verify the asserted official IDs in a 

machine-readable format.

Individuals Individuals 

Source) Created by NRI
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Main Actors Constituting the IMS

1-1.Digital Identity and Identity Management Systems (IMS)

ÂIf taking as an example the time of assertion (= federation model) of claims (some attribute sets of entities that are 

identities) to a relying party, which is a service provider, as the main actors that constitute IMS, the following actors 

exist.

Source) Created by NRI based on ISO/IEC24760-1, OpenID Connect Core 1.0

# Actors (roles) Definition

1 Principal ¶Entities that have identity information stored and managed by IMS

2 Identity information authority: IIA
¶Entity related to a particular domain that can make provable statements on the 

validity and/or correctness of one or more attribute values in an identity 

3 Identity provider: IdP

¶Entity that provides available identity information and creates and maintains identity

information ; IIA may also act as an IdP

¶Also called an Identity information provider (IIP)

4 Credential service provider: CSP
¶ Trusted entity that is responsible for managing credentials (a statement of identity

used during authentication . For example, user IDs,passwords,etc.)

5 claims  provider: CP ¶Entity that provides a claim

6 Relying party: RP ¶Entity that relies on the verification of identity information for a particular entity 

Principal

Claim A: Attribute set 

required for RP's service use

Claim B: Attribute set 

identity verification
CP

IIA

CSP

CP

IdP

RP CSP

RP

(7) Authen

tication
(6) Confirm whether it is 

acceptable to assert 

claim B to IdP (authorization)

(5) Request for Claim B

(8) Authorization

(Granting access token)

(9) Obtain claim B

(10) Issue claim A based 

on the information 

of claim B obtained in (9).

(3) Request for 

issuance of claim A

(4) Authen

tication

(11) Assert claim A 

(12) Verify claim A

(13) Provide services

(1) Request for

using service 

(2) Request to 

present claim 
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1-2. Main IMS Models and Components



21

Centralized Model and Third Party IdP/Federation Model

1-2. Main IMS Models and Components

ÂIAs for the models/schemes of IMS, the following are the two past/current representative 

models.

¸Centralized model
ÅThe RP acts as the IdP and provides individual identity management and services. Users need to manage 

their identities for each service.

Example: A user accesses the online banking accounts of Bank A, Bank B, and Bank C by logging in separately with the 

online accounts created by each bank.

¸ Federation model
Å The RP and the IdP are separate entities, and users use the identity information of the IdP to access the 

digital services of the RP. A user can access multiple RPs based on the identity information of a particular 

IdP without the need to log in to each RP. 

Example: A user accesses the online banking accounts of Bank A, Bank B, and Bank C using the account provided by Bank D.

Bank A

IdP/RP

Bank B 

IdP/RP

Bank C 

IdP/RP

Bank A

RP

Bank B 

RP

Bank C 

RP

User

Centralized model

User

Federation model

Bank D

IdP
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Major Technological Elements Used in Main IMS Models

1-2. Main IMS Models and Components

Provisioning 

Management

Authentication

Identity Assertion

Authorization

SCIM 2.0

FIDO

OpenID Connect 

OAuth 2.0

IETF

FIDO Alliance & W3C

IETF

OpenID Foundation

Specification name

Standardization Organization
Protocol Overview

ÂProtocols and major specifications used for the digital identity

For describing and exchanging 

identity information

For authenticating entities

Data format and exchange 

method to 

provide grant for to process 

resources

For asserting identities (a type of 

identity federation)

Source) Created by NRI
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Provisioning Management: What is SCIM 2.0?

1-2. Main IMS Models and Components

ÂSCIM2.0 (System for Cross-domain Identity Management 2.0)

¸A protocol specification for provisioning (management instructions) from a client of a website 

or application to a service provider of a web application for identity information managed in an 

identity management system.

Identity Federation

Authorization

Authentication

Provisioning Management

Background of 

Appearance

Specification 

Features

Specification 

Details

Å With the spread and expansion of the Internet, it has become necessary to provide 

management instructions (provisioning) for identity information across the board, not just 

confined to a single domain.

Å In order to standardize the provisioning process, a protocol called SPLM (Service Provisioning 

Markup Language) was developed, but SPLM was not widely used due to its complex 

specification and poor interoperability. With the development of cloud services and the 

increase in usage opportunities, a new specification that is easy to use became necessary.

Å In SCIM 2.0, released in 2015, identity information is written in JSON format with a common 

schema, and CRUD-specific processing is performed with a RESTful web API. The use of SCIM 

as a user-friendly protocol has been expanding.

Å As various services became compliant with and supported SCIM, websites and applications 

could be provisioned from a variety of applications by supporting a single method.

Å SCIM 2.0 allows clients of Web sites and applications to perform provisioning (management 

instructions) using the HTTP REST protocol request method.

Å A group of identity information (attributes) managed in JSON format within the IMS of a web 

application ("resource") is specified as the target of instructions.

Source) Created by NRI based on Information Technology Promotion Agency, 
¬Survey on Information Security Technology Trends (First Half of 2011) ṕhttps://www.ipa.go.jp/security/fy23/reports/tech1 -tg/a_08.html),
System for Cross -domain Identity Management ṕhttp://www.simplecloud.info/) , IETF RFC:7643 SCIM Core Schema ṕhttps://tools.ietf.org/html/rfc7643 Ṗ

http://www.simplecloud.info/）and
http://www.simplecloud.info/）and
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Provisioning Management: What is SCIM 2.0?

1-2. Main IMS Models and Components

Source) Created by NRI based on IETF RFC:7643 SCIM 
Core Schema
(https://tools.ietf.org/html/rfc7643 Ṗ

HTTP Web Application Service 

Provider (Identity Information 

Provider)

Operation

Create

Read

Replace

Delete

Update

(1) Request method in REST protocol

Attribute Name Overview

userName Username

name

Formatted Full name ex.

familyName Gender ex. 

givenName Name ex. 

middleName Middle name ex.ʿ

honorificPrefix title of honour ex.ʿ

honorificSuffix suffix ex.ʿ

displayName Name displayed 

nickName Nick name

(2) Example of attributes when the type of "resource" is user

Clients for websites, applications, 

etc.

Web

API

(1)Request

(2)Resource

Overview of the provisioning process in SCIM 2.0

Identity Federation

Authorization

Authentication

Provisioning Management



25

Authentication: What is FIDO?

1-2. Main IMS Models and Components

ÂFIDO(Fast IDentity Online)

¸A protocol specification for multi -factor authentication that verifies that the 

entity attempting to manipulate an identity is the same entity that was 

previously registered.

Identity Federation

Authorization

Authentication

Provisioning Management

Background of 

Appearance

Specification 

Features

Specification 

Details

ÅConventional authentication methods that use a combination of IDs and passwords have risks such as 

eavesdropping on the network, unauthorized access to verifiers, credential theft by man-in-the-middle attacks 

such as phishing sites, and list-type attacks.

Å In response to this, there was a need for a multi-factor authentication specification that would not degrade the 

user experience and prevent unauthorized login through credential theft.

ÅThe FIDO protocol enables robust authentication using standard public key cryptography.

ÅWhen registering for an online service, a new key pair is generated on the user's client device, the private key is 

kept on the client device, and only the public key is registered for the online service. The client device uses the 

private key to sign the challenge, thereby proving to the online service that it holds the private key for 

authentication.

ÅThe private key held in the client device can be used by the user by unlocking it on the device. User-friendly and 

secure actions such as fingerprint authentication, face recognition, PIN entry, and two-step authentication 

device insertion can be adopted for unlocking.

ÅThe FIDO Alliance, which is responsible for FIDO specification development and dissemination activities, initially 

developed specifications called UAF (Universal Authenticator Framework) and U2F (Universal Second Factor).

ÅLater, the W3C, which formulates standard technical specifications related to the Internet, formulated WebAuthn

(Web Authentication API), which defines API specifications for a Web browser to function as a FIDO client and 

access a FIDO authenticator. In addition, the CTAP (Client to Authenticator Protocol), which defines 

communication specifications between FIDO clients and authenticators, was established and is collectively 

referred to as FIDO2.

Source ) Created by NRI based on FIDO Alliance websites
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Authentication: What is FIDO?

1-2. Main IMS Models and Components

ÂThe private key is held in the client device (authenticator) and only the public key is registered with 

the online service. The client device uses the private key to sign the challenge, thereby proving to the 

online service that it holds the private key for authentication.

Identity Federation

Authorization

Authentication

Provisioning Management

Source) Created by NRI based on FIDO Alliance ¬FIDO2: WebAuthn & CTAPºṕhttps://fidoalliance.org/fido2/ Ṗ
Ministry of Health, Labour and Welfare, "Report on the Survey and Research Project for Certification and Approval (September 2020). ṕhttps://www.mhlw.go.jp/stf/newpage_14525.html Ṗ

Overview of authentication in FIDO2 

(2) The verification result 

from the authenticator held 

by the principal is sent to 

the IMS side.

FIDO Client

(OS/Web browser)

Web/Native Apps

User (principal) side

User (principal)

(1) Authentication 

by users (principals)

User (principal) 

in the authenticator 

perform authentication.

Authenticators held 

by the principal

Secret Key

FIDO Server

Application Server

(FIDO RP)

Service side (IMS)

(3) Verify the results

Public key
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Authorization: What is OAuth 2.0?

1-2. Main IMS Models and Components

ÂOAuth 2.0

¸A specification of the format of data that provides authorization to process 

resources such as data and services, and the protocol for their exchange.

Identity Federation

Authorization

Authentication

Provisioning Management

Background of 

Appearance

Specification 

Features

Specification 

Details

ÅUntil the OAuth protocol that defined the concept of authorization was developed, it was necessary to delegate 

credentials such as IDs and passwords to applications that wanted to process specific resources.

ÅAs a result, there is a risk that credentials (passwords) that allow full access to resources may be leaked in the 

event of an application information leak, there is a risk of granting access privileges to unnecessary resources, 

and the method of restricting (stopping) access by applications is limited to changing credentials. In addition, 

the method to restrict (stop) access by applications is limited to changing credentials.

ÅFor this reason, there was a need for a specification that allows individual credentials with limited privileges to 

be granted, and access to be restricted at any time by the owner of the resource.

ÅOAuth 2.0 was developed from OAuth 1.0, which was defined based on the idea of delegating and authorizing 

access privileges.

Å It provides individual credentials (tokens) with limited privileges, and in the event of an application information 

leak, credentials with full privileges will not be leaked, access to unnecessary resources can be restricted, and 

credentials can be disabled at any time.

ÅOAuth 2.0 divides the roles into the entity that has ownership of the resource (resource owner), the server that 

holds and protects the resource on behalf of the resource owner (resource server), the application that attempts 

to access the resource after obtaining authorization from the resource owner (client), and the authorization 

server that provides the authorization exchange feature. 

Source) Created by NRI based on  OAuth ¬Introductionº ṕhttps://oauth.net/about/introduction/ Ṗ
IETF RFC:6749 The OAuth 2.0 Authorization Framework ṕhttps://tools.ietf.org/html/rfc6749 Ṗ
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Resource

Server

Authorization 

server

Authorization: What is OAuth 2.0?

1-2. Main IMS Models and Components

Source) Created by NRI based on IETF RFC:6749 The OAuth 2.0 Authorization Framework ṕhttps://tools.ietf.org/html/rfc6749 Ṗ

Overview flow of OAuth 2.0

Client

(1) A client who wants to access a resource 

requests authorization from the resource owner

(2)The resource owner provides

the client with authorization 

for the client to access the protected resource

(authorization grant)

(3)The client presents an authorization grant 

with its information to the authorization server 

and requests an access token

(4) The authorization server authenticates

the client, checks the validity of the 

authorization grant, and issues an access token 

to the client if it is confirmed to be legitimate.

Resource 

Owner (5) The client presents an access token 

to the resource server and requests access 

to the resource.

(6) The resource server verifies the validity 

of the access token and, if confirmed, 

provides the client with access to the resource.

Identity Federation

Authorization

Authentication

Provisioning Management
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Identity Federation: What is OpenID Connect?

1-2. Main IMS Models and Components

ÂOpenID Connect

¸A protocol specification for identity federation, in which IMS passes identity information to other 

IMS.

Background of 

Appearance

Specification 

Features

Specification 

Details

Å In response to the demand for single sign-on for Web services, a protocol called SAML 

(Security Assertion Markup Language) has been developed as a means to realize federation 

between IMS.

Å Since this protocol requires the exchange of public keys and metadata before federation, and 

is a markup language that emphasizes XML format, it was expected that a federation protocol 

using a lighter language would emerge.

Å OpenID Connect was released by the OpenID Foundation in 2014 based on OAuth 2.0, and 

has become widely used due to its adoption of lightweight data description in JSON format 

instead of XML, and its ability to communicate using RESTful protocols. It has become widely 

used because it uses lightweight data description in JSON format instead of XML, and because 

it can be exchanged using RESTful protocols.

Å OpenID Connect extends the concept of authentication to the OAuth 2.0 authorization process, 

enabling the use of secure identity federation and API federation.

Å The relying party (client in OAuth 2.0) receives a JSON Web Token (JWT) called an "ID Token" 

that contains the user's authorization result and identity information from the OpenID Provider 

(authorization server in OAuth 2.0). Or it receives identity information from a resource server as a 

claim, which is a collection of information about the user.

Source) Created by NRI based on Ministry of Internal Affairs and Communications, "Research and Development of Advanced Privac y Protection Functions in an Open ID 
Collaboration Platform for Information Distribution Collaboration (2012)" (https://www.soumu.go.jp/main_content/000256289.pdf ) a nd OpenID Connect Core 1.0 
incorporating errata set 1 (https://openid.net/specs/openid -connect -core -1_0.html)

Identity Federation

Authorization

Authentication

Provisioning Management
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Identity Federation: What is OpenID Connect?

1-2. Main IMS Models and Components

1.3 Overviews https://openid.net/specs/openid -connect-core-1_0.htmlx

Overview flow of the OpenID Connect 

OP

OpenID

Provider
RP

Relying 

party

(1) RP makes an authorization request 

to OP (authorization server in OAuth 2.0).User

(2) OP performs user authorization.

(3)OP issues ID token and access token to RP

(4)The RP presents an access token to the resource 

server (which may be the same as the OP), that 

holds the user's identity information, and requests 

the identity information.

(5) The resource server checks the validity of 

the access token, and if confirmed, provides 

the claim to the RP.

Identity Federation

Authorization

Authentication

Provisioning Management
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Governance Framework for Digital Identity (Trust Framework)

1-2. Main IMS Models and Components

ÂIn order to properly operate IMS, it is important to design and operate it based on not only technical elements such 

as standard protocols, but also governance elements.

ÂMany rules for the governance of digital identities have been developed and published in other countries under the 

name of "trust frameworks". For example, the Open Identity Exchange (OIX), an international non-profit organization, 

defines a trust framework as "an environment for governed identity transactions based on a set of rules that 

enable users, organizations, services and devices to trust each other." and has developed and published 

rules/guides on the following topics

Components Items

Principles

Trustmark(s) and UX 

Rolesand Obligations

General Rules Record Keeping and Audit Trail

Fraud and Cyber Controls

User Services Choosing a Digital Identity

Creation and Management of a 

Digital Identity

Achieving and Presenting Trust

Consent

Help and Support

Components Items

Relying Party 

Services

User Access to Identity Service

Requests and Responses (API)

Relying party Based Identity 

Assurance

Liability

Service Levels

Help & Support

Trust Rules Proofing

Identity Assurance

Authentication

Eligibility Assurance

Components Items

Security and 

Technical 

Requirements

Security Rules

Trust Registry of eco-system 

participants

Recording and Presentation of 

evidence Proofs

Request and Response Schemas

Interoperability 

Requirements

Internal Interoperability

External Interoperability

Governance of 

the Trust 

Framework

Creation and Management of a 

Trust Framework

Enforceability of a Trust 

Framework

Certification to a Trust 

Framework

Operation of a Trust Framework

Components specified in the OIX trust framework
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Major Governance Frameworks for Digital Identity in Other Countries

1-2. Main IMS Models and Components

ÂMany countries have formulated and issued governance frameworks (trust frameworks) for the appropriate operation of IMS by 

government agencies, private sector, and other entities, and each IMS operator is required to build a governance framework based on 

these frameworks.

Â In Japan, the Act on Prevention of Transfer of Criminal Proceeds, the Act on Prevention of Improper Use of Mobile Phones, theElectronic 

Signature Act, and other laws stipulate requirements for identity verification, but there is no governance framework for digi tal identity in 

general.

Country Publishing Organization Governance Framework

U.S.A NIST
NIST SP 

800-63 Series(2017)

Å The U.S. National Institute of Standards and Technology (NIST) has formulated the SP800-63 

series of "Guidelines for Electronic Authentication," which are widely referenced guidelines not 

only by government agencies but also by the private sector.

EU
European 

Commission
eIDAS

Å Provided for eID (electronic identification) and eTrust services (electronic signatures, electronic 

seals, time stamps, electronic distribution, website authentication, etc..) And applies as law to 

EU member states. (Ratified on 23 July 2014)

Australia

Digital 

Transformation 

Agency 

Trusted Digital Identity 

Framework

Å The Digital Transformation Agency (Australia) published the Trusted Digital Identity 

Framework (TDIF) in February 2018. It sets out standards and rules for the authentication of 

providers of digital identity services.

UK

Department 

for Digital, 

Culture, Media 

& Sport

UK Digital Identity and 

Attributes Trust 

Framework

Å Guidelines (alpha version) for operators (identity service providers, attribute service providers, 

orchestration service providers and relining parties) using digital identities published February

2021. It specifies the requirements that will be needed to authenticate providers in the future.

Canada

DIACC

*Non-profit 

organization

Pan-Canadian Trust 

Framework (PCTF) 1.0 

Å DIACC is a not-for-profit organization established in 2012 in response to the 

recommendations of the Treasury Board of Canada Task Force.

Å The PCTF was developed as a framework for the use of digital identities by government 

agencies and private sector businesses in Canada.

-

OIX

*Non-profit 

organization

OIX Guide to Trust 

Frameworks

Å OIX is a non-profit organization founded in 2010. It was established at the request of the U.S. 

government, with funding from the OpenID Foundation and the Information Card Foundation.

Å The Trust Framework sets out specific principles, content and responsibilities for businesses 

that use digital identities.

Major governance frameworks for digital identity in other countries

Source) Created by NRI based on each website
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1-3. Self-Sovereign Identity (SSI)
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ÂThe federation model is now the mainstream, and reliance on identity providers is increasing.

ÂHowever, there are some concerns about relying on a specific identity provider. For example, if the 

following risks were to materialize, the impact on users would be enormous.

Risk of account suspension by an identity provider (intentional suspension by a malicious IdP, suspension due 

to bankruptcy, etc.)

Risk of identity tampering by (malicious) identity providers

Â As ideas for identity management that can resolve these concerns, Self Sovereign Identity (SSI) and 

Decentralized Identity (DID) have been proposed.

Concerns about Federation Model

1-3. Self-Sovereign Identity (SSI)

Source) Created by NRI

Example: Risk of having an account 

suspended by an IdP
Example: Risk of tampering by an IdP

ÅWhen an IdP suspends a user's account, other 

services that are utilized for ID assertion will 

also become unavailable.

ÅThere is a risk that the IdP will intentionally 

tamper with the identity of the user and the 

tampered claims will be shared to the RP.

RP

User
Account 
bannedIdP

RP

User
Tampering

IdP

Assert 
tampered 

claims.



35

ÂSelf-Sovereign Identity ʿSSI

¸ A concept that aims to allow individuals to control their 

own identities without the intervention of an identity 

management entity (*1). 

¸ After ensuring that the user has control over their own 

the information, the user can obtain the information 

issued by a trusted organization and assert it to RPs, etc. 

to the scope permitted by the user.

What is Self-Sovereign Identity/Decentralized Identity?

1-3. Self-Sovereign Identity (SSI)

ÂDecentralized Identity ʿDID

¸ In contrast to SSI, which aims to allow users to self-

control their own digital identity, decentralized identity 

aims to reduce the dependency of a user's digital 

identity on a specific IdP. To realize this, the use of 

distributed repositories such as blockchain is often 

advocated.

¸ For example, Microsoft, which has published a white 

paper on decentralized identity, defines it as follows(*2). 
"Decentralized identity replaces identifiers such as 

usernames with self-owned, independent identities, and 

enables data exchange using blockchain and distributed 

ledger technologies."(Microsoft)

*1 : Sovrin Foundation, https://sovrin.org/faq/what -is-self-sovereign-identity/

*2 : Microsoft, https://www.microsoft.com/en -us/security/business/identity -access-management/decentralized-identity -blockchain

RP
User
ṕIdP Ṗ

Distributed repositories (e.g., blockchain)

Wallet

User

IdP RP

IdP
ṕCPṖ

Conceptual diagram of SSI Conceptual diagram of DID

DIDs
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Seven Laws of Identity

1-3. Self-Sovereign Identity (SSI)

ÂKim Cameron, who proposed the "Seven Laws of Identity", has presented the "Seven Laws of Identity 

in SSI", which are based on the "Seven Laws of Identity".

ÂFrom the "Seven Laws of Identity", mainly principles 5 and 6 are updated in the SSI version. The 

details of this update are described in Chapter 3.

# Principles Contents

1 Law of User Control and Consent
Å Identity systems must only reveal information identifying a user with the user's 

consent.

2
Law of Minimal Disclosure For A 

Constrained Use

Å The identity system must disclose the least identifying information possible, as this is 

the most stable, long-term solution.

3 Justifiable Parties

Å Identity systems must be designed so the disclosure of identifying information is 

limited to parties having a necessary and justifiable place in a given identity 

relationship.

4 Directed Identity

Å A universal identity system must support both "omni -directional" identifiers for use 

by public entities and "uni-directional" identifiers for use by private entities, thus 

facilitating discovery while preventing unnecessary release of correlation handles.

5 Standardized identity hub
Å User can represent him/herself and use identity in a consistent manner across 

providers, with identity being separated across the context at the same time 

6
Standardized DID for long-terms 

identity stability

Å After storing personal data in a way that it is not dependent on the operators, survive 

the identity operators and retain relationships with service

7 Human Integration

Å Identity systems must define the human user to be a component of the distributed 

system, integrated through unambiguous human -machine communication 

mechanisms offering protection against identity attacks.

Source) Createdby NRI based on Natsuhiko Sakimura

https://nat.sakimura.org/2020/06/23/the -law-of-identity -in-ssi-era-by-kim-cameron/
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Chapter 2: The Potential Use of Digital Identity in the Financial Sector 
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Overview of this chapter 
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Non-face-to-face

Flow of this chapter 

Overview of this chapter 

Challenges of analog IMS (face-to-face)

Most issues remain unresolved

Partial 

resolution

of Issues

Analog IMS (non-face-to-face) issues

Issues related to AML/CFTand service improvement

(Difficulty in verifying identity evidence, cumbersome 

customer procedures, etc.)

digitization

Solving Issueswith 

Digital IMS
Remaining 

issues

New

Issues come 

up

Digital IMS Challenges

Considerations to

resolve issues

Organizing the direction of problem solving
(Including suggestions for solving some issues by SSI/DID)

2-1

2-2

2-3

2-4

2-5

Hearing and literature research

Analytical Methods

Use case analysis of analog IMS

V Face-to -face/in -person 

account opening

V Ongoing Due Diligence

through written and other 

analog communication

Use case analysis for digital IMS

Vcentralized

V federation

Advanced case study analysis

Advanced case study analysis

Chapter 1: Fundamentals of Digital Identity -Technologies and Operations-

Chapter 3: Self-Sovereign Identity (SSI) / Distributed Identity (DID): Possibilities and Challenges
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ResearchMethod 

Overview of this chapter 

ÂThe following methods were mainly used to identify various issues and investigate the direction of 

problem solving, as described in the next section.

¸ Hearing research with experts in Japan and overseas 

¸ document survey 

¸ Analysis of leading examples of using digital identity 

ÂObjectives and perspectives of the survey 

¸ Conducted interviews with various stakeholders related to the use of digital identities in the financial sector 

and surveyed the literature published by each stakeholder. 

¸ Analyzed the business operations of a bank (deposit-taking financial institution ), which is one of the most 

important financial institutions. 

Destination of survey Perspectives on problem identification/problem -solving direction research

Dom

estic

Financial institutions 

legal personnel 

Solution Vendors

ÅIssues in current operations of identity management, focusing on AML/CFT 

operations

ÅCurrent efforts, challenges, and future prospects for the use of digital identity

ÅLegal and technical issues when using digital identity 

Over

seas

Financial institutions 

Regulators/associations 

international organization

industry group

standards body

Solution Vendors

ÅCurrent initiatives, issues, and future perspectives on the use of digital identity

ÅSpecific examples of applications that contribute to improved customer 

convenience and their challenges

ÅImplications for the advancement of risk-based approaches and financial inclusion

ÅStatus and future prospects of regulatory development and compliance

ÅTechnology Standardization Trends 

Survey targets and perspectives
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2-1. Current Status and Issues of Identity Management in Financia l Institutions 
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Non-face-to-face

Subject of discussion in this section

2-1 Current Status and Issues of Identity Management in Financial Institutions

Challenges of analog IMS (face-to-face)

Most issues remain unresolved
Partial 

resolution

of Issues

Analog IMS (non-face-to-face) issues

Issues related to AML/CFTand service improvement

(Difficulty in verifying identity evidence, cumbersome 

customer procedures, etc.)

Digitization

Solving Issueswith 

Digital IMS
Remaining 

issues

New

Issues

come up

Challenges of Digital IMS

Considerations to 

resolve issues

2-1

2-2

2-3

2-4

2-5

New

Issues

come up

Organizing the direction of problem solving
(Including suggestions for solving some issues by SSI/DID)
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Overview of Identity Management Operations

2-1-1.Current Status and Issues of Identity Management in Financial Institutions

ÂTarget Areas to be investigated in this chapter

¸ In this chapter, identity information refers to identities (set of attributes related to a certain entity) managed in 

ICT systems, etc., as in Chapter 1. Specifically, it refers to user attributes such as name, address, date of birth, 

user identifier, transaction history, etc.

¸ In this chapter, identity management refers to activities related to identity management system (IMS) defined in 

Chapter 1. Specifically, it refers to the management of identity information and the provision, etc. of attributes 

requested by each service

¸ In this chapter, we selected the fields that are considered to be closely related to identity management as the 

main topic of survey.

¸ Discussions centered on AML / CFT regulatory compliance, where strict identity management is required, such as 

identity verification being stipulated by law.

¸ We will focus on operations related to identity verification which is a part of AML/ CFT regulatory compliance. 

The compliance requires stringent management of identity such as identity verification, etc. as stipulated by law.

¸ In addition, mention about improving customer service by utilizing multifaceted identity information, which aims 

to provide products and services in the best interests of users.

Financial Services Agency 

https://www.fsa.go.jp/news/30/wp/supervisory_approaches_revised.pdf

Policy Goal Items Relationship with identity 

management

Balance stability of the financial 

system and the performance of 

financial intermediary functions

AML/CFT regulatory compliance Verification at the time of transaction, 

customer filtering, analysis / 

evaluation, judgment / response

User protection and user 

convenience

Effort to provide products and services 

in the best interests of users

Improvement in customer service 

using identity information



44

Overview of Identity Management Operations

2-1-1. Current Status and Issues of Identity Management in Financial Institutions

ÂClassification of operations to be considered in this chapter

¸ Regarding the subject areas described in the previous page, the types of work to be considered in this chapter are classified into 

three categories based on the purpose of the work and the timing of the implementation of the work.

¸ The terms onboarding and in this section refer to the classification based on the timing of operations, and the same 

applies to the following pages. 
Å Onboarding: Refers to operations at the time of account opening, and in this survey, refers to (1) in the figure below.

(In this survey, regarding operations for the purpose of improving customer service, there is no operation at the time of open ing an

account. So, here it means onboarding due diligence as described in the glossary).

Å Ongoing: This term refers to operations after the completion of account opening, and in this study refers to (2) and (3) in the figu re below.

The term "ongoing due diligence " refers to (2) in the glossary.

AML/CFT regulatory compliance

Improve customer service

(1) Account Opening

(verification at the time of transaction)
(2) Ongoing Due Diligence

(3) Provide services usingIdentity

information inside and outside the company

OngoingOnboarding

(No work before identity registration)

P
u
rp

o
s
e

 o
f 

O
p

e
ra

tio
n

s

Timing of Operations

Classification of operations Overview of Operations

Onboarding
(1) Account Opening 

(verification at the time of transaction)

Application for account opening for customer - Examination and decision by 

financial institution to open account

Ongoing

(2) Ongoing 

Due Diligence

Periodic Customer Information Collection Periodic verification of attribute changes for account -holding customers

Verification upon receipt of transaction
Transaction application from customer - Risk confirmation and decision by 

financial institution

Transaction Monitoring (after)
Financial institutions analysis of trading trends of customer and reassessment 

of customer risk

3) Provide services using identity information inside and 

outside the company

Collection and analysis of customer identity information by financial institutions 

and efforts to improve customer service (tailor -made service proposals, etc.)

Outline of Identity management operation for each business category 
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Details of Identity Management Operations

(1) Account Opening ( verification at the time of transaction)

2-1-1. Current Status and Issues of Identity Management in Financial Institutions

Verification of identity / 

objective of transactions

Customer Filtering

Receipt of application 

form for account 

opening, etc. 

Operation Process

Verification at the time 

of transaction

Customer Filtering

Analysis and evaluation 

Receipt of application 

Judgment and response 

Account Opening 

Notification or 

Suspicious Activity 

Report

Process details

Assessing customer risk 

Operation Process for Account Opening (verification at the time of transaction)

ÅReceive account opening application and identity evidence (see 

next page for definition ) from customer.

ÅVerify the authenticity (that the information is correct for the 

applicant) and validity (that the identity evidence is valid ) of the 

identity evidence. Also verify objective of transaction and 

ultimate beneficial owner (in the case of a corporation).

ÅPrevent antisocial forces and sanctioned persons from holding 

accounts by checking against the list of antisocial forces and 

sanctioned persons, and by verifying consistency with transaction 

purposes, attributes, and ultimate beneficial owners.

ÅAnalyze AML risk, etc., based on transaction type, customer 

attributes, product and service characteristics, etc., and conduct 

additional verification if necessary.

ÅApprove the opening of an account and notify the customer,

or decline the opening of an account and file a suspicious activity 

report , if necessary.

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Appendix: Definitions and Examples of Identity Evidence

2-1-1. Current Status and Issues of Identity Management in Financial Institutions 

ÂIn this chapter, identity evidence is defined as "identification documents/corporate identification 

documents recognized in each jurisdiction.

Individual/

Corporate

Overview

Individual ÅPersonal Identification Documents
V Driver's license

V Passport

V National ID card (e.g., My Number Card in Japan)

V Residence card, special permanent resident certificate (e.g., U.S. green card), etc.

Corporat e ÅCorporate Identification Documents 
V Certificate of registration

V Certificate of stamp registration

V Documents, etc. issued by public offices other than those listed above that contain the 

name of the corporation and the location of its head office or principal office. 

ÅIdentity verification documents of the person in charge, representative, or ultimate 

beneficial owner
V Sameas individuals

An example of identity evidence
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Details of Identity Management Operations

(2) Ongoing Due Diligence (2)-1 Periodic Customer Information Collection

2-1-1. Current Status and Issues of Identity Management in Financial Institutions

Customer Filtering 

Reassessment of 

customer risk 

Collect and update 

customer information

Reduce transaction risk OR

Suspicious Activity Report OR 

Continue the relationship

Operation Process for Periodic Customer Information Collection

ÅRegularly collect customer information (mail, phone calls, etc.) at 

a frequency based on customer risk and update customer 

information .

ÅPrevent antisocial forces and sanctioned persons from holding 

accounts by checking against the list of antisocial forces and 

sanctioned persons, and by verifying consistency with transaction 

purposes, attributes, and ultimate beneficial owners.

ÅAnalyze AML risk, etc., based on transaction type, customer 

attributes, product and service characteristics, etc., and conduct 

additional checks if necessary.

ÅBased on the reassessment of customer risk, implement 

measures to reduce transaction risk, such as tightening the 

thresholds of transaction amounts, etc., and file a suspicious 

activity report if necessary.

Operation Process

Verification at the time 

of transaction

Customer Filtering

Analysis and evaluation 

Receipt of application 

Judgment and response 

Process details

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Details of Identity Management Operations

(2) Ongoing Due Diligence (2)-2 Verification upon Receipt of Transaction

2-1-1. Current Status and Issues of Identity Management in Financial Institutions

Authentication of 

concerned person and 

verification of 

transaction details

Customer Filtering 

Receipt of transaction 

application

Operation Process

Verification at the time 

of transaction

Customer Filtering

Analysis and evaluation 

Receipt of application 

Judgment and response 
Transaction Acceptance 

OR Suspicious Activity 

Report

Process details

Assessing transaction 

risk

Operation Process for Verification upon Receipt of Transaction

ÅReceive transaction application documents from customers.

ÅVerify the authenticity (that the information is correct for the 

applicant) and validity (that the identity evidence is valid ) of the 

identity evidence.

ÅAuthenticate the applicant who is conducting the transaction and 

verify the transaction details such as the purpose and amount of 

the transaction.

ÅPrevent antisocial forces and sanctioned persons from holding 

accounts by checking against the list of antisocial forces and 

sanctioned persons, and by verifying consistency with transaction 

purposes, attributes, and ultimate beneficial owners.

ÅAnalyze AML risk, etc., based on transaction type, customer 

attributes, product and service characteristics, etc., and conduct 

additional checks if necessary.

ÅAccept or reject transactions and, if necessary, file a suspicious 

activity report . 

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Details of Identity Management Operations

(2) Ongoing Due Diligence (2)-3 Transaction Monitoring (after)

2-1-1. Current Status and Issues of Identity Management in Financial Institutions

Transaction Monitoring 

Continuation of 

Transaction OR 

Suspicious Activity 

Report

ÅDetect, investigate and determine abnormal transactions by 

comparing with past transaction patterns, etc., and reflecting 

them in the risk assessment of the relevant customer.

ÅContinue transactions or file a suspicious activity report if 

necessary (Including case where transactions are processed and 

customers are monitored, after filing a suspicious activity report).

Operation Process

Verification at the time 

of transaction

Customer Filtering

Analysis and evaluation 

Receipt of application 

Judgment and response 

Process details

Operation Process for Transaction Monitoring (after)

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Details of Identity Management Operations

(3) Improve customer service by utilizing identity information inside and outside the company

2-1-1. Current Status and Issues of Identity Management in Financial Institutions

ÂTakeinitiatives to improve customer service, such as proposing tailor-made services, etc. by collecting 

and analyzing a variety of internal and external identity information related to customers. 

Analysis of Identity Information

In-house 

Identity information 

collection

Service Selection/ Proposal

Operation Process

Verification at the time 

of transaction

Customer Filtering

Analysis and evaluation 

Receipt of application

Judgment and response 

Collection of identity 

information f rom other 

companies 

Operation Process for Improving Customer Service by utilizing identity information inside and outside the company

ÅCollect information related to customers 

such as transaction information within the 

company.

ÅCollect customer-related information 

from other companies, including financial 

and non-financial transaction information , 

non-traditional information (customer 

site access and location information, 

social networking sites), etc.

ÅAnalyze customers financial needs, etc. 

from the collected information

(e.g., analyze the timing when 

educational loan might be needed from a 

customer's EC site purchase history, etc.).

ÅBased on the analysis results, select the 

most suitable service for the customer 

and propose it to the customer.

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Identity management operations are still analog centric

2-1-1. Identity Management Operations in Financial Institutions

Identity verification for 

Account Opening

Ongoing Due Diligence 

(Periodic Customer Information Collection)

Customer

Customer 

information, etc.

confirmation 

documents

Customer 

information, etc. 

confirmation 

documents

(response)

mail

mail

ÅCustomers submit analog identity 

evidence to financial institutions in 

person.

ÅThe financial institution verifies the 

identity of the customer based on the 

evidence.

ÅFinancial institution s mail customer information ,etc. 

related confirmation document to the customer .

ÅCustomer mails the customer information 

confirmation document (response) and analog 

identity evidence (only when the address change, 

etc. is required) to the financial institution.

ÅFinancial institutions carry out identity verification 

and modification of attributes.

Customer

Analog 

IMS

Face-to -face 

presentationIssue

Identity 

Evidence

(paper/card)

Ongoing Due Diligence

(Verification at the time of transaction)

ÅCustomers apply for transactions with 

financial institutions face-to-face or by mail.

ÅFinancial institutions carry out identity 

verification based on the evidence.

Customer

Transaction 

Application 

Documents

Face-to -face

/Mail

* Analog identity evidence: Refer to Identity evidence that cannot be read as data, such as paper, cards, images, etc.

Public 

Institution

Financial 

Institutions

*Authenticity and validity of identity evidence to public 

authorities are not conducted for analog identity evidence.

Analog 

IMS

Analog 

IMS

Financial 

Institutions

Financial 

Institutions

Identity 

Evidence

(paper/card)

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

ÂConduct analog-centric operations such as usage of face-to-face analog identity evidence* and mail 

documents by post, etc. 
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ÂCarry out analysis and evaluation using own transaction data

Identity management operations are still analog centric

2-1-1.Current Status of Identity Management Operations in Financial Institutions

Ongoing Due Diligence

(Transaction Monitoring(after)ˣ

Improve customer service

using in-house identity information

Financial institutions detect abnormal transactions from thresholds 

such as amount, etc. and sanction lists along with tendency of 

customers to conduct transactions

Financial institutions scrutinize the details of abnormal transactions 

detected and re-evaluate customer risk according to the scrutiny 

results.

If the detected abnormal transaction is suspected to be a suspicious 

transaction, the financial institution files a suspicious activity report.

Financial institutions analyze customer attributes and 

transaction trends and select/ design services suitable 

for customers.

Financial institutions propose services to customers.

Financial

Institution

Analysis/

Judgement

Suspicious 

Activity 

Report

Financial 

Regulator

Transaction Data,

etc.

Analog 

IMS

FinancialInstitution

Employee

Financial Institution 

EmployeeCustomer

Propose service

Analysis/

Prepare proposal

Customer Data

by department

Analog 

IMS

Financial 

Institution

Attribute data

by department

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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(1) Account Opening (verification at the time of transaction) 

Outline of the issue

2-1-2. Major issues of face-to -face and analog IMS (1) Account Opening ( verification at the time of transaction)

ÅBurden of converting application and evidence 

information into data

ÅFinancial Inclusion of remote residents in emerging 

markets

ÅCustomer visit burden

ÅBurden of filling out paperwork for customers

ÅWaiting time for customer paperwork

ÅBurden of applying for a similar account at each 

financial institution.

ÅDifficulty in verifying the identity evidence of 

analogs

ÅOperational costs (document storage costs)

ÅBurden of verifying customers who have already 

been verified by other companies from scratch

ÅBurden of verifying customers who have already 

been verified by other companies from scratch

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement

(customers/financial institutions )
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Verification at

the time of 

transaction

Customer

Filtering

Analysis and 

evaluation 

Receipt of 

application 

Judgment and 

response 

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

ÂDifficulty of identity verification at financial institutions and administrative burden on customers are main issues.

ÂThe main issues (highlighted in the table below) are described in detail on the following pages (for other issues, 

please refer to the supplementary document).
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[AML/CFT] Difficulty in verifying analog identity evidence

2-1-2. Major issues of face-to -face and analog IMS (1) Account Opening ( verification at the time of transaction)

ÂIn practice, financial institutions face two issues: (1) they do not have a mechanism to check and verify

the authenticity and validity of identity evidence, and (2) there is a possibility of human error s.

ÂThe mechanism in (1) has not yet been established in Japan. (refer next page)

(2) Possibility of human errors

ÅSince falsification of evidence is verified by 

visual inspection, etc., the possibility of 

misjudgment due to subjective judgment or 

insufficient experience of the person in charge 

cannot be eliminated.

Flow for verifying the authenticity and validity of identity evidence 

(at the time of account opening)

(1) There is no mechanism to inquire and verify the 

authenticity and validity of identity evidence.

There is no mechanism to verify with the 

identity evidence issuer (public institution) that 

the content of the identity evidence is correct 

and that the identity evidence is valid.

(1) Request to open an account 

and present identity evidence 

(2) Inquiry about

identity evidence 

information

(3) Verify with the 

financial institution 

that it is acceptable 

to return the 

inquiry results

(5) Respond to the results of 

checking for authenticity and 

validity. 4) Permission

Identity Evidence Issuer

(Public organization)

Customer
Financial 

Institutions

(Prepared by NRI)

Financial 

Institution 

Employee

(6) Verification of identity 

evidence inquiry results

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Reference: Status of Authenticity and Validity verification of m ajor Japanese Identity Evidence

2-1-2. Major issues of face-to -face and analog IMS (1) Account Opening ( verification at the time of transaction)

Face-to -face

/N on-face-

to -face

Evidence Status of verification of authenticity and validity

Authenticity Effectiveness

Face-to-face license ˓*1)

MyNumber card ˓ ˓

Other certificates

Non-face-to-

face

Paper copy of certificate

certificate image

Certificate Image + Personal 

Appearance Photo

˓*2)

Driver's license (IC chip readable) ˓*1)

MyNumber card (IC chip readable) ˓ ˓*3)

Authenticity and verifiability of identity evidence in Japan

0: Can be referred based on data stored in IC, etc. : Judged manually

*1) Article 6, Paragraph 1, Item 1 of the Act on Prevention of Transfer of Criminal Proceeds, etc. 

*2) Article 6, Paragraph 1, Item 1 of the Act on Prevention of Transfer of Criminal Proceeds, etc. 

*3) Within identity verification using the My Number Card, the electronic certificate for signature for public personal authentication recorded on the IC chip is used. 

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

ÂAuthenticity and validity verification mainly needs to be done manually.

ÂAlthough it is functionally possible to verify the authenticity and validity of driver's licenses and My Number cards by 

using digital evidence (IC chip information, etc.), cost and operational issues have been pointed out in terms of 

expanding their use in practice.

¸ The authenticity of a driver's license can be verified using information stored in the IC chip, and the authenticity and validity of a 

My Number card can be verified using the public personal authentication system.

¸ Regarding practical use of the system, in interviews with domestic financial institutions and experts, opinions were expressed 

about the challenges in terms of wider use, such as the cost of preparing IC readers and forgetting PINs for reference, etc.



56

[Service Improvement ] Various issues in customer related procedures

caused by analog exchange of information

2-1-2. Major issues of face-to -face and analog IMS (1)Account Opening ( verification at the time of transaction)

ÂThere are various procedural burdens for customers, such as visiting stores and filling out forms, etc.

Visit a store

Customer

Â Concerns that the burden of coming to 

the store will cause applicants to drop 

out of the account application process

Â In emerging countries, there are 

concerns that remote residents may not 

be able to open accounts.

Financial 

institution A 

staff

Financial 

Institution A

Fill out and 

submit the 

application 

form

Identity 

evidence 

submission

Account 

opening

Account 

opening

Financial 

institution B

Financial 

institution B 

staff

Â High burden of performing 

the same procedures for each 

financial institution each time

Â Long waiting time for paperwork

Main challenges for customers in opening accounts face-to-face and analog IMS

Â High burden of paperwork

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

Fill out and 

submit the 

application 

form

Identity 

evidence 

submission
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Ongoing Due Diligence

Overview of Issues

2-1-3. Major issues of face-to -face and analog IMS (2) Ongoing Due Diligence

ÂAdministrative burden of AML/CFT on financial institutions and customers.

ÂMain issues (highlighted in the table below) are described in detail on the following pages (for other 

issues, please refer to the supplementary document).

O
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e

s
s

ÅBurden of converting transaction application 

document into data.

ÅBurden of return postage

ÅBurden of analog customer information 

collection postal and electric costs and data 

conversion

ÅAdministrative verification burden for a large 

number of customers
ÅSecurity risks during transactions

(e.g. password theft during non-face-to-

face access,etc.)

L
e
g

e
n

d

A Periodic Customer Information Collection

B Verification upon receipt of transaction

A

A

B

B

A

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement

(customers/financial institutions )

Verification at the 

time of transaction

Customer Filtering 

Analysis and 

evaluation 

Receipt of Application

Judgment and 

response

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Issues coming up from analog IMS in Periodic Customer Information Collection

2-1-3. Major issues of face-to -face and analog IMS (2) Ongoing Due Diligence

Â In Periodic Customer Information Collection, there are issues of administrative and cost burden due 

to written exchanges between customers and financial institutions.

Issues in Periodic Customer Information Collection

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

mail

mail

ÂHigh burden related to return 

procedures such as posting mail, etc.

ÂHigh postal and electricity costs due to 

paper-based customer information 

verification documents

ÂBurden of converting customer 

information verification documents 

received in paper form into data

Customer
Financial 

Institutions

Customer 

information, etc.

confirmation 

documents

Financial 

Institutions

Staff

Customer 

information, etc.

confirmation 

documents

(response)
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(3) Provide services using identity information

Overview of the issue

2-1-4. Major issues of face-to -face and analog IMS (3) Provide services using identity information

ÂThere are issues related to aggregation of data for data utilization. This will be discussed in detail on 

the next page.

Verification at the time 

of transaction

Customer Filtering

Analysis and 

evaluation 

Receipt of Application

ÅBurden of data consent management in order to 

utilize customer data across multiple services
ÅData aggregation is difficult due to identifier 

mismatch
Customer identifier mismatch due to management by 

department/organization

Customer identifier mismatch with data of other 

companies

ÅData aggregation is difficult due to inconsistent 

data formats inside and outside the company

ÅIncreased risk of discrepancies between customers 

and financial institutions regarding the purpose 

and scope of data utilization
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Judgment and 

response

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement 

(customers/financial institutions )

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Service improvement : Difficulty in utilizing data due to inconsistent customer 

identifiers and data format within the company

2-1-4. Major issues of face-to -face and analog IMS (3) Provide services using identity information

Â Regarding information analysis operations in financial institutions, several literatures have pointed out issues related to partial 

optimization of data.

¸ Since the accounting management of banks was based on a vertical divisional axis, huge number of operations managed by each business division and 

product led to the partial optimization of master data, making it difficult to manage the data horizontally. This has been po inted out by practitioners of 

domestic financial institution *1).

¸ There are no rules for data design, and each system has a different code structure and granularity, making it burdensome and costly to ensure uniformity in 

the data structure, and thus unable to provide useful data for analysis. This has been pointed out by experts. *2)

ÂWhen internal data is partially optimized, customer identifiers and data format may differ from department to department or s ystem to 

system. Issue occurs where analysis of cross-sectional data on the customer axis for service improvement cannot be done sufficiently

Â Permission of data usage of customers need to be taken based on each service such as when explaining the purpose of usage each time 

a contract is made. In such cases, it may be required to verify the data usage permissions for cross-sectional analysis on the customer 

axis. Moreover, due to insufficient explanation to the customer at that time, the customer may be concerned about data utiliz ation 

which the customer might not want.

Inconsistency of customer identifiers in data management

*1) Excerpts from FINANCE FORUM, Data Utilization Practices Required for Financial Institutions     https://thefinance.jp/event/finance -forum-200528

*2) Advanced Data-Based Decision Making in Financial Institutions, 2016             https://www2.deloitte.com/content/dam/Deloitte/jp/Documents/financial -services/bk/jp-fi-data-utilization.pdf

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

financial institution 

employee

Customer
Propose services to 

customers

Financial 

Institutions

Analysis and decision 

making based on 

customer attributes, 

transaction details, 

etc.

Customer ID 

that refers to 

the same 

customer

Discrepancy due to 

individual management. 

Hindrance to data 

analysis at customer axis.

Division A 

Division B 

Customer master

Customer master

Customer 1 aaa

Customer 1 aaa
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2-2. Progress of non-face-to -face Onboarding P rocess
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Subject of discussion in this section

2-2. Progress of non-face-to -face Onboarding Process

Non-face-to-face

Challenges of analog IMS (face-to-face)

Most issues remain unresolved
Partial 

resolution

of Issues

Analog IMS (non-face-to-face) issues

Issues related to AML/CFT and service improvement

(Difficulty in verifying identity evidence, cumbersome 

customer procedures, etc.)

Digitization

Solving Issueswith 

Digital IMS
Remaining 

issues

New

Issues

come up

Challenges of Digital IMS

Considerations to 

resolve issues

2-1

2-2

2-3

2-4

2-5

New

Issues

come up

Organizing the direction of problem solving
(Including suggestions for solving some issues by SSI/DID)
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Progress of non-face-to -face Onboarding Process

2-2-1. Progress of non-face-to -face Onboarding Process

Verification of the time of 

transaction

Customer Filtering

Analysis and evaluation 

Receipt of Application
Application form

(Face-to-face, analog)

Actual certificate

(Analog Identity Evidence)

Written mail/Web/Image

(Non-face-to-face, analog)

Customer Screening based on current analog IMS and 

related systems

Mail copy of 

certificate/image

(Analog Identity Evidence)

Information gathering and analysis based on current analog 

IMS and related systems
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Face-to-face, analog Non-face-to-face, analog

Judgment and response Face-to-face notification

Non-face-to-face 

notification by mail/phone 

etc.

Change in Operation Process due to non-face-to-face transactions

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

ÂWith the development of identity verification regulations for remote onboarding such as eKYC,etc. 

and the expansion of solutions provided by private vendors, non-face-to-face transactions issues are 

getting resolved
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Partial resolution of face-to-face and analog IMS issues through non -face-to-face interaction

2-2-2. Partial resolution of issues through non -face-to -face interaction

ÂSome administrative burdens for customers and financial institutions will get reduced, however, new issues will 

come up such as increase in difficulty level of verifying the identity of customers will increase due to the shift to 

non-face-to-face interaction and new costs will get incurred for mail notification of account opening to verify the 

location of the customer along with infrastructure maintenance and operational costs for web application (only 

when providing web application) 

Account 

opening by 

face-to-face 

or analog IMS
Burden of 

visiting the store

Burden of filling out the 

application form

Burden of Identity evidence verification +. 

Customer screening administrative burden

Document storage cost

Account 

opening via 

non-face-

to-face, 

analog IMS

(Mail)
Account opening notice 

mailing cost

Burden of 

visiting the store

Burden of filling out the application 

form + Postal burden

Increase in difficulty in identity verification due to non -face-to -face

+Customer screening administrative burden

Customer

Account 

opening by 

non-face-

to-face or 

analog IMS 

(Web 

application)

Web application input burden

+ postal burden

financial 

institutions

Document storage cost

Document storage cost

Partial resolution of issues of face-to-face and Analog IMS due to non -face-to-face interaction
Blue : New issues that come up

with the shift to non -face-to -face

: Issues to be resolved

Infrastructure maintenance and operational costs for web application 

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

financial institution

employee

Customer

Customer

financial institution

employee

financial institution

employee

financial 

institutions

financial 

institutions

Account opening notice 

mailing cost

Increase in difficulty in identity verification due to non -face-to -face

+Customer screening administrative burden
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Issues that remain even after shifting to non-face-to -face interaction

2-2-3. issues that remain even after shifting to non-face-to -face interaction

ÂEven after the shift to non-face-to-face transactions, issues other than the administrative burden on customers and 

document storage costs for financial institutions will remain unresolved. In addition, new issues come up, such as 

increase in difficulty in verifying the identity of customers.

ÂThe main issues (highlighted parts in the table below) will be described in detail in the following pages (refer to 

supplementary document for other issues). Character: Face-to-face and analog IMS issues eliminated by non-face-to-face interaction

Blue letters: New issues coming up due to non-face-to-face interactionRemarks

Verification at the time

of transaction

Customer Filtering 

Analysis and Evaluation 

Receipt of Application

ÅBurden of converting application information and 

evidence information into data. 

ÅInfrastructure maintenance and operational costs 

for web application 

ÅFinancial Inclusion of Remote Residents in 

Emerging Markets

ÅBurden to customers to visit shops

ÅBurden to customers to fill out forms ̠ to 

apply on Web

ÅWaiting time while administrative work gets 

completed

ÅBurden of applying for a similar account at each 

financial institution.

ÅDifficulty in verifying analog identity evidence 

ÅOperational costs (document storage costs)

ÅBurden of verifying customers who have already 

been verified by other companies from scratch

ÅIncreasing difficulty in verifying identity with the 

shift to non-face-to-face interaction

ÅBurden of verifying customers who have already 

been verified by other companies from scratch
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Judgment and 

response
ÅMailing cost to notify opening of an account to 

verify location

Issues related to AML/CFT (financial 

institutions/authorities )

Issues related to service improvement

(customers/financial institutions )

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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[AML/CFT] Increasing difficulty of identity verification due to non-face-to-face interaction

2-2-4. New issues coming up due to non-face-to -face interaction

ÂCompared to face-to-face transactions, non-face-to-face transactions carry the risk that the accuracy 

of identity verification will decrease because the means by which financial institutions detect 

impersonation of others is limited.

¸ By not facing the other party of the transaction directly, identity verification will be conducted without verifying 

gender, age, appearance, behavior, etc. that gets easily verified in case of face-to-face interaction. As a result, it 

becomes difficult to determine whether the person's identification is false or impersonated by another person.

¸ In addition, it tends to be difficult to recognize forgery of evidence, authenticity of customer, etc. When 

verifying the identity by copying the evidence, touch and quality cannot be detected.

ÂIn non-face-to-face onboarding operation, it is difficult to reduce the risk as long as analog IMS is 

used, which cannot sufficiently verify the authenticity and validity of identity evidence. It should be 

noted that there are risks posed and it might get expanded due to non -face-to-face interaction.

ÂFor this reason, financial institutions generally tend to recognize that non-face-to-face transactions 

are more risky than face-to-face transactions. Risk Assessment of Money Laundering and Terrorist 

Financing *1) also mentions non-face-to-face transactions as one of the high-risk transactions.

*1) National Risk Assessment of Money Laundering and Terrorist Financing, Nov 2020   https://www.npa.go.jp/sosikihanzai/jafic/nenzihokoku/risk/risk021105.pdf

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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2-3. Possibility of using digital IMS 
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Subject of discussion in this section

2-3. Possibility of using digital IMS 

Non-face-to-face

Challenges of analog IMS (face-to-face)

Most issues remain unresolved
Partial 

resolution

of Issues

Analog IMS (non-face-to-face) issues

Issues related to AML/CFT and service improvement

(Difficulty in verifying identity evidence, cumbersome 

customer procedures, etc.)

Digitization

Solving Issueswith 

Digital IMS
Remaining 

issues

New

Issues

come up

Challenges of Digital IMS

Considerations to 

resolve issues

2-1

2-2

2-3

2-4

2-5

New

Issues

come up

Organizing the direction of problem solving
(Including suggestions for solving some issues by SSI/DID)
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Importance of Using Digital Identity in Financial Institutions

2-3-1. Importance of Using Digital Identity in Financial Institutions

ÂIn the backdrop of corona, shift in digitization has accelerated in the society along with acceleration in 

digitization of financial transactions. It is becoming more and more important to verify identity in the 

digital space from the perspective of AML and other compliances.

ÂIn order to conduct various procedures digitally, UX is gradually gaining popularity in the financial 

sector and customer expectations towards digitization are increasing.

ÂThe use of digital IMS is expected to solve the analog IMS issues faced by financial institutions, as 

summarized in the previous section.

Demand for 

sophisticated 

Compliance (AML, etc.)

Digitization of financial 

transactions

Customer expectations 

for improvement in UX 

for digitization

Limitations of customer management by analog IMS

Improvement in customer management

=

Leveraging digital identity with digital IMS
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Digitization of IMS

2-3-1. Importance of Using Digital Identity in Financial Institutions

ÂDigitization of IMS: Digitizing the interaction of identity information (e.g., linking identity evidence in 

machine-readable format).

Face-to-face and analog IMS

Issues: 2-1

Some of the issues get resolved by 

non-face-to-face interaction: 2-2
Further resolution by digital IMS: 2-3

Verification at the time 

of transaction

Customer Filtering

Analysis and 

evaluation 

Receipt of Application
Application form

(Face-to-face, analog)

Actual certificate

(Analog Identity Evidence)

Written mail/Web/Image

(Non-face-to-face, analog)

Screening with sanction lists, etc.

Certificate copy by 

mail/image

(Analog Identity Evidence)

Data collection and analysis focusing on identity information 

stored in DB within the company

Send as digital data

(Digital)

IC chip reading, inquire 

issuer, etc. (digital identity 

evidence)
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Face-to-face, analog
Digital (non-face-to-

face/face-to-face)
Non-face-to-face, analog

Judgment and 

response
In-person notification

Notification to authorities

Analyze a variety of digital 

identity information 

collected from own

company/other companies

Non-face-to-face 
notification by mail, phone, 

etc.
Report to authorities

Non-face-to-face digital 

notification

Report to authorities

Screening with Sanction List, 

etc.

Changes in IMS operation process due to digitization

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Use cases to be analyzed

2-3-2. Use cases to be analyzed 

ÂSet use cases as per classification in 2-1-1 and conduct analysis. 

ÂAssuming that there will be progress in ID linkage at the time of account openin g, onboarding 

process will be analyzed in two patterns: (1-1) using digital evidence and (1-2) not using evidence but 

using digital identities already created by other companies,. 

AML/CFT 

regulatory 

compliance

Improve customer 

service

(1) Account Opening(verification at the time of transaction) (2) Ongoing Due Diligence

(3) Provide services that utilize identity 

information stored inside and outside the 

company

Ongoing
(Maintenance in Chapter 1((update process))

Onboarding
(Enrollment in Chapter 1(registration process))

(No operation before identity registration)

P
u

rp
o

s
e

 o
f O

p
e
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Timing of operation

Use case (1-1) 

Account Opening by using 

digital identity evidence

Use case (1-2) 

Account Opening by using a 

digital identity created by 

another company

Use case (2) 

Use case (3)

Positioning of use cases for analysis

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Account opening noti fication (digital )

Use Case Overview

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

ÂOpen an account by verifying your identity using machine -readable and digitally verifiable identity 

evidence.

Fill in the application form on the 

Web + send analog identity 

evidence (copy or image of 

identification documents, etc.)

Account Opening by non -face-to -face or analog 

IMS (Web application )

Use Case (1-1) Account Opening by using digital identity evidence

*The blue frame is the part modified .

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

Customer

Financial 

Institution 

Employee

Financial 

Institutio ns

Verification of Identity evidence +

Customer screening
Mail notification of a ccount opening 

Public Institution

Identity evidence 

authenticity and 

validity inquiry

Respond 

result

Financial 

Institution 

Employee

Verification of Identity evidence + 

Customer screening

Financial 

Institutions

Customer
Apply on Web + Exhibit digital identity evidence
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Solving issues with digital IMS: Eliminating the difficulty of verifying analog identity evidence

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

Flow of verifying authenticity and validity of identity evidence in digital IMS

(When opening an account)

Establish a mechanism to query and 

verify the accuracy of identity 

evidence.

Reduce human error by digitizing 

identity evidence inquiry operation

(1) Request to open an account and 
present identity evidence 

(2) Inquiry about

identity evidence 

information

(3) Confirm with the 

customer that it is acceptable 

to return the inquiry results 

to the financial institution

(5) Respond to the results 

of checking for 

authenticity and validity. (4) Permission

Identity Evidence 

Issuer

(Public 

organization)

Customer Financial 

Institutions

(6) Verification of identity 

evidence inquiry results

Identity Evidence

(digital) 

Identity Evidence

(digital) 

Financial 

Institution 

Employee

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

ÂThe use of machine-readable, digitally verifiable identity evidence can eliminate the difficulty of 

verifying identity evidence and other issues related to analog IMS.
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Solving problems with digital IMS: Solving other problems with analog IMS

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

Challenges in opening accounts in analog IMS Solutions by Digital IMS

Increasing difficulty in identity verification due to non -

face-to -face interaction

Compared to face-to-face transactions, non-face-to-

face transactions have limited means of detecting 

impersonation of others, and there is a risk of reduction 

in accuracy of identity verification

ÅAuthentication and validation by Digital IMS can reduce 

the risk of spoofing due to evidence tampering. 

ÅBy combining biometric information, accuracy of 

verifying that the identity evidence presented is that of 

the person who applied to open an account can get

improved, reducing the risk of identity theft. 

Mailing cost of notification of opening an account for 

verification of address

At the time of opening a non -face-to-face account, a 

mail which cannot be re-send, is sent to verify the 

address of the account applicant, which results in high

mailing cost

ÅWhen using national IDs as digital identity evidence, 

eliminate the need for postal verification by 

establishing a system to promptly capture updates to 

national IDs assuming the address of national ID to be 

correct. 

ÅEliminate the need for postal confirmation by 

establishing a system that verifies the reported address 

by referring to the customer's location information at 

the time of transaction. 

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Issues that will be eliminated by shifting to digital IMS for account opening and new issues that will come up

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

ÂSophistication of regulatory compliance such as AML and labor saving for financial institutions in account opening 

applications

ÂOn the other hand, new issues will come up, such as development of identification methods using digital IMS.The 

main issues (highlighted in the table below) are described in detail on the following pages (for other issues, please 

refer to the supplementary document).

Verification at time of 

transaction

Customer Filtering 

Analysis and evaluation 

Receipt of Application

Å Burden of converting evidence information into data

Å Infrastructure maintenance and operational costs for web 

application 

Å Burden to apply on Web

Å Burden of applying for a similar account at each financial 

institution.

Å Financial exclusion of people who are not digitally 

compatible

Å Respond to new security risks, such as the opening of 

accounts in a chain.

Å Burden of checking customers who have already been 

verified by other companies from scratch

O
p

e
ra
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n
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ro

c
e

s
s

Black: Analog IMS issues to be solved by digital IMS

Black: Identity management issues difficult to solve even with digital IMS

Blue letters: New issues coming up from the use of digital IMS

Summary of issues that will be eliminated by shifting to digital IMS 

for account opening and new issues that will come up

Remarks

Judgment and response Å Mailing cost to notify opening of an account to verify

location

Å Difficulty in verifying analog identity evidence

Å Burden of verifying customers who have already been 

verified by other companies from scratch

Å Increasing difficulty in verifying identity due to non -face-

to-face interaction

Å Develop a regulatory framework to promote appropriate 

use of digital IMS

Å Difficult to make investment decision with regards to the 

change in existing optimized operations to use digital IMS

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement

(customers/financial institutions )

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Issue Development of a regulatory framework that encourages the appropriate use of digital IMS (1/2)

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

ÂIn order to ensure that the IAL (Identity Assurance 

Level) is suitable for regulatory purposes, the FATF has 

proposed the following as criteria for adopting or 

rejecting a digital IMS.

(1) Those authorized by the government for use in customer 

management.

or

(2) Those whose robustness and IAL are guaranteed or 

audited by the government or a government -approved 

body, and which provide sufficient IAL from an AML/CFT 

perspective. 

ÂIn addition, FATF highlightsthe benefits of a risk-based 

approach under digital IMS where appropriate IAL is 

secured,which will contribute to the advancement of 

AML/CFT and financial inclusion.

¸ Even non-face-to-face transactions, which are generally 

classified as high-risk, may have a standard or low-risk 

level of risk if they rely on an appropriate digital IMS*1) .

Decision-making process*1)  for adopting or 

rejecting digital IMS for AML/CFT purpose as 

advocated by FATF

Digital IMS that cannot ensure 

sufficient IAL in terms of ML/FT 

should not be used for 

customer management
*1) GUIDANCE ON DIGITAL IDENTITY(Mar 2020)

http://www.fatf-gafi.org/publications/financialinclusionandnpoissues/documents/digital-identity-guidance.html

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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Issue Development of a regulatory framework that encourages the appropriate use of digital IMS (2/2) 

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

ÂIt is important to integrate IAL and identity verification rules for the proper maintenance of the IAL. But currently, 

except in the EU (Germany) where eID is recommended, there is no linkage between identity verification rules and 

identity assurance frameworks.

ÂSingapore has essentially standardized the level of identity assurance by unifying the use of government IDs.

ÂIn EU, the use of eID for on boarding is being considered, and discussions are underway on the assumption that 

both technology and governance in the financial sector will comply with eIDAS regulations

Japan America The United Kingdom Germany Singapore New Zealand

Basis of Regulations

The Act on Prevention of 

Transfer of Criminal 

Proceeds stipulates the 

method of identification.

Patriot Act specifies 

how to verify identity 

at the federal level; 

state laws follow it

POCA overviewwill be 

the basic law and it will

be mentioned in detail

in Government Digital 

Services Guidance, etc..

Money Laundering Act 

(GwG) provides general 

principles, details are 

provided in separate 

law.

Defined in the Money 

Laundering and 

Antiterrorism Act

Specified in 

Identification 

Management 

Standards

Face-to -face

verification of 

identity

In principle, use official certificate with a photograph

Standard specified for 

each type of business, 

and if any combination 

meets the standard, it 

is okay

Non-face-to -face

Identity verification

Special example

Video call and verification 

with official certificates 

are also possible.

Requested to be 

determined by the 

financial institution

No provision for non -

face-to-face 

verification

Detailed regulations on 

how to verify on the 

video call

List alternatives for 

non-face-to-face 

situations

No need for additional 

measures even for 

non-face-to-face in 

business categories 

where the required 

standard is low.

Linkage with 

Identity Assurance 

Framework (IAL)

nil nil

nil

(Good Practice Guide 

45 links eIDAS, but no 

guideline yet)

GwG interpretation 

note stipulates eIDAS 

compliance

nil nil

(Reference)

National 

identification 

number system

Yes (my number̞ ) Partially available (SSN)
None (ID card law was 

repealed in 2010)
exist exist Partially available (IRD)

̞

and cannot be used for identity verification.

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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(Reference) Identity assurance frameworks in the US and EU 

2-3-3. Use Case Analysis Use Case (1-1) Account Opening by using digital identity evidence

ÂU.S.: NIST (National Institute of Standards and Technology) hasdefined IAL and AAL in SP-800-63A *1).

ÂEU: LoA (Levels of Assurance) has been defined in eIDAS.

ÂThe number of jurisdictions with identity assurance frameworks, such as the US and EU, is limited.

LoA during eIDAS identity verification

LoA Low Substantial High

In-person application at 

the time of registration

Not necessary Not necessary Necessary

Checking Identity Trails Valid IDs are not checked 

in-person.

Verification of identity 

based on an accepted trail

Verify possession of valid 

ID

¸ Example of LoA: Identity Verification

ÅApplication

ÅRegistration

ÅIdentity Verification

2.1 Registration

ÅDesign

ÅIssuance

ÅSuspension

ÅUpdate and Replace

2.2 eID Management

ÅIdentification 

requirements for RP

2.3 Authentication

ÅInformation Security 

Management (ISM)

ÅRecords Management

ÅFacilities and Staff

ÅControl measures

ÅCompliance and Auditing

2.4 Management and

Organization

Almost same as 

NIST SP800-63 IAL

Almost the same as 

NIST SP800-63 AAL

*1) CONFORMANCE CRITERIA forNIST SP 800-63A ENROLLMENT AND IDENTITY PROOFING and NIST SP 800-63B AUTHENTICATION AND LIFECYCLE 

https://www.nist.gov/system/files/documents/2020/07/02/800 -63A%20Conformance%20Criteria_0620.pdf
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4) Customer screening

(1) Request to open an account

(2) Verified ID linkage request

Use Case Overview

ÂOpen a new account at a different financial institution using the digital identity of an existing financial institution 

account

ÂExpected to reduce the burden of opening accounts for customers, and reduce the burden of verifying identity 

evidence for financial institutions ,etc

Financial 

Institution 

Employee

(4) Identity Evidence Verification+.

Customer screening

Financial 

Institution A

Public Institution

(2) Inquiry about

authenticity and 

validity of identity 

evidence

(3) Result

(1) Apply on Web +

Digital Identity Evidence 

Presentation

(5) Notice of 

Account Opening 

(Digital)

Customer

(9) Identity evidence verification +

Customer screening

Financial 

Institution B

Public Institution

(7) Inquire about 

authenticity and 

validity of identity 

evidence

(8) Result

(6) Apply on Web + 

Digital Identity Evidence 

Presentation

(10) Notice of 

Account Opening 

(Digital)

3) Verified ID linkage

Financial 

Institution A
Customer

Financial 

Institution 

Employee
Financial 

Institution B 

(5) Notice of Account Opening 

(Digital)

Use Case (2) Account Opening by using a digital identity created by another company

(Note) The customer  opened an account with Financial Institution A using the same 

administrative flow as when opening an account with each financial institution individually.

Administrative flow to  open an account with each financial institution individually

̎ The blue frame is the part changed.

Verified 

Identity

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

Financial 

Institution 

Employee

Financial 

Institution 

Employee

2-3-3. Use Case Analysis Use Case (1-2) Account Opening by using a digital identity created by another company
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Issues that will be resolved and new issues that will come up by shifting from use case ( 1-

1) (in-house only ) to use case (1-2) (using digital IDs created by other companies )
ÂFurther labor saving will occur for both financial institutions and customers in opening accounts, but issues such as 

the division of responsibilities between the parties will come up

ÂThe main issues (highlighted in the table below ) are described in detail on the following pages (for other issues, 

please refer to the supplementary document).
Black: Issues in use case (1) to be solved by moving to use cases (1-2)

Black: Issues in use case (1) that are difficult to resolve with transition to use cases (1-2)

Blue letters: New issues coming up from use cases (1-2)

Remarks

Verification at the time 

of transaction

Customer Filtering 

Receipt of Application 

Å Infrastructure maintenance and operational costs 

for web application 

Å Inadequate business model and division of 

responsibilities among ID linking parties

ÅBurden of applying on Web

ÅBurden of applying for a similar account at each 

financial institution.

ÅFinancial exclusion of people who are not digitally 

compatible

ÅBurden of dealing with complicated ID linkage 

specifications

ÅBurden of consent management for ID linkage
ÅRespond to new security risks, such as the 

opening of accounts in a chain. 

Å Increased risk of dependence on specific financial 

institutions (IdP)

ÅBurden of verifying customers who have already 

been verified by other companies from scratch
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Issues that will be resolved and new issues that will come up by shifting 

from use case (1-1) (in-house only) to use case (1-2) (using digital IDs 

created by other companies)

ÅBurden of verifying customers who have already 

been verified by other companies from scratch

ÅDevelop a regulatory framework to promote 

appropriate use of digital IMS.

ÅDifficult to make investment decisions with 

regards to changing existing optimized 

operations for the use of digital IMS

Analysis and evaluation 

Judgment and response

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement

(customers/financial institutions )

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

2-3-3. Use Case Analysis Use Case (1-2) Account Opening by using a digital identity created by another company
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[Point 1] Responsibility of KYC and  identity verification of customer linked from financial institution A (ID sender) to financial institution B (ID receiver) 

The following two patterns are possible, and the scope of responsibility should be examined in consideration of the  exchanges between the parties. 

AML/CFT: Issues related to deciding business models and responsibilit y among ID 

federated parties

2-3-3. Use Case Analysis Use Case (1-2) Account Opening by using a digital identity created by another company

ÂRoles and responsibilities of the parties involved in ID linkage need to be clarified, and the two main issues that need 

to be considered are listed in the table below.

ÂIn either case, the scope of responsibility will be considered after considering the value exchanged between the parties.

# Pattern Possible tasks for each participant

1 Financial institution 

A (ID sender) is 

responsible

Å Financialinstitution B usesthe linked information as identity -verified information (lessresponsibility)

Å The scope of financial institution A s responsibility is expected to increase,such as updating customer data and linking

it after Verification, etc. (high responsibility). Also, there are concerns that over-reliance on financial institution A will

weaken the KYCcapabilities of financial institution B,which in turn will weaken KYCin the industry as a whole.

2 Financial institution 

B (recipient of ID) is 

responsible

Å Financial institution B uses the information it receives as a reference and conducts its own identity verification again

(high responsibility).

Å Financialinstitution A links ID information as reference information (lessresponsibility)

[Point 2] What to do when there is an error in the data of financial 

institution A (sender of ID), which causes a problem on the side of 

financial institution B (receiver of ID)? 

Å It is necessary to consider the liability for damages, etc., in case

where there is an error in the data of the ID provider, causing

damage to the recipient of the ID.

Å The amount of damages varies depending on the scope of

responsibility mentioned in point 1 and the reason for the error

(inadequate management by the ID provider, cyber terrorism, error

in the information provided by the customer, etc.).

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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[Service Improvement ] Increased risk of dependence on specific financial institution (IdP)

ÂWhen a customer opens an account with multiple financial institutions using an identity created by another 

company, the risk from the dependency on the identity provider (financial institution A in the figure below ) may 

increase. 

ÂIf A problem occurs with verification at financial institution A, then the services of the financial institution to which 

the ID is linked will be affected

The impact  if a problem occurs at a financial institution as an IdP

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

Customer Financial 

Institution C 

Financial 

institution B 

transactions

Financial 

Institution A

IMS at financial 

institution has a problem. 

Concerns that service 

provision will be affected

Financial 

Institution D 

transactions

transactions

2-3-3. Use Case Analysis Use Case (1-2) Account Opening by using a digital identity created by another company
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Use Case Overview

2-3-3. Use Case Analysis Use Case (2) Ongoing Due Diligence

ÂDigital IMS will digitize interactions between financial institutions and customers, reducing the administrative burden 

on both financial institutions and customers. 

ÂAnalysisusing data from other companies because of digital IMS, is expected to become easier than how it is currently.  

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

document 

storage

Financial 

institution 

employeeCustomer

Mailing of documents confirming 

customer information

Financial 

Institution

Other companies 

(financial/other 

types of business)

Suspicious 

Activity Report 

Customer Information Confirmation 

Document (response) by mail/

Transaction Request

Financial 

Authorit y

Information from other 

companies (financial transactions) 

Transaction/Account Holding 

Acceptance/Rejection Notification

Request for confirmation of customer 

information (Digitization)

Analysis and judgment

Customer Information Confirmation Document 

(response) (Digitization/

Transaction Request

Transaction/Account Holding 

Acceptance/Rejection Notification

Operation flow of current analog Ongoing Due Diligence

Operation Flow for Digitized Ongoing Due Diligence

In-house 

data

In-house 

data 

Data from 

other 

companies 

Information from other companies 

(non-traditional information) 

Suspicious 

Activity Report 

Financial 

Authorit y̎ The blue frame is the part changed.
Customer

Financial 

Institution

Financial 

institution 

employee

Analysis and judgment
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Improvement in risk-based approach through digital IMS

2-3-3. Use Case Analysis  Use Case (2) Ongoing Due Diligence

ÂIn guidance on digital identities, it mentions the possibility of enhancement of risk mitigation 

measures by using new technologies based on digital identity *1).

¸ Facilitate customer identification and verification at onboarding

ÅGeolocation, IP addresses, digital device identifiers used for the transaction, etc.

ÅAdditional information available through various channels such as the Internet and smart cell phones

¸ Support ongoing due diligence and scrutiny of transactions throughout the course of the business relationship

ÅStrengthen authentication of people accessing the site. 

ÅEnhanced detection of unusual or suspicious transactions 

¸ Contribution to f inancial Inclusion 

ÅAlternatives to traditional official documents (passport, driver's license, etc.) in emerging countries 

ÅProvide financial services according to the level of digital identity assurance in emerging economies 

Comprehensive and specific identification 

based on the scaleand characteristics of 

the financial institution, etc.

Company-wide implementation based on 

the business environment and 

management strategies of financial 

institutions, etc. 

Implement effective mitigation measures based 

on actual customer and transaction risks. 

e.g., customer due diligence, transaction 

monitoring and filtering, suspicious activity 

report, etc. 

Definition 

of each 

process

Risk Evaluation Risk ReductionRisk Identification 

*1) FATF Guidance on Digital Identity (March 2020)

http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html

Process Overview of Risk-Based Approach

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding
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ÅRegarding the provision of information to a third party, the burden of managing customer consent is high 

as a data provider(see use case (3) for details).

ÅBurden of explaining data provider and confirming regarding the provision of information to third parties ,

is high for the data recipient (see use case (3) for details).

Issueseliminated by usage of Digital IMS for Ongoing Due Diligence and new challenges

2-3-3. Use Case Analysis Use Case (2) Ongoing Due Diligence

ÂWhile the risk-based approach has become more sophisticated and cost reduction has been achieved, 

new challenges related to utilization of other companies data have come up.

Verification of the 

identity of the applicant

Transaction Filtering 

Analysis and 

evaluation 

Receipt of Application 

ÅBurden of converting application and evidence 

information into data.

ÅPostage burden of mails

ÅUX degradation due to excessive security measures 

to prevent information leaks in Ongoing Due 

Diligence

ÅBurden of collection of analog customer 

information , postal and electric costs and data 

conversion

ÅBurden of verification of a large number of 

customers
ÅSecurity risks during transactions (e.g., password 

theft during non -face-to-face access)
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Black: Analog IMS issues to be solved by digital IMS

Black: Identity management issues difficult to resolve even with digital IMS

Blue letters: New issues coming up due to usage of digital IMS

Remarks

Summary of Issueseliminated by usage of Digital IMS for Continuous 

Customer Management and new challenges

Judgment and response

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement

(customers/financial institutions )

A

B

A

B

A

A B

A

B

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

L
e
g

e
n

d

A Periodic Customer Information Collection

B Verification upon receipt of transaction

A B
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Use Case Overview

2-3-3. Use Case Analysis   Use Case (3) Provide services using information from other companies 
AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

financial 

institution 

employeeCustomer

Propose services to customers

financial 

institution

Analysis and proposal

Provide services to customers based on current analog operations.

Propose services to customers by using digital IMS and analyze data.
*The red frame is the part changed

In-house 

data

In-house 

data 

Data from 

other 

companies 

Customer

financial 

institution 

employee

financial 

institution

Analysis and proposal

Propose services to customers

Other companies 

(financial/other 

types of business)
Information from other 

companies (financial transactions) 

Information from other companies 

(non-traditional information) 

ÂDigital IMS will make it easier to collect and utilize identity information, including data held by other 

companies. It is expected to provide more optimal tailor -made services to customers. 
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Solving issueswith digital IMS: Linking customer identity information across departments/companies

2-3-3. Use Case Analysis   Use Case (3) Provide services using information from other companies

ÂIt is expected to promote data utilization within the company by managing customer identity information held in 

the DBs of each department within the company, as well as customer identity information held by other companies, 

by linking them to a common customer identifier on the digital IMS.

ÂThe linkage of identity information is expected to spread from internal departments to inter -company, but the 

development of linkage specifications is important for efficient linkage. In this regard, in the digital IMS, identity 

information linkage is expected to become easier through the use of identity linkage specifications such as OpenID 

Connect described in Chapter 1. (Refer bottom left figure)

ÂMoreover, as discussedin 2-1-4, since there are cases where financial institutions have many individually optimized 

data systems, in reality, as shown in bottom right figure, it is possible to achieve results in stages by partially 

unifying systems that are similar in business and usage.

ÂHowever, in promoting data utilization, linking customer identity information is part of the solution and data 

licensing rules are reviewed with customers so that data can be used horizontally. 

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding

between two 

companies

development

IMS for digital identity 

has identity linkage

specifications in place 

and can be used.

Image of the development of identity linkage and usage of 

identity linkage specifications

between other 

companies

Division A 

financial institutions

Customer master

Customer 1 aaa 
Customer 

identifier on 

digital IMS

Other companies

(financial/other types of business)

Customer 1 ffff 

data linkage

Division B 

Customer 1 bbb 

Division C 

Customer 1 ccc 

Linking customer identity information using digital IMS 

Customer master

Customer

Customer ID 

that refers to 

the same 

customer

It is realistic to achieve 

results in stages 

through partial linkage
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Issues that will be resolved and new issues that will come up as a result of digital 

IMS for service provision using information from other companies

2-3-3. Use Case Analysis    Use Case (3) Provide services using information from other companies

ÂAs a result of easein the collection and usage of identity information, including data held by other companies , 

issues related to the establishment of rules to receive and use information from other companies have come up.

ÂThe main issues (highlighted parts in the table below) will be described in detail on the following pages (see the 

supplementary document for other issues).

verification of the 

identity of the applicant

Transaction Filtering

Analysis and 

evaluation 

Receipt of application
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Black: Analog IMS issues to be resolved by digital IMS

Black: Identity management issues difficult to resolve even with digital IMS

Blue letters: New issues coming up from the use of digital IMS

Summary of issues that will be resolved and new issues that 

will come up as a result of digital IMS for service provision 

using information from other companies

Legend

Judgment and response

ÅBurden of data consent management in order 

to utilize customer data across multiple services

ÅRegarding providing information to third -party,

as a data provider, the burden of handling 

customer consent is high.

ÅRegarding providing information to third -party, 

burden of explaining to data provider and

verification is too high for the data recipient.

Issues related to AML/CFT

(financial institutions/authorities )

ÅData aggregation is difficult due to identifier mismatch

customer identifier mismatch due to management by 

each department/organization

customer identifier mismatch with third -party data

ÅData aggregation is difficult due to inconsistent data 

formats inside and outside the company

ÅIncreased risk of discrepancies between customers and 

financial institutions regarding the purpose and scope 

of data utilization

Issues related to service improvement 

(customers/financial institutions )

AML

Service

Account 

Opening

Ongoing Due 

Diligence

Provide service

ongoingonboarding



89

Service Improvement : Issues related to the use of information from other companies

2-3-3. Use Case Analysis   Use Case (4) Provide services using information from other companies 

ÂWhen data utilization is carried out across companies, in addition to the burden of maintaining service licenses to 

utilize customer data across multiple services, there is a burden of handling information provided to the third -party 

on both the data provider side and the data utilization side.

data provider

(Finance/other 

industries)

Data Application 

Side Fiinancial 

institution employee

Data Application 

Side financial 

institutionsCustomer

Data provider

employee

(3) Consent of the customer (data subject) 

to provide information to a third party

(2) Explanation to customers when 

providing information to third parties

(1) Consent about usage and 

sharing of customer information

(4) Share Customer information

Flow of obtaining consent from customers and issues in providing information to third parties

Issues on the data provider side

Regarding providing information to third -party, as a data 

provider, burden of handling customer consent is high . 

- Burden of explaining data utilization to customers 

- Burden of managing consent with customers, including 

the creation and storage of consent records 

Issues on the data utilization side

Regarding providing information to third -party, Burden of explaining 

to data provider and verification is high for the data recipient. 

- Burden of confirming the data acquisition process to the data provider

- Burden of explaining the purpose and content of data utilization to 

data providers and make them understanding 
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Other technical issues

2-3-4. Other technical issues 

ÂTechnical issues that are difficult to classify as use cases but have been pointed out in existing studies 

are listed as follows.

Issue

classification

Summary of the issue Issue Details

Cyber

security

Data

Security

Increment in cybersecurity

threats due to concentrated 

usage of digital ID

Centralized management of digital identities by identity providers increases the risk of

criminals targeting large numbers of digital identities at once. A higher level of security is 

required. *1)

Online identity theft
As identities are digitized, the risk of online identity theft increases. In parallel with the 

introduction of digital IDs, it is necessary to improve the security level for ID management.
*2)*3)

Sudden Death of 

Authoritative Source

If identity verification is performed by a third party, a failure in the process of verifying the 

identity of the Authoritative Source will widen the scope of impact and affect the entire 

ecosystem.*4)

Insider threat

Centralized management of digital IDs by ID providers increases the risk of internal 

perpetrators; Administrative and security level of access privileges within ID providers must 

be improved. *1)

Integrity of r ecords

Records of digital ID creation and renewal must be complete, because if a digital ID 

created by one company is used by another and some issuecomes up, the responsibility 

must be clearly defined.. *4)*5)

* References are listed on the next page.
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Other technical issues

2-3-4. Other technical issues 

Issue

classification

Summary of the issue Issue Details

Certification/

Approval

Verification whether the 

applicant is the true owner 

of the ID

It is necessary to verify that the applicant is the true owner of the ID by using more 

advanced techniques such as the use of biometrics and the use of verification and 

cancellation lists in the ID database. *4)

Ongoing measurement of 

the effectiveness of 

certification technology

Attributes associated with an identity may change due to the lack of mature measurement 

methods for continuous authentication technologies. Analytic systems may be able to 

detect risk signals suggesting that IDs are being misused by fraud, etc. *2)*3)

*1) Digital Identities in Financial Services Part 2: Responsible Digital Identities, The Key to Creating More Inclusive Economies(Oct 2019) 

https://www.iif.com/Portals/0/Files/content/Innovation/10142019_responsible_digital_ids.pdf

*2) Guidance on Digital Identity (March 2020) http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html

*3) OIX The value of digital identity to the financial service sector (Dec 2016) https://openidentityexchange.org/networks/87 /it em.html?id=202

*4) DG-FISMA ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR 

https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-

december2019_en.pdf

*5) DG-FISMA Report on existing remote on-boarding solutions in the banking sector 

https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/report -on-existing-remote-on-boarding-solutions-in-the-

banking-sector-december2019_en.pdf
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[AML/CFT] Trends in issues related to the verification of ultimate beneficial owners of corporations

2-3-5. Issues related to data references from financial institutions 

ÂIn the interviews with domestic financial institutions, they expressed the opinion that the burden of verification of 

ultimate beneficial owners of a corporation is high.

ÂCurrently, in the Best-practices-beneficial-ownership-legal- *1) released in October 2019, the FATF 

recommends a method to determine the ultimate beneficial owners by combining multiple pieces of information 

(see table below), in light of the actual situation in each country as indicated in the FATFs mutual assessment and 

the burden of verification itself is unavoidable.

ÂRather, the fundamental issue that the FATF is recommending to be addressed is that there is no mechanism in 

place to ensure the veracity of information when verify ing the ultimate beneficial 

owners of a corporation .

No.
Approach 

Name
Overview

1
The Registry 

Approach

Consolidate up-to-date and correct information 

on ultimate beneficial owners in the register.
Register

2
The Company 

Approach

Each company to maintain up-to-date and 

correct information on its ultimate beneficial 

owners.

Each company

3

The Existing 

Information 

Approach

Use existing sources of information

External

information 

source

Company registration information and other types of 

registries

(e.g. registration of land, motor vehicles, movable property, 

etc.)

Financial institutions and DNFBP*3)

Other authorities (regulators and tax authorities), information 

held by stock exchanges, commercial databases, etc.

FATF's Recommended approach to collect information on ultimate beneficial owners *2)

*1)FATF, best-practices-beneficial-ownership-legal-persons, Oct 2019 https://www.fatf -gafi.org/media/fatf/documents/Best -Practices-Beneficial-Ownership-Legal-Persons.pdf

*2)Created by NRI based on *1)

*3) Designated non-financial businesses and professions
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[AML/CFT] Trends in issues related to the verification of ultimate beneficial owners of corporations

2-3-5. Issues related to data references from financial institutions 

ÂIn response to the issues mentioned in the previous page, various countries are considering policies.

For example, the following is being considered in Japan.

¸ The Civil Affairs Bureau of the Ministry of Justice is considering a system in which commercial registration offices would keep a list 

of BOs and issue copies of the list of ultimate beneficial owners (hereinafter referred to as BOs) as stipulated in Article 11, 

Paragraph 2, Item 1 of the Enforcement Regulations of the Act on Prevention of Transfer of Criminal Proceeds.

(From Summary of the Study Group on Promoting the Understanding of Information on Ultimate Beneficial Owners of 

Corporations at Commercial Registration Offices", Civil Affairs Bureau, Ministry of Justice, July 2020) 
Å In Japan, the BO information is verified by a notary at the time of incorporation through the BO declaration system for stock companies, etc. 

in the certification of articles of incorporation performed by a notary.

Å Future issues include (1) continuous monitoring of BO after the establishment of the corporation and (2) access to BO information , which is 

known to public institutions , by investigative agencies, etc.

Å By having the registrar of the commercial registry, who has expertise in this field, act as the hub to verify the ultimate beneficial owner and 

make a unified judgment, it is said that the uniformity of operation and a certain level of judgment level will be ensured, w hich will improve 

the reliability compared to the current situation where individual financial institutions check each time at the counter.

Source: Ministry of Justice, Summary of the Study Group on Promoting the Understanding of Information on the Ultimate Beneficial Owners of Corporations at Commercial Registration Offices, 

Jul 2020  *the above English version was created by NRI based on the figure from the source

http://www.moj.go.jp/content/001324012.pdf
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Application Verification
Keeping the BO list and 

Adding to the registry

Delivery of a copy of 

the BO list

The applicant corporation 

submits the following 

documents to the registrar 

and requests to keep the 

BO list and to receive its 

copy.

ÅBO list

Åattached documents

The registrar confirms the 

BO list based on the 

following documents in 

accordance with the 

uniform standards.

ÅRegistration Information

Åattached documents

The registrar keeps the BO 

list and add a note in the 

register.

The registrar delivers a 

copy of the BO list to the 

applicant corporation.

Flow of storage of BO list and delivery of its copy
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[AML/CFT] Trends in Cross-Border Trade issues

2-3-5. Issues related to data references from financial institutions 

ÂAccording to the FSB's Stage 1 report*2) on initiative *1) to improve cross-border remittances presented to the G20 in 

April 2020, it has been pointed out that there are issues in cross-border remittances as they are costly, slow with 

limited access and less transparent.

ÂRegarding issues related to legal regulation and supervision framework , the report points out the friction in 

conducting cross-border remittances across multiple countries and regions with diverse legal and regulatory practices. 

It is required to consider the initiatives to improve the efficiency and reduce the cost of AML/CFT and other 

compliance processes without compromising the quality of compliance and also conduct adequate monitoring.

ÂAs a related discussion, regarding the notification obligation (so-called travel rule) imposed at the time of transfer of 

cryptocurrency assets as per FATF Interpretation Note revised in June 2021, the introduction of AML / CFT laws and 

regulations in each country is progressing, and FATF itself recognizes the issue of handling the differences* 3)

From the above,

it can be seen that identity management issues in cross-border transactions are mainly related to legal and regulatory 

aspects, such as differences in AML/CFT regulations between countries, legal barriers (e.g., data protection legislation in 

each country,etc.)to cross-border data sharing in implementing FATF standards and other regulatory and supervisory 

requirements. (This is not expected to be solved by converting analog IMS of financial institutions to digital IMS.

ÂIn addition, first report of FSB*2) mentions digital identity initiatives such as " expanding the use of Legal Entity 

Identifiers (LEIs) for businesses and digital identities for individuals. This is considered to be an effort to develop 

peripheral information that will enable financial institutions to verify identity information of individuals and 

corporations more efficiently.

¸ In our interviews with domestic financial institutions, some of them mentioned the burden of collecting information on cross -border 

customers in cross-border transactions, and we believe that this is an expected measure.

*1) At the G20 Finance Ministers and Central Bank Governors Meeting in February 2020, it was decided to work on improving cross-border remittan ces as a priority. Requested the Financial 

Stability Board (FSB) to prepare a roadmap for improving cross-border remittances by October 2020, in cooperation with Committee on Payments and Market Infrastructures (CPMI), etc. 

*2)FSB, Enhancing Cross-border Payments Stage 1 report to the G20,Apr 2020 https://www.fsb.org/wp -content/uploads/P090420-1.pdf

*3)ACAMS Today, Travel Rule Issues in the "12-Month Review of the New FATF Standards for Crypto Assets and Crypto Asset Exchangers", Nov 2020

https://www.fsa.go.jp/frtc/kikou/2020/FSA_article_ACAMSToday2020_Sept-Nov.pdf
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[AML/CFT] Trends in Cross-Border Trade issues

2-3-5. Issues related to data references from financial institutions 

ÂEfforts to resolve issues by FSB 

¸ In July 2020, the FSB released its second report identifying 19 building blocks (BBs) to make improvements in 

resolving the issue. In October 2020, the roadmap for each BB was published as the third report. *1)

¸ The issues related to digital identity are being discussed mainly in BBB5 BB6 BB8 BB16 in the figure below.
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*1) Enhancing Cross-border Payments Stage 3 roadmap (13 October 2020)

ˢJapanese Abstract Translation by NRIx https://www.fsb.org/wp -content/uploads/P131020-1.pdf

Focus area and related building blocks*1)
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Analog IMS issues to be solved by digital IMS        Summary of Use case analysis results

2-3-6. Analog IMS Issues to be Solved by Digital IMS      Summary of Use Case Analysis Results

ÂMany issues such as administrative burden of verifying identity evidence, etc.has been resolved. 

ÂOn the other hand, issues related to data utilization, such as data licenses for utilizing data from multiple services 

within the company and data from other companies, remain. 

¸ Issues related to data references from financial institutions are not listed in the table below, as they are not issues of Analog IMS. 

Verification at the 

time of transaction

Customer Filtering 

Analysis and 

evaluation 

Receipt of 

application 

ÅData aggregation is difficult due to identifier mismatch

ÅCustomer identifier mismatch due to management by each 

department/organization

ÅCustomer identifier mismatch with third -party data

ÅData aggregation is difficult due to inconsistent data formats 

inside and outside the company

ÅIncreased risk of discrepancies between customers and financial 

institutions regarding the purpose and scope of data utilization

O
p

e
ra

tio
n

 P
ro

c
e
s
s

Judgment and 

response

Character: Non-face-to-face and analog IMS issues eliminated by digital IMSLegend

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement 

(customers/financial institutions )

ÅBurden of converting evidence information into data ÅBurden of applying on the web

ÅBurden of applying for a similar account at each financial 

institution.

ÅBurden of returning the post

ÅBurden of collection of analog customer information , 

postal and electric costs and data conversion

ÅLimitations of crime detection using only in -house data

ÅMaintenance burden of data license to utilize customer 

data across multiple services

ÅDifficulty in verifying analog identity evidence

ÅBurden of verifying customers who have already been 

verified by other companies from scratch

ÅIncreasing difficulty in verifying identity with the shift to 

non-face-to-face interaction

ÅVerification burden for a large number of customers

ÅSecurity risks during transactions (e.g., password theft during 

non-face-to-face access)

ÅBurden of verifying customers who have already been 

verified by other companies from scratch

ÅCost of mailing account opening noti fication to verify

location
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New issues coming up from the shift to digital IMS       Summary of use case analysis results

2-3-7. New issues coming up from the shift to digital IMS      Summary of use case analysis results

ÂWith the shift to digital IMS, the following issues will newly come up.

Verification at the time 

of transaction

Customer Filtering 

Analysis and 

evaluation 

Receipt of Application 

ÅInadequate business model and division of 

responsibilities among ID linking parties 

ÅFinancial exclusion of people who are not digitally 

compatible

ÅBurden of dealing with complicated ID linkage 

specifications

ÅConsent management burden for ID linkage

ÅUX degradation due to excessive security measures 

to prevent information leaks in Ongoing Due 

Diligence

ÅRegarding providing information to third -party, as a data provider, burden of handling customer consent 

is high. 

ÅRegarding providing information to third -party, Burden of explaining data provider and confirming is high

for the data recipient. 

ÅDevelop a regulatory framework to promote 

appropriate use of digital IMS.

ÅDifficult to make investment decisions with regards 

to changing the existing and optimized operations 

to use digital IMS

ÅRespond to new security risks, such as the opening 

of accounts in a chain.

ÅIncreased risk of dependence on specific financial 

institutions (IdPs) 

O
p
e

ra
tio

n
 P

ro
c
e

s
s

Judgment and response

Issues related to AML/CFT

(financial institutions/authorities )

Issues related to service improvement 

(customers/financial institutions )
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