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t’s been several years since financial authorities began to

witness the rise of virtual assets and blockchain technol-

ogies throughout the world. Regardless of the technology
underlying each financial service, the challenge has been how
to apply technology-neutral regulation so that similar
anti-money laundering/counter-terrorist financing (AML/CTF)
risks, such as misuse by illegal customers or inflow of illicit
funds, are subject to the same regulation.! While taking into
account the conveniences provided by virtual assets,
authorities are now considering how to administer appropriate
regulation and supervision to protect consumers and prevent
money laundering, terrorist financing and proliferation
financing.

In July 2020, the Financial Action Task Force (FATF) published
the “12-Month Review of the Revised FATF Standards on Virtual
Assets and Virtual Asset Service Providers™ (the Report). The
financial authorities, including the Financial Services Agency of
Japan (FSA), have notified the public of this release to catch
the attention of many stakeholders, including ACAMS
members.

This article will explain the “travel rule” and its application for
virtual asset transactions, which is one of the hot topics in the
Report, by comparing them with FATF provisions for financial
institution (Fl) transfers.

Background of the Report

Figure 1is the revision process of the FATF Standards that
triggered virtual asset service provider (VASP) monitoring.

Figure 1:

How Recommendation 15 was revised3+#

Changes to FATF Standards
(October 2018)

(June 2019)

* New definitions for virtual
assets and VASPs

* Release of new FATF

* Revised Recommendation 15 guidance

on arisk-based approach
for virtual assets and VASPs

* New Interpretive Note to
Recommendation 16 on
New Technologies (INR. 15)

Changes to FATF Guidance

* Revised INR. 15
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* Revised mutual evaluation
methodology
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INR. 15 and the “Guidance for a Risk-Based Approach to Virtual
Assets and Virtual Asset Service Providers” (Guidance) both
detailed AML/CTF requirements on VASPs, specifically that FATF
member jurisdictions are required to impose adequate AML/CTF
regulations on VASPs as per Recommendation 10-21in INR. 15. This
includes a requirement for wire transfers (i.e.,, Recommendation 16)
which is referred to as the travel rule. FATF has been working to
resolve the regulatory gap among jurisdictions and is calling on
jurisdictions to develop legislation urgently to prevent the occur-
rence of “regulatory arbitrage.” On balance, FATF explicitly states
that it is technology-neutral body?® in the Guidance.

At the February 2019 FATF Public Consultation and at the May 2019
FATF Private Sector Consultative Forum, some private sector and
public sector officials expressed concern that VASPs do not have a
technical solution nor infrastructure to implement the travel rule
immediately. In light of that feedback, FATF decided to establish the
Virtual Assets Contact Group (VACG, co-chaired by Japan and the
U.S.), to monitor the amendment of laws in FATF member jurisdic-
tions as well as the progress of the private sector in developing
technical solutions to meet the requirements of the travel rule. The
Report addresses the results of the VACG’s monitoring activities.

Requirements for the travel rule

What are the requirements of the travel rule in virtual asset
transactions, especially because the VASP sector argued that there
was no technical solution nor infrastructure to immediately
implement the travel rule? The following are the requirements for
the travel rule in Fls to compare with the travel rule for VASPs.

Travel rule in FIs (Recommendation 16: Wire
transfers)

According to the FATF Recommendations, “Countries should ensure
that financial institutions include required and accurate originator
information, and required beneficiary information, on wire transfers
and related messages, and that the information remains with the
wire transfer or related message throughout the payment chain.”®

In Japan, the natification obligation under Article 10 of the Act on
Prevention of Transfer of Criminal Proceeds is one of the laws that is
applicable to Recommendation 16. Including “required and accurate
originator information, and required beneficiary information” on
wire transfers is generally fulfilled by the accurate inclusion of the
required information when Fls transmit payment instructions via
SWIFT and other payment systems.

Travel rule for virtual asset transactions
(Recommendation 15 and INR. 15-7b)

The fact that the transfer of virtual assets is processed and
recorded on a blockchain that can be technically viewed by an
unspecified number of people makes the application of
Recommendation 16 to VASPs practically difficult. It is impractical to
have the names and addresses of customers recorded and
published on the blockchain.
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Therefore, INR. 15 does not require the transfer of required customer
information along with transaction data on the blockchain:

“Countries should ensure that originating VASPs obtain and hold
required and accurate originator information and required
beneficiary information on virtual asset transfers, submit the
above information to the beneficiary VASP or financial
institution (if any) immediately and securely, and make it
available on request to appropriate authorities.””

Due to the differences in technological information infrastructure,
VASPs are not required to implement the same AML/CTF controls
and system infrastructure used in Fls. VASPs are required to build
and select a suitable infrastructure, which is currently undeveloped
in VASP businesses. To understand those technological aspects
deeper, the FSA’s publication “Research on privacy and traceability
of emerging blockchain-based financial transactions” may help.

State of implementation by the private sector
and public sector

Section three of the Report summarizes the private sector’s
response to the travel rule, including the status of the development
of technologies for its implementation, and outlines how VASPs can
implement the travel rule.® According to the Report, some argue
that some of the information submissions required by the travel rule
are already feasible if VASPs accept a cumbersome manual
process. Since VASPs need to take measures to transfer virtual
assets in the course of their business, the VACG focused on
whether VASPs would be able to send a reasonably large volume of
transactions to multiple destinations in an effectively stable manner.

Moreover, 55 jurisdictions and regional organizations responded

to the survey conducted by the VACG, of which 32 jurisdictions self-
reported that they had enacted the revised FATF Standards into law
as of March 2020."° Seventeen jurisdictions out of 32 are refraining
fromn compliance with the travel rule on the grounds that there is no
holistic, instantaneous and secure technical solution for VASPs.

Challenges in travel rule implementation

The VACG conducted outreaches™ in February and April 2020 to
some Standard-setting bodies in the private sector, as well as some
solution vendors that have published a white paper on the travel
rule. Based on these outreach efforts, as well as the survey
response and further input from the FSA, some common industry
issues have been identified.

How to identify the counterparty VASPs

One of the biggest challenges of the travel rule is that the means of
identifying the VASP that manages the beneficiary wallet has not
been established. Since the transaction can be directly settled on
the blockchain between wallet addresses alone, in the past, there
was no need to worry about the VASP that manages the receiving
wallet.
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Compare a virtual asset transaction to a bank transaction. When the
recipient’s bank account number is known, there is no way to
transfer the money if the name of the bank that holds the account is
unknown. Based on this understanding, when someone wants to
receive a money transfer, the sender must receive the bank’s name
(bank location and/or branch name as applicable), the name of the
account holder, and the account number. Some use SWIFT business
identifier codes (BICs) and other codes to specify the Fl or legal
entity to receive the money. In banking transactions, one only needs
to look at the list of codes published by the central administrator to
know which bank or legal entity corresponds with the specified
code. For virtual assets, there is no such list of wallet addresses. The
address is different for each type of virtual asset, and depending on
the senders and receivers, the address could change from time to
time. The revised FATF Standards require measures to address this.

The private sector also shared its pain points involving unregulated
VASPs in the Report. Even if the counterparty VASP is identified,
regulated sender VASPs would need to investigate such counter-
parties from scratch, including (but not limited to) the VASP’s
registered location, whether it is regulated or not, if any regulatory
action has been taken against it, and so on. Because this is
burdensome for a single VASP, the private sector suggested
publishing a list of regulated VASPs by each of the competent
authorities as well as producing a global VASP list based on this
information.

Peer-to-peer (P2P) transactions via private
wallets

Although individual transactions that do not involve any VASPs are
not subject to the revised FATF Standards, when a VASP deals with a
private wallet, the VASP is subject to the revised FATF Standards.
The private sector requested more detailed guidance on the
expected control level. P2P transactions, which do not involve any
VASPs, are not subject to the AML/CTF regulations under INR15, and
thus represent a potential means to evade the regulations. Although
there was no clear evidence of evasion of the regulation identified
by FATF during the analysis, it is a subject of continuous monitoring.
Further study of the market for P2P transactions is needed to
identify the methods that each jurisdiction can take to mitigate risk
as well as the clarification to the private sector.

Batch and post facto submissions and past
transfers

INR. 15 states that “the originating VASPs (omitted) submit the
above information to the beneficiary VASP (omitted) immediately
and securely.”? However, there is no guidance on how immediate it
should be.

In this regard, the Report notes that the industry inquired as to
whether the requirement could be met by sending a batch of data
at the end of the day rather than at the time of each transaction
and whether executed transactions should be addressed
retroactively.
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Interoperability of systems, and data compatibility

Some say that a “SWIFT-like” infrastructure is needed as a technical
solution to the travel rule. However, FATF does not necessarily call
for the introduction of a unified “SWIFT-like” system. Indeed, many
are expecting multiple solutions to line up alongside each other.
Particularly with the staggered effective dates of legislation, it will
be difficult to consolidate the needs of VASPs from different
jurisdictions into a single system. Several proposed solutions on the
infrastructure side are being built globally. Although the control
specifications vary, only screened VASPs will use such infra-
structure, so the need for due diligence on the counterparty in the
transaction phase will be eliminated. In addition, it seems that other
industry working groups are discussing the development of a
Wolfsberg questionnaire for effective VASP due diligence.

With that in mind, the practical and effective operation of the travel
rule requires compatibility between multiple parallel infrastruc-
tures.® To ensure such compatibility, a working group was
established by virtual asset sector stakeholders and a common
data item format was developed across industry associations and
solution vendors.” A multifaceted study will continue to be
conducted to make those system interoperable.

The sunrise issue

From a travel rule standpoint, it is unclear how a regulated VASP
should treat VASPs in unregulated jurisdictions and this problem
could continue until the appropriate AML/CTF regulations have
been introduced across all concerned jurisdictions; the VACG calls
this situation the “sunrise issue.” VASPs should be aware that the
approach to this issue may vary among jurisdictions. Some
regulators take a phased approach, where they implement
registration and/or licensing to VASPs, then implement the travel
rule after a regulator becomes aware of solutions that handle
required data in a “holistic, instantaneous and secure manner”
within their jurisdiction. Further, the VACG highlighted the need for
interjurisdiction coordination. Cited in mind was a VASP with global
footprints, with no headquarters or control functions in any
particular jurisdiction which is a business model seldom seen in Fls.
The “sunrise issue” points to VASPs and Fls; the challenge at
regulated VASPs and Fls will be to identify the risk factors they shall
review when they start new business relationships with a VASP,
while apparently avoiding de-risking behavior. Although the above
mentioned example could be rare, VACG members started the
discussion to have a more coordinated approach, including the
concept of information sharing and coordination between author-
ities across jurisdictions. Over the coming year, FATF will continue
the discussion on this matter. Thus, the private sector should keep a
close eye on what the authorities are doing.

3)

4)

!

TFUZRERDICDIC B EBHI R D ENTELTF
EROREDFATFAAY Y ZD+2MEICDNTI,
FRARFANBEE LTINS,

I\ FAIBPER B IC LD IEIREAT

BN 1 5B/ — MTIE, TRIETTD VASP A (B8) B
BILREITRE EHDN . EDRETESLIC TN
EDDHAY VAIFIEWN, DB RBEE(L ERH
SOBEEIES LT HGIDOERE TR IRERIC—
FBUCEMT 22 TCBHEmIcEDD BICETE
HDBEDEG | Z B> THANIANED, W fe %
Z(F 1,

VAT LADOEEERME (7 —45 B i)

~ VL =)L DOEAMTRIBRREICDWTIE, TSWIFT
DESR AV TZDBENNEEFBRINDZED
%W\ ZDE FATFIZAT UBTSWIFTO LS4 B
— VAT LADEAERDTWVEWBIE ELERNIAR
JUIL—IL DA R R A B P TH D, VACGH
BEOY ) a—avh\iHETEIRREZFELTVWS

10

SENERARBEN T ET DI S —RETHR
UfcgE Tl RE, 7O —/NUIC A TERD B RE
RA VT IDBERPTHBERR, I bO—)LEERIE
B35 BETRIVASPOHCHAZRD . B
BEDOBEREE CIFEFAVASPOT 1 —T U
VREARBEGBZRAF—ATa—TIVIVRITE
9 5L, VASPHEIFDWolfsberg questionnaire
DEREEVSTBIZHH DL O TH B,

ZDESICVY2—2avhiHET IS FATFE
EOEMNRETICIE HEFET 2EH V7T
DEBMENNEERD IS U B2 R T 51
H BEEEXR ' TET—X2 07— 5 £
MOEFREUE V) 2 — 3Ry —EENC H
BOT—YERT7A—YYIEESNL . S%D
AT LDHEEER%ZRREE I ZEMNAGRSH
H<EB bbb,

5) >4 XEE
HEIREAEDVASPE SN —ILDERE EEDELS
TR ZIERB VDD R BEREZRIR RN, UEZE DR HIE A (51
BB VYT R) TR T 22 EEIBLTWD,—

[ SEPTEMBER-NOVEMBER 2020 ] 93



[ ASPECTS OF APAC ]

Specific wording issues in the glossary of terms in
the FATF Standards

INR. 15 sets out the travel rule for VASPs, using terms from the
Interpretive Note to Recommendation 16 in part. For example,
clarification was sought from the private sector on how to read
“required originator information” in a VASP context. Similarly,
so-called stablecoins are not explicitly covered by any FATF
guidance, although FATF announced that so-called stablecoins are
covered by FATF Standards either as a virtual asset or as a tradi-
tional financial asset.® Classified in either categories in a jurisdiction,
a regulated entity needs to implement travel rule control for
so-called stablecoins as well. Risks involving so-called stablecoins
that are not currently being addressed include 1) P2P transactions;
2) regulatory arbitrage due to the regulatory gap; and 3) decen-
tralized governance structure (e.g., those without a central
government entity such as the Libra Association, which is behind
the Libra stablecoin), all of which FATF intends to develop guidance
onin the future.’®

Proposed next steps in the second 12-month
review

The Report concluded that the VACG will conduct the second
12-month review to monitor the progress in the virtual asset sector
and listed the following five action items for next steps:

1. Conduct a second 12-month review (due June 2021)

2. Revise FATF guidance for further details on the travel rule, P2P
transactions and stablecoins

3. Release red flags for virtual asset transactions (planned to be
released October 2020)

4. Facilitate dialogue with a broader range of virtual asset sector
stakeholders (including technical and academic experts) with
a focus on monitoring the progress of travel rule
implementation

5. Strengthen international cooperation between supervisory
authorities

In many jurisdictions, the virtual assets sector is a young industry.
Thus, the VACG has been promoting collaboration among
regulators and dialogue with the virtual sector with an eye toward
effective AML/CTF regulatory application. VASPs, vendors and other
private sector stakeholders should be encouraged to collaborate
further with the VACG on its activities in the future. Q

Arisa Matsuzawa, CAMS, deputy director, AML CFT Policy Office,
Strategy Development and Management Bureau, Financial Services
Agency, Japan, Arisa.matsuzawa@fsa.go.jp

Please note, any opinions and interpretations in this paper are those
of the author and do not represent the official views of the FSA or
FATF.
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