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(DFOCUS TAIWAN NEWS CHANNEL (2017.10.07) [Premier urges security review after
Taiwanese bank hacked] (http://focustaiwan. tw/news/asoc/201710070007. aspx)
(@FOCUS TAIWAN NEWS CHANNEL (2017.10.09) [CIB confirms suspect nabbed for hacking;
US$500, 000 unaccountable] (http://focustaiwan. tw/news/asoc/201710090016. aspx)

@Hiru News (2017.10.10) [Taiwan bank hack : Police expand investigations]
(http://www. hirunews. 1k/173081/taiwan—bank—hack—police—expand—investigations)
@Bloomberg (2017.10.12) [Sri Lanka Makes Arrests in $60 Million Taiwanese Bank
Cyberheist]

(https://www. bloomberg. com/news/articles/2017-10-12/sri-lanka—makes—arrests—i

n—-60-million—taiwanese—bank-cyberheist)

(GMcAfee (2017.10.12) [Taiwan Bank Heist and the Role of Pseudo Ransomware ]

(https://securingtomorrow. mcafee. com/other—blogs/mcafee—labs/taiwan-bank—heis

t—role—pseudo—ransomware/)

®iThome (2017.10.12) [[iEEEELEBIB] mERHEE, ©E ST HE | S1TRIETR

PeEP ) (https://www. ithome. com. tw/news/117380)
(DNOW NEWS (2017.10.13) sk S iTEl et s EERAE BiEnSE k)
(https://m. nownews. com/news/2624130)
(®BAE Systems (2017.10. 16) [Taiwan Heist: Lazarus Tools and Ransomware |
(https://baesystemsai. blogspot. com/2017/10/taiwan—heist—lazarus—tools. html)
@iThome (2017.10.17) T[EARETEBLIBIEE] REMREAE TR ESE | B MR IRGHHE,
e MRHMER Y ) (https://www. ithome. com. tw/news/117520)

(2) 2. 3 NIC Asia Bank (r/3—L) OFLE (FebD)
(Dthe kathmandu post (2017.10.23) [NIC Asia cash stolen in cyber heist]
(http://kathmandupost. ekantipur. com/news/2017-10-23/nic—asia—cash—stolen—in—c

yber—heist. html)
@Setopati (2017.10.23) [Rs 450m illegally transferred abroad from Nepali banks|
(https://setopati.net/business/26733/Rs—450m—illegally—transferred—abroad—fr

om—nepal i—banks/)
@my Republica (2017.10.24) [NRB, NIC Asia Bank move to counter cyberattack|
(http://www. myrepublica. com/news/29438/)
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(@THE NATION (2017.10.24) [INIC Asia cyber heist: Bank’ s weakness helped criminals
to hack into its system]

(http://www. nationmul timedia. com/detail/asean—plus/30329996)

®the kathmandu post (2017.10.25) [Nepali banks ‘not prepared’ to ward off cyber
threats|

(http://kathmandupost. ekantipur. com/news/2017-10-25/nepali-banks—not—prepare

d—to-ward-off—cyber—threats. html)
®CISO. in (2017.10.26) [Nepal bank comes under ’denial of service attack’ ]

(https://ciso. economictimes. indiatimes. com/news/nepal-bank—comes—under—denia
1-of—service—attack/61233325)
(Mthe kathmandu post (2017. 10. 26) [NRB not keen on learning lessons from cyber heist |

(http://kathmandupost. ekantipur. com/news/2017-10-26/nrb—not—keen-on—learning

—lessons—from—cyber—heist. html)

(®ICT FRAME (2018.3.7) TAttackers Hacked Nepalese Bank’ s Swift Server)

(https://ictframe. com/attackers—hacked—nepalese—banks—swift—server/)

(3) 2. 4 TAUA, a7 OHYTHEDOER
Group—IB (2017.12) [MoneyTaker |

(4) 2. 5 Youbit SFOREE DR Z& FEAMITIZ R\ T 2017 FTRAE LTZFHE (ERb D)
Oiifee A (2017.12.20)  TREEOARBERSIPT [—Ey b0 & 7520
(http://www. chosunonline. com/site/data/html_dir/2017/12/20/2017122000657. html)

@7 747 « 74 (2017.10.01) THEHESE > b aA ASmOBLE RO
(https://www. fireeye. jp/company/press—releases/2017/north-korea—interested—in

~bitcoin. html)

(@Secureworks (2017.12.15) [Media Alert — Secureworks Discovers North Korean Cyber
Threat Group, Lazarus, Spearphishing Financial Executives of Cryptocurrency
Companies |

(https://www. secureworks. com/about/press/media—alert—secureworks—discovers—no

rth—korean—cyber—threat—group—lazarus—spearphishing)
@HfE R (2017.12.16) &y baAf VBEEO Ny F 7 41E A CRRfE B 5
(http://www. chosunonline. com/site/data/html _dir/2017/12/16/2017121600415. html)
@A (2018.2.6)  TALEfE, (AH@E N Y 2 7 BEORG FT DEER Y 4 >
#H (https://japanese. joins. com/article/317/238317. html)

(5) 2. 6 ING Bank, Rabobank, ABN AMRO (AT %) DOFEZR (F/H0)

_48_


http://www.nationmultimedia.com/detail/asean-plus/30329996
http://kathmandupost.ekantipur.com/news/2017-10-25/nepali-banks-not-prepared-to-ward-off-cyber-threats.html
http://kathmandupost.ekantipur.com/news/2017-10-25/nepali-banks-not-prepared-to-ward-off-cyber-threats.html
https://ciso.economictimes.indiatimes.com/news/nepal-bank-comes-under-denial-of-service-attack/61233325
https://ciso.economictimes.indiatimes.com/news/nepal-bank-comes-under-denial-of-service-attack/61233325
http://kathmandupost.ekantipur.com/news/2017-10-26/nrb-not-keen-on-learning-lessons-from-cyber-heist.html
http://kathmandupost.ekantipur.com/news/2017-10-26/nrb-not-keen-on-learning-lessons-from-cyber-heist.html
https://ictframe.com/attackers-hacked-nepalese-banks-swift-server/
http://www.chosunonline.com/site/data/html_dir/2017/12/20/2017122000657.html
https://www.fireeye.jp/company/press-releases/2017/north-korea-interested-in-bitcoin.html
https://www.fireeye.jp/company/press-releases/2017/north-korea-interested-in-bitcoin.html
https://www.secureworks.com/about/press/media-alert-secureworks-discovers-north-korean-cyber-threat-group-lazarus-spearphishing
https://www.secureworks.com/about/press/media-alert-secureworks-discovers-north-korean-cyber-threat-group-lazarus-spearphishing
http://www.chosunonline.com/site/data/html_dir/2017/12/16/2017121600415.html
https://japanese.joins.com/article/317/238317.html

<ESMTEMBARtEUE— FTsRhyParR—/— DP2019-3 (201949 A) >

(DSECURITY WEEK (2018.1.29) [Top Dutch Banks, Revenue Service Hit by Cyber Attacks|
(https://www. securityweek. com/top—dutch-banks—hit-cyber—attacks)

@Channel web (2018.1.29) T[ABN Amro, ING en Rabobank slachtoffer van DDoS—golf]
(https://www. channelweb. nl/artikel/nieuws/security/6289617/5226433/abn—amro—i

ng—en—rabobank-slachtoffer-van—ddos—golf. html)
(3ABN AMRO (2018.1.29) [Storingen door DDoS—aanvallen]

(https://www. abnamro. com/nl/newsroom/nieuws/2018/ddos—aanval len. html)

@®ComputerWeekly. com (2018.2.8) [Teenager suspected of crippling Dutch banks with
DDoS attacks]
(https://www. computerweekly. com/news/252434665/Teenager—suspected-of—cripplin

g—Dutch-banks—with-DDoS—attacks)

Bcyberscoop (2018.4.5) [Mirai IoT botnet variant 1ikely used in January DDoS attack
against Dutch banks]
(https://www. cyberscoop. com/iot—-botnet—dutch—banks—recorded—future/)

(6) 2. 7 Punjab National Bank (> K) OEZL (FELH0D)
(Dmoneycontrol (2018.2.15) [A freshly appointed official first noticed the fraud
at Punjab National Bank|

(https://www. moneycontrol. com/news/business/economy/a—freshly—appointed-offic

ial-first—noticed—the—fraud—at—punjab—national-bank—2508727. html)
(2BANK INFO SECURITY (2018.2.16) [$1.8 Billion Fraud Case at PNB Raises Security

Questions|

(https://www. bankinfosecurity. asia/18-billion—fraud-case—at—pnb-raises—securi

ty—questions—a—10657)
(3REUTERS (2018.2.19) [Eyes wide shut: the $1.8 billion Indian bank fraud that went

unnoticed|
(https://www. reuters. com/article/us—punjab—natl-bank—fraud—insight/eyes—wide—
shut—the-1-8-billion-indian-bank—fraud-that-went—unnoticed—idUSKCN1G2007)
(OBANK INFO SECURITY (2018.2.21) [Mitigating the Insider Threat: Lessons From PNB

Fraud Case]

(https://www. bankinfosecurity. com/mitigating—insider—threat—1lessons—from—pnb—
fraud-case-a—10674)
@Wikipedia (2019.5.7 £x#& % #1) [Punjab National Bank Scam|

(https://en. wikipedia. org/wiki/Punjab_National Bank_Scam)

(7) 2. 8 AFTadfUT5iTOER (F2HL0)
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(DREUTERS (2018. 5. 14) [Thieves suck millions out of Mexican banks in transfer heist |
(https://www. reuters. com/article/us—mexico—cyber/thieves—suck—millions—out—of
—-mexican—banks—in—transfer—heist—idUSKCNIIF1X7)
@7Zero Hedge (2018.5.29) [Mexican Bank Foils $110 Million Cyber Robbery]
(https://www. zerohedge. com/news/2018-05-29,/mexican—-bank—foils—110-million—cyb

erheist)
@WIRED (2019.3.15) [How Hackers Pulled Off a $20 Million Mexican Bank Heist |
(https://www. wired. com/story/mexico—bank—hack/)

(8) 2. 9 Bank of Montreal, Simplii Financial (#7F%) OFEZR (Fbn)
(DBANK INFO SECURITY (2018.5.31) [Two Canadian Banks Probe Alleged Exposure of
Customer Data]

(https://www. bankinfosecurity. com/two—canadian—banks—probe—alleged—exposure—c

ustomer—data—a—11043)
@CBC (2018.5.31) [Hackers threaten to reveal personal data of 90,000 Canadians
caught in bank hack]
(https://www. cbe. ca/news/business/bank—hack—tuesday—1. 4682018)
(BINTSIGHTS (2018.6) [Bank of Montreal & Simplii Breach: Timeline & Summary Report |

(9) T2. 10 PIRBank (R¥7) OFEFE] (Fbn)
(MGroup—1IB (2018.7.19) [Group—IB is investigating a new daring attack by MoneyTaker:
hackers try to steal $1 mln from the bank]
(https://www. group—ib. com/media/new—attack-moneytaker/)
(2BANK INFO SECURITY (2018.7.20) [Bank Hackers Exploit Outdated Router to Steal $§1
Million]

(https://www. bankinfosecurity. com/bank—hackers—exploit-outdated—router—to-ste

al-1-million—a—-11227)

(10) 2. 11 Cosmos Cooperative Bank (A > K) OFEZER (F/2td)
(DTHE HINDU Business Line (2018.8.14) [Cosmos Bank’ s server hacked; Rs 94 cr
siphoned off in 2 days|
(https://www. thehindubusinessline. com/money—and—banking/cosmos—banks—server—h
acked—rs—94—cr—siphoned—off-in—2-days/article24687533. ece)
(2BANK INFO SECURITY (2018.8.17) [Police Investigate Cosmos Bank Hack]

(https://www. bankinfosecurity. com/police—investigate—cosmos—bank—hack—-a—11379)

(DSECURONIX (2018.8.27) [Securonix Threat Research: COSMOS BANK SWIFT/ATM US$13. 5
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MILLION CYBER ATTACK DETECTION USING SECURITY ANALYTICS |

(https://www. securonix. com/web/wp—content/uploads/2018/08/Securonix_Cosmos—Ba

nk—Report. pdf)
(@BANK INFO SECURITY (2018.8.29) [Cosmos Bank Heist: No Evidence Ma jor Hacking Group

Involved]

(https://www. bankinfosecurity. com/cosmos—bank-heist—-no—evidence—major—hacking

—group—involved—a—11435)
(BBANK INFO SECURITY (2018.9.21) [Seven Arrests in Cosmos Bank Heist |

(https://www. bankinfosecurity. com/seven—arrests—in—cosmos—bank—heist-a—11535)

(11) 2. 12 Redbanc (V) OFFE (Ebn)
DtrendTIC (2019.1.10) [[EXCLUSIVO] Asi fue el intento de ciberataque a Redbanc en
diciembre]

(http://www. trendtic. c1/2019/01/exclusivo—asi—fue—el-intento—de—ciberataque—a

—redbanc—en—diciembre/)

@7DNet (2019.1.16) [North Korean hackers infiltrate Chile s ATM network after Skype

job interview]

(https://www. zdnet. com/article/north-korean—hackers—infiltrate—chiles—atmnet

work—after—skype—job—interview/)
@Gigazine (2019.1.22) [Liifif & OBHEN GO D /I —EHADR [RANIEE] %o
THATRIAR » N U —7 245 IR
(https://gigazine. net/news/20190122-hackers—infiltrate—chiles—atm—network/)

(12) 2. 13 Bank of Valletta (=/L%) OFEZR (Fhbh)
(DTIMES OF MALTA (2019.2.13) [Watch: BOV hackers’ €13m in transactions ' being
reversed — Muscat]

(https://www. timesofmalta. com/articles/view/20190213/1local/watch—cyber—attack

—on-bov-created-international-transactions—of-13m. 701930)
@TIMES OF MALTA (2019.2.25) [How BOV hackers got away with €13 million]
(https://www. timesofmalta. com/articles/view/20190225/1ocal /how—bov—hackers—go
t—away—with—13-million. 702800)
(3MALTACHAMBER. ORG. MT (2019. 3. 4) [BOV Hackers Were Planning Second Attack At A Later

Stage — Reports]

(https://www. maltachamber. org. mt/en/bov—hackers—were—planning—second-attack—a

t—a—later—stage——reports)

®maltatoday (2019.3.11) [HSBC warned of BOV hackers last year]
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(https://www. maltatoday. com. mt/news/national/93525/hsbe_warned of bov_hackers
_last_year#f. XPnr1417mpb)
(BTIMES OF MALTA (2019.5.9) [Bank of Valletta recovers €10m stolen by hackers, plice

abroad establish source of attack]

(https://www. timesofmalta. com/articles/view/20190509/1ocal/bank—of-valletta—r

ecovers—10m—stolen-by—hackers—police—abroad-find-who. 709547)

(13) 3. 1 Customer Security Programme (CSP)
SWIFT (2019.6. 12 %) [Customer Security Programme (CSP) - Programme description|

(https://www. swift. com/myswift/customer—security—programme—csp/programme—descri

ption?tl=enfftopic—tabs—menu)

(14) 3. 2 Customer Security Controls Framework (CSCF)
SWIFT (2019.6. 12 []%&) [Customer Security Programme (CSP) - SWIFT Customer Security
Controls Framework

(https://www. swift. com/myswift/customer—security—programme—csp/security—control

s?tl=enfttopic—tabs—menu)
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