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12

To ensure robust Business Continuity and Disaster Recovery (BCDR) in the Web3 ecosystem,
organizations must move beyond traditional contingency plans that focus solely on internal
server failures. Given that the primary risks in Web3 stem from external, underlying protocol
events like blockchain forks, smart contract exploits, or network congestion, BCDR strategies
need to incorporate specific, automated defense mechanisms. An illustrative recommendation is
the implementation of an Automated API Circuit Breaker—a mechanism that allows the
intermediary's system to immediately and automatically suspend functions, such as price feeds
and user interactions, upon receiving risk alerts from the underlying network provider. This
"coordinated interception capability" ensures a rapid response to critical external disruptions,

making it an essential metric for system testing and IT audits.

We would take into account your comments when we

consider our future regulatory framework.

13

Intermediaries might outsource application and/or system components, which creates supply
chain security risks. To mitigate this issue, regulatory bodies should mandate that intermediaries
and their third-party providers clearly articulate liability within their agreements, specifically
detailing responsibility for any asset losses. This regulatory action aims to establish defined roles

and responsibilities, thereby minimizing disputes following an incident.

Even when intermediary business service providers for
transactions of electronic payment instruments and
cryptoassets outsource part of their operations to third
parties, they remain ultimately responsible to users for the
outsourced activities. The allocation of responsibilities
between such intermediary service providers and their
outsourcing partners should be carefully examined by the
intermediary service providers themselves when selecting

the outsourcing partner.
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