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® T, BN EFHICHVERMY-ELADT IF ML S RIERLTEY., ZRAEMY-EANMERA BT NAAPTSY T A-

LEBUTGREEINBSS(CEITNS, IOULEBE(CHIGIALL £RTICEWTL, [T IFI1 -3V g 2K E L.
T-ARERPEEZED S IMNY—REL VS REBICEYEA TN EZATHD,

Sk, €Y -t2A2T I TE L TR R BB ERD—DIDNT IINTATITATATHREIBEIN TS, Y-
PADIRMLECLS T, T -CAREBE S HERE. VR-O0VF )7 - TOESHEH ILFEDBR NS TI1T VT4
TADBEYHBEWIZVDKSHONZH, Rt -E AR HENBEELE TN DHRMICHERILELET, MEZEOBEPZ-X
(CISUTEDHPHEY - EAEIRE T BE0ICIE. YR TIV-LT-IICE DT IINTATITATA I AT LEERITEZIL
HEAIFIN TV,

BT TIIINTATITAT1 DM FEPIZEA LAtk 4 BEEN AN TEY, Z5LEsm%E @@t ICiBiEd 5
CEIFEELRD, SOIC TE, ZOFRITENANRRNICEBEBINETIINTATIT4T1CEATETIINI-DF .
BANBEREERFAO G, OVIMVEEEVEMBEBRROLEMELZRIX. I-VESHTPITITAT12EET
ECEER/ DEETATIT14T14 (SSI/DID) DiEmEIEFRICHEL>TWNS, SSI/DIDOEE(ZHHTE, TJOVvIFI-Y
BMiEERAWVO BT -7 FvHAEZELVNEDIERAEH DA, IOULEFHTEAEBEICETIAT-RILYF I T LT 50
EHLH3,

TIIWNTATITATABEBICDWTE, TOVIFI-V &S DR, 7T AREEAT, B BT LRIy
M=%V P, ZOERGEHIROANT Y AGE MBLWESICDWCEREREDILEEIC. BE5T 3% 4 BAT-IRIILY -
OSSO IR

mEEEODEN
® ZZT. AFEMEICLHVNUI, ERHERARD—IRELT &Y -CAICBIFETIIINTATIT14T1D;ER(ICEET B

REITITEL TR, TRMEILR/ELT SROTRMT IIIERBR. TIINTATITATA AT LAOTIREER U,
BELWTIINTATITATA- Y ATLOEYAPZDERIOVTOARMEZIRETTEHICERITZEDTHB,
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1-3. B2 EFERTATIT1T1ETI
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2-2. onboarding 70t 2D IEX E{L DHEE
2-3. TIFIIMSDEF a] BE]
2-4. REMRR (RENEFHISO1YTIT-V3Y)
2-5. SRR D A R QEE

FE3E BOEFEERTATITATA(SS) /DB TA1TIT17T1(DID)
3-1. SSI/DIDDIRE
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® KB EZIERICHT=>TIE. KEOpenlID Foundation: B EZEBER. BEAKXZE -EH
MEHFR, BEILREDKRE - HARXSIFEHIR, KVI-IIVVKFE - NEE— BRI R SR
NMoBERBBIE IV ST,
« . ERMTOIIEYENSEERERE -BISZWEEVE,
® Lottt AIREZICEHIIANBRDRYIE, INTREECHIKA LT REMEALD
[CNRITF1779.09-A%ASHIIET B,

B EFIE
0 KFEZEDANBREFERTOAR REZRIEDTIILEL,
O K EETCHHLWABEFEIBEDEELUNDOABIOVNTIL, ATERER R TAF
AIBERIBMICE DV ERBELTHY ., EROFHMFFEL DAEEERICL>TEH I BAEE
M H3,



A

B FEEFEEEXFEICISO/IEC 24760V —-X"D(ZHI B,

= 55 EE
I71471 (entity) BAREICTFEEN X BISNB XV DER BHICEEETR71T A
TATITATA IVT4T71(CB8&ETR7MNIE1-FOES
(identity)
7 MJE 21— R (attribute) ITAT1DEMEREFEE
TATITAITFAT FAAYRDTAT I TAT1Ee— R 357 M E2- M7 UE1-MEE
(identifier)
AV Al A-=CITAT-Vay ERITBEHDTATIT14T1DERA

(credential)

BIZEI-YR-L, NAT-MMFI-YR=A( PIN, AN-bA-F b=7V $58 NAR-HE&

NYI7145-23Y
(verification)

EEDIVTATAICBEEHIONETAT I TAT1IBRANELW EEFEL T ZTOTA
NYT45-23VDTOTATE. IVTATAERBIBDCEDT NI E1- MR EDERE L ET,
RESNFEHERTMIEI-MHRRENTUVZH P, ELWIYIYIREBLTVNED., BRSNS
AHEEIRNOEDN. ZLTCENATIYTATAICEELTWAED THEINEHERT S

A-CIT14T-3Y
(authentication)

NYI4T-23VDERG (XBEn- LI TERYoNG) JOtR,

NIT-v3Y
(validation)

XEVPILT YV, FEETMEI- M ETHEILEHERTB0C. F BRI RFT DG
WICEDE AVATEERFA-VIT1DY-RICHEREITOI L

TATITATANRIAI LY -

BET ORI T I ETA1T I TATABEREMRT I BIHOIRY Y- FIE, £iif. Z0t0YY-

AT L ATHERREINBZANZAL
(identity  management
system: IMS)

*1) ISO/IEC 2460(3 LT D 3 BRGNS,

ISO/IEC 24760-1:2019 A framework for identity management — Part 1: Terminology and concepts

ISO/IEC 24760-2:2015 A framework for identity management — Part 2: Reference architecture and requirements
ISO/IEC 24760-3:2016 A framework for identity management — Part 3: Practice




A

B FEAERINR--0-VFV VI RUOTOESREMERICEAT NSV B LUBEEERFIICH B,
F—8 BN FEGCUERULLRZEIBAREES RIS,

SDOLVEG DR« IBIUEVDE EFEE LKL ITI2EMEREEN. BEEFICHRBIEGICDOVT,

LA CHBVWTNZ LB EDILIRICEBUNER THEEEVD H BN EID.

X (IEEEN L XA B UEMIVIETRAS EDE 10 £OTE LIMRERF)E

"NE 6 SLDFEICHBTAEITO>CVNBRRVWLHEINEINEHIRTL.

NHDERNNHBERHONBIGEICENTIL, LD, S TEHDRETAICKY,

BSTENHIEIEZEITHZIER OCPUEE 8KFE 115, RIEREITEYEHE16 ) .

(3% : FATFEIS20'0)

- RN EEMIERFHOWNZETEIREVD XIFTOEESHEEBEHRLTVWBOTIIREWAE
SEONNEEDS OB EBENERNEE T E5EICE ERXEIBRHIICEINT,
ZOBW\ELRERELEI(FIV)ISEPACEITHEBIE,

TR BT « EAPEEN EENHYFFFR IR ALY, BR5l i, I7E. 515, RER
VDO EEE /LU DB RBEMBE M PY - EAZFELME T AR R,

*N)NROY - TOBEEMENEAMFIMVICET3LHBTEM (FAQ) https://www.fsa.go.jp/news/r2/2021_amicft_faq/2021_amlcft_guidelines_FAQ.pdf

*2) BRI K BUNEE DI ERRH 1L IZBI T 2% https://elaws.e-gov.go.jp/document?lawid=419AC0000000022

*3) $ARRABIC TR OAE] R OICTRUNZE DR FIEICBI T 2751 https://elaws.e-gov.go.jp/document?lawid=411AC0000000136

“4) BB DO T ICREIEY CREIRNETAZEIRT 21TRAZEON LER 2O OME R U RS KR EE DR FICET 352
https://elaws.e-gov.go.jp/document?lawid=403AC0000000094

*5) IBIRICKBUNER D ERRA IEICBET 3752 MEBITSH https://elaws.e-gov.go.jp/document?lawid=420CO0000000020

*6) The FATF Recommendations https://www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf

*7) The World Bank Financial Inclusion https://www.worldbank.org/en/topic/financialinclusion
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M EERHRR (X5 | FRHERD) ™
onboarding due
diligence

E&
TR EN BB LIG|ZITICEHTOT BBEENEDLSIBAY - FIET,
FAEOEBNXECE F#N. EOLIBEEGIBRZELTVSN,
BSORNBEIBOTVEINERE, BREIRIERNBIEREEY)CHEL.
BINSEBIBEEYIM - EETEIE,

BENEE R
ongoing due diligence

« MEHICEEBREF PEXBEENERT G NBFERILL.

BEUAVEBFMI 2L EBICYAVERBIBEEYIIT EEd 2 —&E DN,

RERXBE™ .

HEATHIHECEVNT ZOEERETZRENICKECT I AIREL BBRERIC
HdED,

BRIV .

S| EIPUA BEEFH NS AEIC. NG| BEGREVPEFBEERECONT
RAESHBAPHIFRNREZFOUVANDEBEETIEHREETRLT,
RSB NECLBEG | ZRAICHLETEIET, UATEERIEEFE,
WHIDBR—LATY-ZITEVSEBEESE,

5| EZFYUY T2

« BEOERB|NG-VFELER L TEEEG | ORAL SR, FIFE80 CEDLVEG | D/EH

Z1TV\DD, SEBEOYRATFHHIC RS E S BB U AV RS E 5F %,

JRIR=A-TFO-F

. SEBEEN, B50VADY - TOASEEYRIERE FHAL. ChEUATHEE

DEE A CERRIIARR I BT, HEXUARTICR A KEHT B,

) NR=-O0-VHVVIRUTOESHE N RICEET 21831 https://www.fsa.go.jp/common/law/amlcft/2021_amlcft_guidelines.pdf
*2) *NBLONROY - TOEEWMEWNKAMNSIVICBET2LHBERM (FAQ 2S5 E(LER
*3) IBFRICLBUNEEDFEERRA IEICBAT 2752 MEITAR R https://elaws.e-gov.go.jp/document?lawid=420M60000f5a001
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H&E E&

AAL™ « Authentication Assurance Level :
SREETOTAB A, BXUSREI-FESTERE A DR F OB T OEE 4

AML/CFT™ « Anti-Money Laundering and Combating the Financing of Terrorism :
NR—-O-YAUV I RUOTOESHEIN R

eKYC"™)  electric Know Your Customer :
AVIMITRIETEIEAANDERAN G EFIBDOHER L

IAL™ * Identity Assurance Level :
ﬂﬁlA(D7’(3““/5‘47‘4’&@%&%9?55&%?57':6730)745"“/7_'47_'4§E5ﬂ JOTADEE M4

FATF*2 * Financial Action Task Force : £RUEEN{EXEE

KYC*™4 « Know Your Customer : EE%E?’EWU@TDﬁ?A

LEI*S « Legal Entity Identifier : BX5| E 45 F

LoA™®) * Level of Assurance : SFEULEBEADTATITATAIINITBEREE

NP|*5) « Natural Persons Identifier : BAANERF

*1) NIST Special Publication 800-63-3 Digital Identity Guidelines

(B) https://openid-foundation-japan.github.io/800-63-3-final/sp800-63-3 ja.html (3&) https://pages.nist.gov/800-63-3/sp800-63-3.html

Q) NF—-0-VAUVIRUOTOESHE N EKICBEIZHIRIT1Y

(B) https://www.fsa.go.jp/common/law/amlcft/2021_amlcft_ gmdelmes pdf (&) https://www.fsa.go.jp/common/law/amlcft/en_amicft_guidelines.pdf
*3) [BFRICLBUNEE DT ERR IEICBI T 2IE R IETRAIO—BERIET 38 B IDAKRICDOVT https://www.fsa.go.jp/news/30/sonota/20181130/20181130.html

*4) SRITORBERRERICEAT 315 VA https://www.fsa.go.jp/inter/bis/f- 20011004 2.html
*5) HARIRITREMEERISONRI (FB1E]) https://www.boj.or.jp/paym/iso/iso_panel/data/isop201127.pdf
*6) elD Documentation https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS +Levels+of+assurance
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B1E TATIT1T1ICEADZ M PERICOVWTO R

FEOBE

1-1. TIVIWTATITATAETATITATANRIAY I AT L(IMS)

1-2.

® VATIUTAT1LR [ HERREICEETIERIMEDESDRIEITHY, BILEIL-KRITBTATITIT1DIRREEEET S
EHOEHEAELT, 74?“‘/?4?47*9“><‘/|~/17A (IMS) MAEEHDZ, IMSEIE. PATITAT1IEREHIFT B8
ORY Y-, FIE, BT, 20OV -ATERINBIANZALDIE TH B,

® TIINTATITAT1L L HBEAFICEETIEIEDEGDEFHIREKIRITHB, IEKDIMSEIDTATITATAIERD
PUEYIIDOWTE, MEAEEZAR VT 0 TONEEITO>TWBRVATLABMKAELTE DD TIINTATITATAD
SERICKY, COSSEMEEOPYEVETIFIILTEIE (BIRIE NIV -TIVEERTOTATITATIIET Y AD
BEIELE) #BIEIBEEHTETNS (=IMSOTIFIE) o

FELRIMSETIVEEBRESR

1-3.

° fﬁ?‘d)z%‘nn\ﬂsﬁ‘)bfi CentralizedET IV, TITL—Y3aVETITHZD . INBET N EXZ2EMERLLT, JOE
IAZVJER, REE BRAE VAT ITATHEEICET 30N I OFMZEENRESN TS,

® /-, IMSE®EY)EMH b'CM(lC&?’)T:D'ClI\ ZRETORINEOFMEREITTIIEL ANSF YV AOEREEER 5551
BRANMEELES, FIZE. BINTFelDASEE L LTEFRMESNTWEY KEVERE, hFFIBRETETIINTATITA
T1ZBY)ICE&ET - FFE - ER-FIALTWESOANT Y ATL-LT-T (FSARIL-LT7-7) HMEEINTHEY, Ihb
ERRFICTIL-LD-IIEMLIT IIINTATITATADERD KON TS,

BeFERTATIT1T1ETIV

o HIEFDIMSETIVICIE, CBEZFL) IdPICTHVYMELSNBZUATP, (BEZEHESE) IAPICTATITAT1%
HSASNBVATHEREEINTEY, INSBR (R TBETIVELT,
B2 FEER 71T T1T1(Self-Sovereign Identity: SSI) . [ BXEL 71T 2T 17 1(Decentralized Identity: DID) A
RIBEIN TS,

® SSIETIHIRRT 2R LBHEDDEE. @FIRAETL-L1RR. @Unlinkability, @@ EEFLEIL-LOBIRR-
FREED ATRE, LTS HICEY, BIFEET VDR S %R E I 3R REMEEF/ LT3,
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1-1. TIIIWTATITATAETATITATANLIAI M AT LA(IMS)
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11TIINTATITATAETATITATAN LR IR MY AT L(IMS)
TPATIT14T1L(E

B (71T IT14T1]E13. [ HBREE (IVT1T41) ICEEITZENE (FPRUE1-F) OEE | (ISO/IEC 24760)
THd, BE. ITAT1EIANEITTHEL BELE/55E N3,

BRI IVTAT1HANDHEE. [BEIZEUTOLOSRIERNEEND,
ADTPATITATACEENBEES

12



11TIINTATITATAETATITATAN LR IR MY AT L(IMS)
TATIT1T1D4FEY

BY-PAFBAPEREELECBEEERZEND. PATITAT1E—EDEDTHL, BEQEM - ZTE (L

Zb - BRRLTWS R TH B,

PATITATADZEAL - B A

x-W7RLZ X 1Bl X eEFE AR -BEEE ) THEE. RE -
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11TIINTATITATAETATITATAI R IR P AT L(IMS)
TIIWNTATIT1T1LIE

B[ TIINTATITAT11E EE - BBV THRLA BEERIBRINTVWBEY, JO0-/NUVTEE>TWNERLSH,
ARFE TIE. ISO/IEC 2476007 AT I TATADEE(p.3) A>T HEEECEETIEEDESDEFHIL

R LEHT S,

FEEBCDIIDTSINTAT O T14T1DEES
TIIWTPATITAT1DESE

wmpg  FIINTATITATALR, AV N SIF IV IV R ET BHREOEBORE THE,

(US, “NIST SP 800-63 revision 3")
%E&H}J—- 3_“:/“9“/743-‘\/7__’{7__’((\: li&73:th{‘gﬁz‘%57]\0)3—“\/“9“/4_51%;%_6‘%50

(UK, “The UK digital identity and attributes trust framework")

_ TIIWTATITATALE AVTAVTPYIY S BRIC, IVTAT 12+ ICHAITESELD
SINBHF  (CF2HDIYTATIDEFHRRTHZ.
(Australia, “The Trusted Digital Identity Framework")
TIIWTATITATALE TIFN - IVTHFASDHRTEANZEHRI TSR ELFEMBIYTA
7_'40)3"//)_”[/45%}%?37—)50 (ITU, X.1252 “Baseline identity Management terms and definitions”)
World ~ TI9NTATITAT1EE BAZ—RICHERNTEIENTEREFRIICHIREINRTFING

Bank BHESXOFREEFERDT YN THB, (104D, “Technical Standards for Digital Identification Systems”)

ITU

HAT) BHPEEEICNRIERL,

14



11TIINTATITATAETATITATAI R IR P AT L(IMS)

TIIINTATIT1T1DEEH

mIEEHFRICEIR3EADBEERZICT I TERLSICHSZE T BAAFFBIZTIIINY-EAIC
DU BRA BT IINTATITAT1EEWND T TR T BEIENRIREICHE ST,

BIREHROTITITATIELBU TIIWNTATITATAEBESICER - FIATEZ M HO—DTHHE

ERGE

BEHIBEOTIATITA4T4

e ftz,.  EFECLTO
ii % A
 BH[CFES ®

2 v K% : XX—E8B
aca ) & : 00
S o= |
7T : BERER~

HAT) NRIVEEL

L)

7

TIAINWHRDTATITATA

fL8ID : 12345
X=)VT7 LR :
XX@YY.co.jp

lllll

aE) m
SNS_E®D
@ RERAEE @
ID : Xxichiro
Password:XXXX

LEFH - ~
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ATIINTATITATAETATITATANRIRAY FIRAT L(IMS)

TATITATAEBIYATLAIMS) (T

BICTYVATLABEICBWTCEBINB AT ITATAETAT I TAT1ERELTEE NG, V1T UT1T11EHR%
BYCEBIBEOICIE. PATIT1T1I8REHIF IR EHORY Y-, FIE, Fifi. Z0tDVUY-ZATHERK

SNBANZAXL (=TFATITATAERIATLAL  IMS) HhELRS,

B IMSIZEIEREE) TPATYT1T1EROEEVPRYY-EHE) LYY-RAT7ItRiESH GREIPEMIEERO

g AEREE),
IMSOD E LA HH A
TATITATAEE Y AT LA(IMS)
T || e || BISDER L ruv-mm
,i\
1-4 \
Y- ZAAD .

IMSZRWEZICTY AT A

HAT) 1SO/IEC24760-2% TTICNRIFERK

T

IMSEEE&
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1T IINTATITATAETATITATANRIAY MY AT A(IMS)

[PATIT4T1D7RA) ]

BTNAIOQYIRDTATITATA - T=FTIRC. AT VT1T4(CET 3EBRINEERICZ REREEZ S I T A
FvXOVEKIE PATITATADEERTOI AT IT14T1D7IRE] (Seven Laws of Identity) |Z12FEL T3,

B IMS[CBWTEINGRAICEDGRET R - ERZLUNKIENEETHS,

# [REN EN

- Zt;g\‘/?«ﬁ«r-vlfhli\ 1-HORBAEINE 1-VEBI T 2 ERERIRIAET
, BESNEMRTRERD -+ BEREL BBLOLURATEEYII-VIved, BT 71777 (e
NG 2 /NRIZL. BEWADT I ALY HIRT 2 1-Y3 Y TH3
, EUBEFEOHAOEE « TATVTT(YATAL BEORRIENTEAIERELELL, POAFCIBE
B L R AR DBIRE DML CB AR RS 3485 LR SnA N EE550
e =« PATYTATA VAT L. AERT B F AN BHEI T TIAR-CERT B
4 7; f“j”bm’ 17271 NS D | E BRI T Om B E Y- R LG NEEBE, ZOTE LA
MAERELANS U E - a0 ABER L TE3
. EHOTATITATTON + TATYTATA VAT L, BEOTATYT7 471 TU M s TRITENBEHOT
(LR ORE B AP ITAT AR O BB AR ERELATNERS A
o TATITATAIATALIE FIBERRI-YELEATLAD1DOIVK—R Y LTE
N HUBINEESEL, BRAVIVIY-AIT-TI 1 AEEF L TI-TEN AT
([HRE U PATIYTAT1HRELRIINE RSN
L UYINT—BMOBEL-  + TATYTAT( VAT LI, SESERRE T COTATYTAT 1 T/ TFANOS MET
Y IHARUTYA Lo Lot —EHOBE1-TFEFT )OI DAY I~T14 AL BN E BB

HFT) Kim Cameron, “The Laws of Identity” https://www.identityblog.com/stories/2005/05/13/TheLawsOfldentity.pdf
HAERE. BREE., [PATYT14T74D7RA]  https://www.sakimura.org/2011/05/1104/ %58



https://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf
https://www.sakimura.org/2011/05/1104/

11TIINTATITATAETATITATANARIRAI I AT A(IMS)
TPATITAT1EEBOTIFINE
B IMSEDTATITATAIEROPYEYICDONTIE, IARELTRIEAFASZHVNETFTO0J TOMEBZITOTVB VA
TLDZW (—BIELT TATITATATIN =TT ICBVWNBTATITATAIET Y ADEEFER L LT
RO IC-%ERXT BEE)
BAFETIE. PATITATANRIXI I AT LADT IV LEE, COESBEEEQORPYEVETIFIVLTBRILE
BRIV -TIWVEERTOTATIT1T1IET I ADEESE) L8R D,

7F7070IMS (1) TIFIWDIMS (1)
. AL SRS TOFROEERCHLY, AARDEEL o AL, SRS CORR O EMRIHRY, AARRREY
LT, NSO () & msmI e LT, (FUIIE) ASHIEESRIEE EE,
SREEIT T O EREL LA NEREE . SEEEITYYU-I T ET R TEESNE AN S5 T0R
SEITIENTES,
NGERS: ° ? BTE4 ° ? BTES
(7 I /HE/ =)
> . > A J
NGB NEL LB NS EE
(FI9)) (i B {7 —5) (FIFN) FIFN)
7407 FI5))
S AL v IMS LY v IMs
1 (4B T=4) 1 (FI5))
RN, < RN, <
L i i 111 > L i i 111 >
- — - —
INCTE er i ES NS el SRS
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11T IIIWNTATITATAETATITATANEIRI MY AT LA(IMS)

IMSZIERRTAEETVH-
B IMSERERITBAEETII-E LT U-EARBEEETHRIUTIVIN-TAANDIL-L (TIT1T1DEHEEDIED—ER)
R (=J170-YavETI) &HlETBRE LITOT7I9-D1EFET B,

IIA ©OQTEUE LY L—LBD IdP RP JL~LA : RPOY - AR
1S8R AETTICT - LA FIT CRHRELZEMHES ]
@I -LADIRE JL=LB : TYVVILDAEN
CP ©7—L\BEYS CP ] RRICHDELBIES
IV -LAEE e
.; —T (77121'" 9/{1‘5‘) | I |
CSP RP || CSP ) M
®J1-LBEK OY-EAF A
ZK
QS ®IdPICTL—LBEEH#L TLWA ®JL-LA | @3 @7 1-LA% Y- A%
ESNEESD (8\]) FRITEK BRI BALOERK

T

a-% (FUyNI)

# 7745- (O-)) E&R
FUY IR (Principal) - IMSICRYTAT Y TATHERNMRE. BESNTVWRIYTATA
2 PATITATAERA-YIT1 © TATITATAD—DULOBHEOZ L ESLY /FEELSICOVWCERA AT RER L %
(Identity Information Authority : II1A) FOCENTEBIVTATA
. & = B[+ SV EEYEYIEE. > = S ==
PAFYFAF4FONAS *'Jﬂ%__[ﬁbfi}i’fT/T’EfT’fl BWREREL. PTATYTATAEREER - IEIYT1T1,
3 (Identity Provider : IdP) HANIAPOEEZIBSHEEHD
Y - TATITAT11ERTOIN1M 5 —(Identity information provider : IIP)  EFEEN B,
4 JLTIIvIY-EATON15 - DLTYIvI GREERFICRIARTRT7A1TYT14T1DRA, BIZEI-HID, XAT-F) OF
(Credential Service Provider : CSP) EEFEBI EEEHIITATA,
5 JL-L70/19(Claims Provider: CP) - JL-LERHTZIITAT1
U312 1\-T1 (Relying Party: RP) - BEOIVTATADTATITATAERONY I -3V (LRI BTV TA1T1

HFT) 1SO/IEC24760-1, OpenlD Connect Core 1.0% £ (CNRITERX 19



1-2.

FELRIMSET IV B ESR
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1-2. EERIMSET I EIBRESR
EhBETFIVEY-FN-T11dP/TITL=-Y3aVETI

BIMSOETIV/AF-LELT INFT/REDARKNBEDELTUIUTD2O0ETIVAZEITENS,

® Centralized (%) EF)
o RPAIAPERBYEBNICTATITATAEBEY - AR EEITI, -V IV -CABIITI1T IV TAT1EEBLANE
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*1) Digital Identities in Financial Services Part 2: Responsible Digital Identities, The Key to Creating More Inclusive Economies(Oct 2019)
https://www.iif.com/Portals/0/Files/content/Innovation/10142019_responsible_digital_ids.pdf

*2) Guidance on Digital Identity (March 2020) http://www.fatf-gafi.org/publications/financialinclusionandnpoissues/documents/digital-identity-guidance.html

*3) OIX The value of digital identity to the financial service sector (Dec 2016) https://openidentityexchange.org/networks/87 /item.html?id=202

*4) DG-FISMA ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-
december2019_en.pdf

*5) DG-FISMA Report on existing remote on-boarding solutions in the banking sector
https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/report-on-existing-remote-on-boarding-solutions-in-the-
banking-sector-december2019_en.pdf
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*1)FATF, best-practices-beneficial-ownership-legal-persons, Oct 2019 https://www.fatf-gafi.org/media/fatf/documents/Best-Practices-Beneficial-Ownership-Legal-Persons.pdf
*2)*1)&TTICNRIFERL
*3) FEEIEEMEERUBEEFR (Designated non-financial businesses and professions) 92
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*2)FSB,Enhancing Cross-border Payments Stage 1 report to the G20,Apr 2020 https://www.fsb.org/wp-content/uploads/P090420-1.pdf

*3)ACAMS Today B S EE - iS5 EERIREE (CRIT2HABFATFREECDOVTD12D B LE1-1(CHEFZ AN ILIL-)LDEERE Nov 2020

https://www.fsa.go.jp/frtc/kikou/2020/FSA_article_ ACAMSToday2020_Sept-Nov.pdf 94
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for cross-border payments
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REHEIRINEERIVREERINIRAHTHD

RONEESDTEIZLY2016FEDHEITUAReIDASH A Y - ANLEBASINTHETS,
AMLIES D& H (LY. INEBEREDOAML/CFTIRHISETHN30E ISE Y EGRICEmIN TR,

v elDASORMBYV-EABERILASSUVBREEREDHE—LICKY.
MEEEOBIEESEY-EAMEEINERAHTH B,
v EBEEBEERTEOFHE—ICLY. NEKZEDOAML/CFTH 8L aN2 RIAHTH S,

EUBIAOBIE SR Y -EARECMIT, EUBA L OB EEREZRN S,
H—EEEEREFERECINLEE KYCTOtA2ALLTUNEEM THRMNZE NS,

ANERN

102



1) 1AL |

2-4. SRFEEER (GENEFIISOIYTUT-V3aY)
QEUICHBIFIBERBEIETITIT1T1REEIL-LT-7 (eIDAS) DIEEICHEITT-ENE

BAML/CFTEE L (] : UE-FAYR-T17) PIOAN-Y-EE|HELEEXBRIZ, elDASICEDLelDDE
B I57-COERICATERFTINMER LTV TH S,

A HA TEZL i 2
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20134 2014-20FNEUFE LT, Connecting Europe elDDEANCEFDERVIEADTDELTRE
Facility (CEF) H'#EiR
20144 elDASHE BIERIR FeiT : 2016578
20154 TIFIWE—H1 (DSM) HEEEH Rk elDASIFERE XD BT, EUMNEEERO#EE | DelD;EFHER
2015118 PSD2 (BRMRBH-EAIES) iR 975 TSCA (RLBEREREL) DEK, 985&(ICTEBAN'SCADRTS (38l
A E%E) (D’r’**’é*ﬁmo elDIFEMEIF CEHWN HERICEEED)
20174 DG FISMAIZBWTCelD/KYCIFAN-M ) -THE elDAST COHE R - FREEY—IVICE DL, BB TDelDHELUKYCH- 9!:')74
,ﬁﬁﬁﬁﬁ—?,ﬂﬁﬁ
2017118 PSDZODSCAlLFﬁ§“c79RTS75‘EBA7h‘b/A\?§ BFHIXIWCH I 2R AL RDEIELERE
2018 7H AMLD5 (E5RTIFIR—-O0-YFVVT3ES) MiT el DOFFAIHERE([FSNBZEDDLoADLAIIZDWTFIEELL
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2019128 EERelD/KYCIFAN-FMI-TOREEN TR (& ERUCHITZelDASEELT IFIVIDDERICET 2200 REED?
%(32020%38) (B : sEMLR-FER)
2020E7-108  elDASERIE(C@EIFTNT UV AIYI T3y HERF2021FEEECNAKRFE
20205 9A Digital Finance Strategy for Europe/x % D2021F QXTI D& RHEEAZFEDEHEL R B IEADEKILE A 6E
IB01 31V %E (. QAML/CTHEHIDEUTM FTOHE—. @elDASH
DEMEIDADILER, R E,

*1) Report on existing remote on-boarding solutions in the banking sector
https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/report-on-existing-remote-on-boarding-solutions-in-the-
banking-sector-december2019_en.pdf

*2) ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR
https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-

december2019_en.pdf
_en.p 103
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*1) ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR

https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-

december2019_en.pdf
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HFr) Digital Financial Services (April 2020) https://documents1.worldbank.org/curated/en/750421502949470705/pdf/118736-BRI-EMCompass-Note-42-DFS-Challenges-and-Opportunities-PUBLIC.pdf
NNA PYTEM /- NEREES., @ B3SE0%HE] (2017F985)  https://www.nna.jp/nnakanpasar/backnumber/170901/feature_001
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"date_of_expiry": "2020-03-22" ) of directors 7
) ;
Yoo T I T T
]

HAT © OpenlD Foundation Japanlc$H133KYCIZ B9 2 ERMEBEE (2021) WF Bl T TTmoooooossosooooooooeooooos '
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*1)FATF Guidance on Digital Identity (March 2020) http://www.fatf-gafi.org/publications/financialinclusionandnpoissues/documents/digital-identity-guidance.html
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https://openid.net/2019/04/02/financial-data-exchange-openid-foundation-take-step-towards-global-standard-for-financial-data-sharing/
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Figure 1 The roles and information flows forming the basis for this specification.
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“request”: <signed-jwt-request-obj> "credentialSubject": {
} DIDz A+ "id": "did:example:1234",
(FRER)
}
DITIARARICF L, Holderh' B BDE 4 i JL—LAD"credentialSubject” fBIZX L. 7L-LDFITHRTHS
(DIDWEHE) TEEMNE IVTATADXIT-H%A&H (5 : UUID. DID#AF. DIDREAFE. &)

*1) “OpenlD Connect Credential Provider”, http://lists.openid.net/pipermail/openid-specs-ab/attachments/20210528/2f163c71/attachment-0001.bin
*2) "OpenlD Connect Core 1.0 incorporating errata set 1", https://openid.net/specs/openid-connect-core-1 0.html#RequestUriParameter 157
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*1) "Verifiable Credentials Data Model 1.0", https://www.w3.org/TR/vc-data-model/
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*1) "Verifiable Credentials Data Model 1.0", https://www.w3.org/TR/vc-data-model/
161



3-2-2. BT ERICHT 3 & EE(CRGOBRENI
RitTEREROFIRECHEORFT LR

BUUTI-AT-A% T RIC. FEENFEOBRELTVBRERNECETRELTVBINDYYE YT EITI,
1. DIDDZE FR LR
I1-YHID ProofingZfT\\, DIDDActivationfLIEA'SE T L. DIDA' B AIRRBICERE T2 X TOUIEEIT,
2. JLb—-LDEHEENIE
I -DDIDZEGZICIdPE Y., CP / VY-8, RURILY -/ RPEITODT L — LEIENIEE1T S,
SLTE IR E
1. DIDDZEFFALIE (DIDNERIREEICBB T EETOUER)
1-1.DIDBEXUAIT-ID  DIDBLURIT-HI DR - B iFEEHE

2. JL—LhDEHEIIE
SSI/DIDDALE T O-DHEER 2-1.CPLOI-Y¢DID « I1-YACPRIDCSPICHTLAuthenticationZ E1T
. FTE #& MBinding . CP(I\ 1-975"1-YODIDZREF - BEL TN LERT
o " Holder &3 %2 (JEY. DIDERIELTVBIYF171E. CPLDT
- ® RP NI NERIELTWB IV TFA TN R —ChBI L ERERLE
IIII = LT, BindingZz =/
. 4 2-2. JL—LFefT 2-1 BB EHRERIAL, JL-LFTERLTELIVTA
2-1 - = <f,;‘jffy”gfv'j'err“5;|p 2-4 TACHT BT L-LTHIREREA LI LT, - L& HKT
eat 23 E 251 23 UALYMADIL-L 2-2) CEUBLEIL-LETALY M- (255
\ ' . Tl o 7/ ‘ *%%w
Register Proof | [T Validate Claim 2-4. RP‘;;@?%:’. -U-ﬂbu 'jﬂ'l/)l‘tRPF"ﬁt 1- 1)0)DIDBJ:UX97 GE}EHL\;(_J-I-I_JELH
of Claim Integrity & Provenance Integrity & Provenance

Blockchain 2-5. JL—LiEHE o 2-4)THMEDFRINTE T #., 2-3) CEUS LY L-LTEE,
-1 ~Registry « RPIE. FHELEIL-LI, 2-4) TRELEI-FODIDE
ﬁ] Binding&nEiTanz7L—Lh (Verification) .

BloEESNIL-LIEERID (Validation) HﬁﬁE
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3-2-2. BT ERICHT 3 & EE(CRGOBRENI
RiTiEAEROEFIRELC ORIk

A) OpenID Foundation

B) W3C/W3C-CCG

RIRCEDNARE, MEAATERINLARES RIS HHEEKTS

D) Sovrin (hyperledger.
Linux Foundation)

1 _1) DI DBJ:U“ A-1) Open(llegg;nect Core B-1) Decentraliz\e/:;i (I)dentiﬁers (DIDs)

XTI DERL - B

OpenlD Self Issued Identifiers 3¢

B-1) Decentralized Identifiers (DIDs)
v1.0

-1) Self-Issued OpenID Connect
Provider DID Profile v0.1

B-1) Decentralized Identifiers (DIDs)
v1.0

B-2) Verifiable Credentials Data
Model 1.0

20 JL=LTOSMF-ED Pedlomes
1-H¢DIDDBinding LI

BBS+ Signatures 2020 X

OpenlD Connect
Credential Provider ¢

D-1) Aries RFC 0023:
DID Exchange Protocol 1.0

Hyperledger Ursa

— N A-1) OpenlD Connect Core B-1) Decentralized Identifiers (DIDs)
2-2) JL-LETRUD (SIOP) V10

ALY FADEST

vp-request-spec (W3C-CCG) X

B-1) Decentralized Identifiers (DIDs)
v1.0

-1) Self-Issued OpenlD Connect
Provider DID Profile v0.1

B-1) Decentralized Identifiers (DIDs)
v1.0

D-1) Aries RFC 0023:
DID Exchange Protocol 1.0

D-2 Aries RFC 0036: Issue Credential

Protocol 1.0
2_3) rj7‘- I/“j |\/\0) A-3) OpenlID Conpect Claims B-2) Verifiable Credentials Data B-2) Verifiable Credentials Data B-2) Verifiable Credentials Data
7 I/—L\d‘%‘ﬂfi] Aggregation Model 1.0 Model 1.0 Model 1.0
" B-1) Decentralized Identifiers (DIDs) B-1) Decentralized Identifiers (DIDs) B-1) Decentralized Identifiers (DIDs)
v1.0 v1.0 v1.0
-3) Credential Handler API
(W3C-CCG)
-4) 4) RPICHTAI1-HERE B-4) Confidential Storage 0.1 B-4) Confidential Storage 0.1
-1) OpenlID Connect Core B-1) Decentralized Identifiers (DIDs) B-1) Decentralized Identifiers (DIDs) B-1) Decentralized Identifiers (DIDs)
(slop) v1.0 v1.0 v1.0
-5) JL—-LEE DID-SIOP 3¢

-1) OpenlID Connect Core B-1) Decentralized Identifiers (DIDs)
(siop) v1.0

vp-request-spec (W3C-CCG) X

-3) Credential Handler API
(W3C-CCG)

B-1) Decentralized Identifiers (DIDs)
v1.0

-1) Self-Issued OpenID Connect
Provider DID Profile v0.1

C-2) Presentation Exchange

B-1) Decentralized Identifiers (DIDs)
v1.0

D-3) Aries RFC 0037:
Present Proof Protocol 1.0

MO WA 32021 FE4 B 1B A TCHAREOFKEPEE. FEE LAY
SETEAROEENEEINEH. RABETHFEMOLREEIET S,
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3-2-2. B ERICOH IR IZELELBRAFEDOEREIM
W3CIc&kBER770-F

B \W3CELTIEDIDOEIRFELE LT, Decentralized identifiers (DIDs) &FE[ENS. BAAPHEBMNMERITEIVA
TLEFERLTEBOHR FEEML. BSIER (BFBL. TIINV—REEFRRIETONIIVEL) 2FAL
TiBlF%Recognition CEBKIICERETSNEF LWIYM T DI O0- NIV IC—EBRFHR FEAWE JL-L0EE
DFEHDANZALERTELTWNS, BH. DIDSICDVWTOFEMIE AR T B,

W Verifiable Credentials Data Model 1.0 (VC Data Model) Tl3. Verifiable Credential (VC) . Verifiable
Presentation (VP)(FEENBIL-LDT-ETINEEZLTEY., I-YOTONT1%2RKIEIT3ADT-YICETS
EEV.VC/VPOIIITATINETIARESINTNS,

Decentralized Identifiers (DIDs) v1.0 Verifiable Credentials Data Model 1.0

DID refers to DID
subject did: [ method-id |: [ method-specific-id .
Issuer _ Verifier
cquires,
en
ores, Presen )
resentation

resolves to Issues Requests, Verifies
recorded on
PURTE : Resolver instructs
implements
contains

DID URL

Verifiable
Data
Registry

[ DD | path [ query [fragment ]
N\

fragment refers, and - <
dereferences, to o

I eme;
B ereferences
DID document \ :
DID controls [alsoKnownAs | - [ (property X) | refers to
controller (oropery V) \

DID document»relat/’v\)1. et "i‘r'.np\emems
fragment dereference

Verifiable Data Registry Wﬁ and Schemas
Maintain Identifiers and Schemas J

External
Resource
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3-2-2. BB ERICN T2 RIEECEHOREREIM
OpenlD Foundationlc &3 ER7T0-F

B OpenlD Foundation(ZBEE LD F(CH B[ Self-Issued OpenlD Provider |ZfE L\, 1-HHOpenlD Provider
¥ LTH#BELRecognition (HAFREE) %#{To7- LT, I-Y&NTE 337 -LEEDEHREOERTEEEDH TS,

BEHDT-FETIICOVTUE W3CDDIDsE B E T 3 CHhaRZ&ETLTHY. DIDEDBindingX(ZBE9 %
R DWTEL DIFEDY IV VG L IR REED TS,

OpenID Connect Core 1.0 — Self Issued OpenlID Provider OpenlD Connect Credential Provider

7. Self-lssued OpenlD Provide! = . » . — . I S
A P —— Credential Holder(CH)#A'Credential Issuer(CI)lu Credential” €% 3K
ued OP e the ial Iss Id tf h El _:'7'_53,_ ;e
Th e messages 0 €Ol cate with Sel \f] ued OPs are mos! tlyth same as those sed to omm t th other OPs. Clb\I/ I\j_ ﬂ’% SRy IJJ-.EL/ Credentlal HOlderE
d r fd tth f th nf ddt \p ramete: sed and for the values of some parameters in the Sel \f d are

CIN*CHIZ"Credential"#i&R{E

Credential Verifier(CV)A*CHIZ"Credential"ZZE kK
CHA'IY FI1-Y%EREEL. Credential VerifierZ2m
CHA'CVIZ"Credential &R {5

®
1", naddress", "phone"],
N End-User
alg values supported”:
| ng_alg_value ed":

D JALY

7.1. Self-lssued OpenlD Provider Discovery

If the input identifie f th discovery pro t s the domain self-issued.me, dynamic discovery is not performed.
ItdthtIfH glt fgt saud

B
@O®OEE

NOTE: The OpenID Foundation plans to host the Op nID Provider site including its WebFinger

service, so that performing discovery on it returns the h static dis s to not need any special . .

pr sing for discovery of the Self-Iss d OoP. Th site H b hoste d roduction implementations @ C d I C d | @
should not take a dependency upon it without a subsequent commitmen l hv the GpenID Fou d tion to host the site in a & entl a re entla

manner intended for product e,

Credential Holder Holder Credential

7.2. Self-lssued OpenlID Provider Registration e |SSU€F (Relylng (Open Verlfler
R e O st DS TSl can prseed o ragnin s 1 eirs (OpenID Provider) Party) Provider) (Relying Party)

Credntial Credntial

XA R EN B Credential L DIDEDBinding (3. OZ KEF(COpenID Connect Core 1.0T
R E SN T="Signed Request Object” TOEBEEBEL TS

165



3-2-2. B ERICOH IR IZELELBRAFEDOEREIM
DIFIC&ZER7J70-F

B DIF[Z L4, RILY -0 L. FiRDDIDsOpenID Connect EHEAENERADEFRERETLTWED,
OpenlID Foundationh' A ISTEAINTVWS R PR WMLRER > TV REEN S, 2020F 11812
OpenID FoundationE YTV VB EERET. EEEEIRDEHIZOpenID ConnectZ BUWMIERILIRT 358 & LT,

B bCEE M Working GroupHMERREZTH>THY, —BIEL T FSYAR-RTOR LRI L-LDT -5
TA=NYMIKFELE, IRILY=DBRPADT - LAE K /AR RO AT BE BB REBITo T\ 5,

OpenID FoundationtMUIYVYE R (OIDCEIRER) JU-hEK/ARRNICBI T 2EHKKE (Presentation Exchange)

* Well-known and mature

B Holder&&URPREICHITBProof DEK /IR RERTE
B L TOFERCH ST EIETOpenlID Connect,
DID Comm. Credential Handler API1Z 4\ LEH#E AT &
® JSON Web Tokens (JWTs)
® \erifiable Credentials (VCs)

» Widely used, and has a big community
* Enterprises are familiar with OIDC

* Simple and light-weight

» Flexible and extensible through profiles

« Additional (optional) support for credentials/ claims exchange

® JWT-VCs
* Based on work incubated at RWOT, and IIW
.| Holder
Issuer —d Verifier
H0|der o Issues Issue ' Slof:s?‘;:rl:;nn _ Send [ Requests, Verifies }
Issuer «—>User Agent<+—> Verifier Credentiak
ID Wallet >~
__________ L S dentfiers and
1 1 Use Sche
\
SIOP [«—» RP
Verifiable Data Registry

Maintain Identifiers and Schemas

................................................
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3-2-2. B ERICOH IR IZELELBRAFEDOEREIM
Sovrinlc&B3ER7IO-F

B Sovrin Foundation(3. SSIETIVDOERIRICHE L[ Sovrin Governance Framework JZ#2 T L. &I E W
WALk - 122 - IRV Y- BIL-LT7-J0OR) I-EE SO HOREL TOvAEEZEERLTNS,
2. RIL-LD-JHNTIE B AY Y7 EL T Sovrin Stack | EFE(ENZ4B DLayerc E&L TS,

W AREBOBEREL T W3CDDIDs, VC Data Model, DID Method 1.0 Specification' & &SN T\,
%/, DID/DID DocumentBE MDA D5 B A R MTE LTIE. Evernym#tA'Sovrin Network®DiZ5 E(F¢
d-FRZIToE A-TVY-AT0Y17 M Hyperledger Indy & LTERBEIN TS,

® Peer to Peer Connection / Wallet / Messaging / KeyManagement7OMJVERTE LizAries 7OV TT b, ZKPO#RTE
&S HEEEDT=HDIES I1TIVIRMHE B AL LIZUSRATOVIY bV THRREBRICI L TH. Contributor& LTERR,

Sovrin Foundation(Zd&3Sovrin Stack¥] Hyperledger Indy R UO'BSETOY 1Y bDEXILIRHE

Layer Four: alylalg
G 2 Ye e e e e ‘i\'«g«' @ f/ "ﬁ,\&
Frameworks Trust Credential Governance  Auditor Auditor
Anchor Registry Authority Accreditor
Verifiod — 0 .
- 5 @ oof ‘o.. HYPERLEDGER
Credential ‘“/ﬁ.m.er P %8 INDY
Issuer : Verifier
Layer Two: ﬂ < > E *  HYPERLEDGER HYPERLEDGER
Agentto-Agent | | o 3 M URsA ARIES
m Protocol Agent + Wallet Agent + Wallet

HF) Sovrin Foundation
https://sovrin.org/wp-content/uploads/Sovrin-Governance-Framework-V2-Master-Document-V2.pdf

https://sovrin.ora/2020-how-ssi-went-mainstream

HFT) Evernym Hyperledger Aries: The Next Major Step Towards Interoperable SSI
https://www.evernym.com/blog/hyperledger-aries/


https://sovrin.org/2020-how-ssi-went-mainstream/
https://sovrin.org/2020-how-ssi-went-mainstream/

3-2-3. BIERCEEORE i
HLEROBIE

B ARIE T LT OEBROBZECONTEESD S,
18, A-2) OpenlD Connect Claims Aggregation(ZDW\TCId, TF1UT1ZERBEIEDEATBDEH>THEY,
NAETIIREICOVTUIR R ZEET B,

# Bli&% Tt

A-1) OIDF OpenlID Connect Core

A-2) OIDF OpenlD Connect Claims Aggregation

B-1) W3C Decentralized Identifiers (DIDs) v1.0

B-2) W3C Verifiable Credentials Data Model 1.0

B-3) W3C Credential Handler API

B-4) W3C, DIF Confidential Storage 0.1

C-1) DIF Self-lssued DID Profile for OpenlID v1.0
C-2) DIF Presentation Exchange

D-1) Hyperledger Aries RFC 0023: DID Exchange Protocol 1.0
D-2) Hyperledger Aries RFC 0036: Issue Credential Protocol 1.0
D-3) Hyperledger Aries RFC 0037:Present Proof Protocol
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3-2-3. FIRELCFFOREF LR
A-1) OpenlID Connect Core

W OpenlD Connect Core (LUF. TOIDCJ&EEi) ) ($OpenID FoundationlCkY2014F [CERESNLERT

HY. OAuth 202+ B ELTTATYTATATY -3V &R BEE LIZEDCHH TS,
B EEROFB T, I-TEENIdPELTIRE £ 5[ Self-Issued OpenlID Provider] (LUFISIOPJEEER) &LVD

ARAANERSINTNS,

® OIDC Core Ch.7 Self-Issued OpenlD Provider
« [SIOPJIE. B &H'self-hosted’OpenlD Provider& LT
=553,
 SIOPEFAWBILT. BENOPELTRBE ., JL-L%

EH#ET B1=DRecognitionlCh ERILT VvV EEBN

AIREL B,
. Hﬁ”ﬁ&%b\éit‘c BIEDIAPADIKTEFEE T(FBIEIC
BHYEB0H. SSIDBRDEIRFEEND—DELT,
7&531’1,—@\50

HF) OpenlD Connect Core 1.0 incorporating errata set 1- 7, Self-Issued OpenlID Provider
https://openid.net/specs/openid-connect-core-1_0.html#Selflssued

OpenlD Connect Core 1.0 - SIOP

~

. Selfssued OpenlD Provider

QpenID Connect supports Self-Issued OpenID Providers - personal, self-hostaed OPs that issue self-signed ID Tokens. Self-
Issued OPs use the special Issuer Identifier https://=self-issued.me.

The messages used to communicate with Self-Issued OPs are mostly the same as those used to communicate with other OPs.

Specifications for the few additional parameters used and for the values of some parameters in the Self-Issued case are
defined in this section.

7.1. Self-Issued OpenlID Provider Discovery

If the input identifier for the discovery process contains the domain self-issued.me, dynamic discovery is not performed.
Instead, then the following static canfiguration values are used:

", "address", "phone"],

NOTE: The OpenID Foundation plans to host the OpenlD Provider site https://self-1s3u=d.me/, including its WebFinger
service, so that performing discovery on it returns the above static discovery information, enabling RPs to not need any special
processing for discovery of the Self-Issued OP. This site will be hosted on an experimental basis. Production implementations
should not take a dependency upon it without a subseguent commitment by the OpenID Foundation to host the site in a
manner intended for production use.

7.2. Self-lssued OpenlID Provider Registration

When using a Self-Issued OP, registration is not required. The Client can proceed without registration as if it had registered
with the OP and obtained the following Client Registration Response:

client_id
redirect_uri value of the Client.
client_secret_expires_at

NOTE: The OpenID Foundation plans to host the (stateless) endpoint hteps://se1f-fssued . me/registracion/1.0/ that
returns the response above, enabling RPs to not need any special pchessmg fDr registration W\Ih the Self-Issued OP. This site
will be hosted on an experimental basis. Production implementations should not take a dependency upon it without a
subsequent commitment by the OpenID Foundation to host the site in a manner intended for production use.
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3-2-3. FIRELEFOREILER
A-2) OpenlD Connect Claims Aggregation

AR, JL-L70/\15-N50penID Connect 7517V T JUT -k (E#) SnkIL-L%RHTS

Tz DB T EERE LTS,
® OpenlD Provider(d. Claims Provider (B{F. [CPJ)) [CXFLTIIFAT7VhELTESRL, HELI-THBERICXFLT
OIDCEREEUIIAREITOIZEICKY, Relying Party (LLF. [RPJ) D&ENERET,

® [F{L#R Tl CPH50penID Connect ProviderlZ7 L—ANREINZ L TOMENMEIREKE L EH THY.
OpenlD Connect Provideri*5Relying PartyADY7 L— LIt (IR E AN B B,

® OpenlD Provider[FIVFI1-YDIRTOIL-LE—TTILLTNETESH. CPERPA'EZEIL-LEPYEYTS
BN I-VIEOPEN L TEBLEI L-LIEREMORPIZHBF TES,

OpenlD Connect Claims Aggregation DL &R {5
T#R23-7

< »
|

OpenlID

(RINY-) clients

. (CPH'5
Claims R3&RP, RP

Provider RPD'5
E3¢SI0P)

HiFT) OpenlD Connect Claims Aggregation https://bitbucket.org/openid/connect/src/master/openid-
connect-claims-aggregation/openid-connect-claims-aggregation-1_0.md
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3-2-3. BEH{LBEFOEET TR

B-1) Decentralized Identifiers (DIDs) v1.0

B DIDs v1.0[ZDIDDYYIYI A, T-3ET ). FONT1. YUTILEn=RKE. DIDOEES LUDIDN

ERITYY-RAERBRIZTOCAZRELTNS (T
mEAPEBNERITEIVATARFERLTE BOH FE4E LR

=07

=" N1

[ -
AL

B

SiR (BFEBR. TNV REERT

AEJORDIVE) ZfEA L CREE AT REE 537 0NV —BLH#B FE. 2B TATVT147717(DID)ELT

EE&LTWS,

Decentralized Identifiers (DIDs) v1.0

DID

DID refers to
subject

did: [ method-id |: [ method-specific-id

DID
e Resolver

implements

DID URL
Dereferencer

resolves to

recorded on

instructs

contains Verifiable
Data

Registry

operates

DID URL

instructs

[ DID ]| pah | query [fragment] lmp\emleln.tg
N\

recorded on
fragment refers, and

dereferences, to . implements

dereferences

DID document

‘ alsoKnownAs ‘ ‘ (property X) |

(property Y)

External
Resource

DID controls refers to

controller

DID document-relative <« .- .- "i‘r.np\ements
fragment dereference

H Ffr) Decentralized Identifiers (DIDs) v1.0

REXR

DIDs ¢DID
URLs

B=

DIDIFAF—-A(did) . XYY B F(method identifier) «

DID methodh'b4 &N 255! F (method-specific identifier) D
3N-FH SR ESNETFANMER DX F S, DIDIZ XK TAET
HY. IEFEBREBFMBINEVWEERINS,

DID Subjects

DIDICL>TEHAIENABI YT 1T 1, DID ControllerCH 255 EH5.
j\\ 7‘Jl/_j\ %H%%&\ WEEEI\J\ Eﬁﬂfiﬂgaﬁo)?‘ﬁmﬁgo

DID DIDBHEMAYT T4, ABIRICKBREE A%, DID subjecte®
Documents PYRY(CBEELEY-CAERIWMRNET-IET ),
DID Methods  Verifiable Data Registries%{#£>C, DID& ZHICBIELS
DID DocumentsZ 4 k., R, &, IEEMLT BT EZIETE
EERR
DID DID Controllerl3DID Method CE &SN 3 EL5(Z. DID Document
Controllers EEZERRELRIVTA4T4C, A R, BEERYINIIT,
Verifiable DEER. DEIFAIIAT L, T-HIN-A, P2PRYT-7 {558
Data TEBARL-IDZET, DIDDFEHFPDIDFFIAY FOERKICHETR
Registries T-H%ERS VAT L,

DID resolver&
DID

DID resolver(3DIDZ A H1& LT3 (FERY. DID Documents% i /1
32YIRDIT7, \-FII7IVR-%I K,

resolution L ALIBADID resolution& FE S,

DID URL DID URLfS #2884, DID URL(BKLUBIEAIT-F)E AN ELT
dereferencers =Z(THY, UY-A(BLUBEEXIT-NEHHELTERKTEY I+
& DID URL I7. \-ROI7IVR-%V K,

dereferencing

L2 ALIEBEDID URL EES BV I7L Y AKSIB)EMES,
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B-1) Decentralized Identifiers (DIDs) v1.0 — SREEL FhT-HHANY$H A

B X1 T1ZESFIELLT FTEENZEFENTNS,
ZEEA

DID resolver®iEiR

BEE(1/2)
DID Method Registryld, DID Method# & ZNICX/ 9 2DID Method{E#kDY AR THB, K&EE[F. FEDDID
Method% ¢ 3159 3DID Method AR E &R (T (12 REBINTFELBRW L EE R T 20 EN$HS, DID Resolver
H'DID Method#Z1E L<EEL T3 MM %2354 DID Specification RegistryD'b+ 2B IEREFEIZTED
DID ResolverQXE &% FRT 3N REIEIEN TEB,

DID &0 DID Document®if B CEZINTDID Document t TIREFSN=E L (IDIDOIY FO-IVESERET 350D T4 <. DID Documenth*5 1

BA

LRIV Tt ESNTHEHEAINTWVEWNZE, 1 LRIV THEREN T R TDID controller B & (CfEHN T
WEEEEIY POV LT\ ZRERAY 33 TH B,

NFAREOIY ~O-JVDEEEAR

DID Document®/ABIE(CXT ST 2 BZBEO Y bO-)VEERT 2535013, BRIB A EEBRIB A ENH B,
5809775753, DID Documentz2 B TE LI 555 ThHY. DID Document M E RSN S O ZE#EOIY ~
O-JV%ZEERY %, ELDID Documenth'BZINTWERWNEE(C(E. DID DocumentlZ 2SN =AR#EOIY ~O-)b
(FENRIICEEFRS B ENH B,

EYEE & Verifiable Claims

DIDHLUDID Documentld. B RIICPII (AAZEEETERIE|R) #3F1H0, DIDEEHR., FIZ (S, DIDEEL
subjectZFDILT Vv ERWTACSHEBEILINMYT1YI 3237013, gwfiﬁwiﬁlﬂfiﬁé

FEEY-EADIY FRA Vb

DID Document#', DID subjectDFREEEZ([FFRAIZ BIE LY —EAT Y FR1 Y bERRLTWS5E, ZOY-EAT
YRIRAY R TYIR-FENTVBRREE ORIV OEHEESF T L Y-EATY FRI Y b DREE WRE., (&
BRIZEFEDEETHD,

DIDHLUDID DocumentBEFH DG iREZEIESTBIEE MRATRELREFREERLTNBIE. DID methodD 7712
A > TEBEHIBHABLICE TR EL THR-Fan 3,

DID DocumentDZ 5 @40

DID DocumentADRIEBRZEE (IR T E—DDFEMZEKIT. ZERFICDID subjectzE12 L. BBRY(BRTEIETH
%o INIE X=IVT FLRICKRD =Ry MBHIEEE T A EICEH T KD 1Y%,/ NAT-FDOTHU Y hEESENY
ZBHIET BT EY IR B EICEBLIL TS, DIDDGA. ._O)JZDEL_%D’EEEJZ?“ZDFWI\IJJZI*7’PT’7]'7/I~7EI/\
15 -FFEELEWVA, DIDAZE RSN T\ B Verifiable Data Registry N BIEZE B@AEZ Y R—-FLTWNB5E, TRV
T3 8 -EA%DID controllerlZ32 93 &AM TE B, DID controllerh—F/\-T1 D EZ 1R - tlﬁ"ﬁ%i@—m\/ﬂﬂ
WEDONT MV ZAHFALI LIRS,

RELVEBROBHAR

PEETATITATAT-FTIFv TR BIEFBROBHHARTINK) Y -2H9 2 REEFHFELEV, DID
resolver YEE(F, BMERINERATEMHARIMIN VRN LZIRET 2N ENH D,
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B-1) Decentralized Identifiers (DIDs) v1.0 — SREEL FhT-HHANY$H A

B TFIVTAERSBELLT TREINFBToNTVS,
ZRFEH B (2/2)

ROKXEER B S RANDFELELETEFRI 50D(EDID method[TESN TS, SHIC, DID methodDiEEkIE, #OEIEZRIBECT S
T-HDIEBEINTZN-T1DE RBOYR-FERIBEICT B EEHAFHFIN TS, DID method T HRICHF 277 Al
BLUREIRE. BEOEIBFIEZRE I I TROBEIRENSRET2T1 LDV I EEEEHDIILETES,

Human-Friendly2 &5 FMD#%  Human-FriendlyZ 35 F&DIDICNYEY T3 5(ZL T, #REESN., (EFEINE AR TENEITO)RMEL. COEHRDE
2 ENTH D,

AZ M AREENMYAN-TFIVT1 LOF EE5EETEVIEZ AL FICFvy I VI ICEEET 3, JO-NVEBEDY-AICEE
ML\ =DID method Tld. DID DocumentDE&3/\-JV3VEE (LM BRRETH D, LI LTy V11 V-HTEETS
B4 AT P ORI NERI R TV BOCERI AT SLELTLEVERSN ST 55,

DID DocumentNDES1tT— DID Document®IANTE[E—E 2SI LIF. REBRIICT Y% REITZHEUBFETIAEN, AERIC. BS

%4 {£T—-5%DID DocumentlCECE T 3L [, BAAZISE CZRBERESOBEVIAEFERTEEN, CORN5, BS1t
T—AH'DID DocumentlCEFEN25E. EEE(L. DIDEDEEMTELEFHEVNIVTAT1OLNFHECE S LRV
ENKYITHB,
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B-1) Decentralized Identifiers (DIDs) v1.0 — SREEL FhT-HHANY$H A

B SIAMNY-EBEREELLT FEatBFontng,

ZRFEH B=

BAZFETESE®R (PI) & DIDAYY RN, IARTODIDEDID Documenth2ABEN TWBpublic verifiable data registryD7=$h(ZZH 1L TL)

ERFICTS 5155 DID Document(ZIHEAT-INEENBNENEETH D, INTOEAT-F (L. DID subject DEETIC
HBZIT-LATY PRIV OB AICIRESINBNETH D, BAT-FIE. D | D DocumentI D FASEEE IR IC K> TEE
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malicious service
provider

cEEDHZY-ELATONMY-[CLBLUT ORENEZ NS,
v vaultRDIEIRICT VAL TWBI Y T4 T4 DRI BE%
vV IPANBAZR T I ANT-VIZIE LT, vaultiTR B SN TWB3 71V OFELE(C DWW TOHER
v BES{tEniT-I0em- 4k EE
vV BESbENT YR ESNTEREERY V-2 ETLE
vV BESEENET-IERMONAIBIATLICTHEHEIES
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C-1) Self-Issued DID Profile for OpenlID v1.0

m Self-Issued DID Profile for OpenlID (SIOP DID) [FWeb7 U4 -3 (CIdentity WalletZ &9 3780
AR 7EELTDID AuthN “M(COpenID Connectz{F R 3= DL TH 5,

B RPEWeb 7 TUT -3y MBESNTEY . ENMINTTVT -3V T AT TS0 h5
Identity Wallet7 7Ur—o3avzics L TR BT 3,
B £{FRERAETO-(Z0IDC Core 7. Self-Issued OpenlID ProviderlCL=A>TiThNn3,

SIOP DIDALETO-

* UserliRPlCTth uuuuuuuuuuuuuuuuuuuuuuuuuu HTTPS requests web page

2. RP[3"Sigin-in with SSI"NY V%KL, )

Userh CNZIR T 95 SIOP Request i A X, s s
. 4_‘.1(& SIOP request>

3. SIOP Request (openid://?<SIOP request>) j ST j -
[CKYSIOPHCE) pv— .

4. SIOP[ZOIDC/DID AuthNIZf€>TSIOP request ot or et
EHREELSIOP responseZ £ A, e — , :

5. response_mode®D35E (€D TRPIC e =5
SlOP Responseh{bténé Jeallback <SIOP res > .

6. RPIZOIDC/DID AuthNI(Z#EDTSIOP response® e
@E.[Eg-éo :DID %urhN <SIOF response> validation

SIOP protocol ends here j

HFT) Self-Issued OpenlD Connect Provider DID Profile v0.1

. o T , e s 0=
https://identity.foundation/did-siop/ 1) DID AuthenticationDB&#T, e EADIDZFIFIL CWSIY TATADESNDMERREITD g5



3-2-3. HIEEEHFORET TR
C-1) Self-lssued DID Profile for OpenlID v1.0 — FRrE & FhT= L HY #H A

Shared Signals
W 20205115 9H OIDF¢DIFDLiaison Agreementi#&(Cf# L\, SIOP DIDD
TEEE—BE LT RILNRBINTNS, = _
® 57£[3OIDF AB/Connect WGIC&>TOIDC Core®7. SIOPOERET A HESH SN, oDRNA
® AB/C WGIZ&BSIOPIEERDIEZEA'SE T LIc#. DIF Authentication WGTEZEND
BRSNS FETHE, e e
OpenlD Foundation(ZH(F 3% DIFICHIT 2%
Requirements for OIDC Self-Issued OpenlD 2021218 DIF Face to FacedZ1ZTA1A Y KC
Provider(ZE2 &EiDScope% H /0o BVWTHHERIEEHIR A Z T,
W Scope B Current Draft
* A SIOP request *  OpenlD Connect Claims aggregation (adopted)
« B. SIOP response »  OpenlD Self Issued Identifiers (adopted)
e C. Key recovery and key rotation » Self-Issued OpenlD Provider v2 draft01 (adopted)
* D. Trust model between RP and SIOP * OpenlD Connect Credential Provider
* E.Issuance of the claims * Smart Credentials
e F. Privacy protection e Portable Identifiers: WIP

H ) Requirements for OIDC Self-Issued Openld Provider
https://bitbucket.org/openid/connect/src/master/SIOP/siop-requirements.md 186
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C-2) Presentation Exchange

B Presentation ExchangeldVerifierh'Proof D E 4 ZBR#E(CT 3128 DT -5 TA-V Y B LU HolderH
EHICRD>TProofZ iR R BHDT I IA-NYMEERT B,
B Presentation ExchangeldZ7L—LJA=NYrPRSYAR-FTORVICKRFLBWANZALETBIETRE
SLER, O-F, FREZELIEZBNELTNS,
m HR-~LTWBClaimIA-NY B XU IV AR=F ORIV O—BFIELL T DEBY TH B,
® JL—-LJA-Nwh:JSON Web Token (JWT) . Verifiable Credential (VC) . JWT Verifiable Credentail (JWT-VC)
® 5V AR-~FORIIL: OpenlD Connect, DIDComm. Credential Handler API

Presentation Exchange DL £R 15

Issuer ;Ifqlﬂ::, . Verifier
Issues Issue Send Requests. Verifies
Credentials Stores, Frescts Presentation
M —
Register
Identifiers and
Use Schemas
L »¢ W3C Credential Community GrouplZT
Verify Identifiers Verify ldentifiers Credential Handler APIT®D
and Use Schemas Verifiable Data REﬂ-stw and Schemas . .
* I MBELE
Matotaln idearifiers and Schormas ﬂﬁﬁfé.,u E.L/T “\/erlflable Presentation Request
Specification' B3R FEE
HFT) Presentation Exchange
187

https://identity.foundation/presentation-exchange



3-2-3. FIRELRFORET LR
C-2) Presentation Exchange — Presentation Definition & Presentation Submission

B HolderB&U'VerifierfECHFBProof DER LB RIFLU T OAHZE CERZINS,
+ Presentation Definition: Verifierfl* 4 & 9 B Proof& i€ #.
* Presentation Request: Verifierh'5Holder|ZX$9 dPresentation DefinitionD¥5iX /575% E .
 Presentation Submission: Verifierh*1g§ 7€ L7=Presentation Definition([Ci€ > CProof& 12/ R 3 5 E%E E o

Presentation DefinitionAJ Y17 B W EZEH Presentation SubmissionA 7317 b\ =7E &5
{ {
"comment”: "Note: VP, OIDC, DIDComm, or CHAPI outer wrapper would be here.”, // NOTE: VP, OIDC, DIDComm, or CHAPI outer wrapper properties would be here.
"presentation_definition": { "presentation_submission™; {
"id"; "32f54163-7166-48f1-93d8-ff217bdb0653", "id"; "a30e3b91-fb77-4d22-95fa-871689c322e2",
"input_descriptors": "definition_id": "32f54163-7166-48f1-93d8-ff217bdb0653",
{ "descriptor_map"; [
"id": "wa_driver_license", {
"name": "Washington State Business License", "id": "banking_input_2",
"purpose”: "We can only allow licensed Washington State business", “format": "jwt_vc",
"schema": [{ "path™: "$.verifiableCredential[0]"
"uri": "https://licenses.example.com/business-license.json" h
1 {
} "id": "employment_input",
] "format": "ldp_vc",
} "path™: "$.verifiableCredential[1]"
} h
{

"id": "citizenship_input_1",
"format": "ldp_vc",
"path": "$.verifiableCredential[2]"
}
]
}
}
HF) Presentation Exchange - 4. Presentation Definition, 5. Presentation Submission  https://identity.foundation/presentation-exchange/ 188



3-2-3. BIRECEFORFH IR
C-2) Presentation Exchange — iRREE Fi/- A HXY fAH

BT EEEIE
o R A TAERICTFIVTERFEODZHIIEFELLEL, TFIVT(ZFREEBEOTI Y3 VEMIFIGitHubDIssue TEXY
FiFenTng,

® XI-. Issue_t Tld. Holderh'Verifierh 6O EKICBENGE T 5355 . Verifierh' #8241 [a]Presentation Exchange®E1TY
B¢ CHolderd 70771 U T D RIBEICEY . TIANY—REOBRINEADNZZENREZINTNS, ™

B SEROERYEM
® Presentation Exchange& & BIAEE(L L ={X 8k & L TVerifiable Presentation Request Specification& W {E#HA'W3C
CCGHORRAINTHY, AT LEHREMRFTFINTNS, 2

® GitHub®MIssue L Tl&Presentation ExchangeM -9 385V AiN—~T ORI THB0penID ConnectH] A DAL
JO0-HEICETAEREINNON EANHTNE, ™4

*1) Security Considerations, https://github.com/decentralized-identity/presentation-exchange/issues/204

*2) IW30 CHAPI and DID Comm 101, https://docs.google.com/presentation/d/1gPbwx9IXwPIgsZgS2XPXeGgstxrixnC8n0E2I4cxVc8/edit
*3) What does PE look like within OpenID Connect? #101, https://github.com/decentralized-identity/presentation-exchange/issues/101
*4) Examples that show support for regular OIDC flow, https://github.com/decentralized-identity/presentation-exchange/issues/92
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3-2-3. ZIEECEFORETLER
D) Aries RFC

B Hyperledger(3Linux Foundation " N—h3370Y I F1-VEEET 2LHOTOIIT M TH B,

B Hyperledger Aries7O0Y1%7 MMdmessage exchange 7OV, I-J1VMDT7-FTIFvELUTANDEERP
HEZHBEL WS,

® Aries JOJ1V MRS 31V S e #EEITHyperledger aries-rfcs GitHubURY M) TXXELIN TS,

® Aries RFCldconcepts (§RTOTOMIICKA D E RIEH]KR) Lfeatures RFEDTOMINDEER) D200 I -TTEE
INTW3,

® Hyper Ledger IndylZ (3. indy-hipe&FE(EN Baries-rfc(CHHE $3URY MDA BIRTFET 2,

Hyperledger70Y 17 bCHIFBHyperledger Aries/O0Y17 FDILEHIE

@ HYPERLEDGER

HYPERLEDGER - HYPERLEDGER .:,, HYPERLEDGER HYPERLEDGER HYPERLEDGER M HYPERLEDGER
BESU &Y FABRIC INDY IROHA  <d¢ SAWTOOTH
Java-based Permissionable smart Enterprise-grade DLT Decentralized identity Mobile application focus Permissioned & permissionless
Ethereum client contract machine (EVM) with privacy support support; EVM transaction family
i HYPERLEDGER I I HYPERLEDGER HYPERLEDGER HYPERLEDGER ﬁ ggrSDGER
ARIES mun QUILT CALIPER CELLO
HYPERLEDGER * HYPERLEDGER <» <» HYPERLEDGER
A TRANSACT & URSA W EXPLORER R

HiF) Hyperledger Aries

https://github.com/hyperledger/aries-rfcs# 190



3-2-3. FIRELCFFOREF LR
D-1) Aries RFC 0023: DID Exchange Protocol 1.0

B KRR TIE. AgentfEl CDIDER IR T 3D TORVEREL TN,
BT 2 200-IEHRELTNS,

® Requester

invitationXy—J%Z(E L. fz[FPublic DIDICOREENARBEFZFERLT. ZO0JO0M IV ERKBIZEEE,
® Responder

invitation D& (5 & - (FEE BRI RIBEHEE ODIDOFKTTE, DIDCommZ ML THEDAgentE XFFE TE M ENH B,

mAAEIO-OEE. LTOBEYTHS,

1. Responderldout-of-band protocolh5Minvitation Xy 7—J>Responder®Public DIDICE FN31BHFAY I %(E
FALT. RequesterlCB BDIERERHET 2,

Requester(d (T EX>7/=15#R % 70(CDIDEDID DocumentzU I I A Xy - ¥ L TResponder(ZiX{E9 3,

Responder(ZE S SN =DID DocumentlC & FN315#H % EF L TDIDEDID DocumentZz L ARV AXy I ¢ LT
Requester(ZX(ET 2,

4. RequesterlIVARY AXAYT-IEZELIIE @A 2 Ay 7—J%Responder(TX(E T 2,

tHAT) Aries RFC 0023, Aries RFC 0434
https://github.com/hyperledger/aries-rfcs/blob/master/features/0023-did-exchange/README.md
https://github.com/hyperledger/aries-rfcs/blob/master/features/0434-outofband/README.md 191



3-2-3. HREE{LEEFOMEEH TR

D-2) Aries RFC 0036: Issue Credential Protocol 1.0

W [ssue Credential ProtocollZ7 LT Yoy DHEITICERINZIXAY-IEFR LT D, 2OTORIVITEEFED
IJUT v DR ICRTEFETREDTIEEW, T3 70T Y Iv)IOFEH0—FI&LTIE., JWT. JSON-LD,
ZKPHENH D, Fo. COTORINISEELTVEWILT Y IvILOFE R 2 (ERA T 3155 [EGitHubh blssue®

R TIIENTES,

B ZOSORIIVTIL, “Issuer” & "Holder"® 2 2OO-)L &K -H>TWNB,

1. Holderh*GlssuerlCx L TGEESNS
TJORINERHA T BBEDUII AL,
F7=1%. Holderh'lssuerlZxtLTERY
BILT Vv EIRESBVIIAN,

2. Issuerf*HolderlZxf L GXE T RIRMEF
EDTLT Y IvIL G ICRET 28 E
R,

3. Holderh'GlssuerlcXxt L TGE{ESND
IUT Vv EERSBUITIAL

4.  Credential Request(CX$d3
ITUTIIvNEECVARY A

tiF) Aries RFC 0036

Dowe
continue?
eceive propose- es, Send cffer-
edenti credential
2 : :
L '
Lalternate beginning ‘
(I3suer begins with offer)
: Credential Request : Credeftial Ack
Credential Offe ' ! .
Creder]tlal Proposal ~ Lredental Une Credential
i : Credential Reject & R
. H ; . Credential Reject
—alternate beginning (Holder begins with requesty :
: Is data :
: ! - 1 :
1 v correct? v v
5 \ Send propose- Receive ocffer- Yes Send request- Rﬂeiewe_ 1slsue—
2 credential credential credential credential; slore
2 payload
Do we
No continue?
alternate beginning No
“— (Holder begin
with proposal)
Yes

https://github.com/hyperledger/aries-rfcs/blob/master/features/0036-issue-credential/README.md
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3-2-3. HREE{LEEFOMEEH TR

D-3) Aries RFC 0037: Present Proof Protocol

B Present Proof ProtocolldProof DR RICERINZXAYT-IE TR LT3, COTORIVIFEREE R REL:

J-LERRS B1HDAYT-J(ID

WTDEDTHY. FEDRTANZZALILKFS 2ED TR, 72720,

N=I3IV1.0DEFETHIR-FINTWBIRRANZX LlZHyperledger IndyD & TH 3,
B ZOJORIITIE, "Verifier” & "Prover” ® 2 DOO-)L&KS,

1. Proverh'bVerifierlZix{E N dProof
PresentationZFAA9 375 DAY -,
713, Proverh* Bl DPresentation 74—
N bEFERLEWSSE DPresentation
RequestZxd g 3L AR A,

2. R -DBlssuerlx L TOEEENS
IUTIIvINEERSTBUITIAR,

3. Verifierh*5ProverlSX{ESNZELIN
f=Presentationh' & M dPresentation
Request(Zxd g 3L ARV A,

HiF) Aries RFC 0037

; i j :

' ' Problem Repott  Presentation Ack
Presentation Request v e - -

H Presentation Proposal | :

Prover

end presentation)|

resentation

Receive problem—
report

resentation

alternate beginning (Prover begins with proposal)

https://github.com/hyperledger/aries-rfcs/blob/master/features/0037-present-proof/README.md




3-2-3. HIZE L BFOEFT T
D) Aries RFC — sR=E & FhT= R ERY $H A

B Aries¢ DIFIZ3E R TDID Communication 7= Y77\ -T&EELTEY. Ariesx R OICEEINFEIIVAT A
FEITHL 2ERIDIZIIZT12FE0BETOMIIVOERKEICSILTNS,

W Aries33H B (CAries interoperability profilek L\9Conformance Test® 70771 &FriEL T\, =120, 2
[ZAriesO TORINPT-FTIFHEFE[CEEINTNBRIEERIHOETH S, CCTOREZERM L. it
DAriesY AT L DR EER M VIZZAERBVCT Y ET VI T BAriesD I BAEIRE . ZOERCEDINTIZI2
“TAPNEERLETONINADBEHEEERL TS,

W3C CCGIIW3COIT7EHRICEIT BT ARAM—FELTVC-HTTP-API Test Suite&UDID core Test SuitelC

THB, 2

*1) Drilling down: Co-development, https://medium.com/decentralized-identity/drilling-down-co-development-in-the-open-765a86ab153f
*2) Setting Interoperability Targets, https://blog.identity.foundation/setting-interoperability-targets/ 194



3-2-4. R EROBE
FIINTATITATADANTIZIV=LT-T (FFARTV-LT-Y)

B 1EZETENL0pen Identity Exchange(OIX)D FSARIL-LT-7 (& HFERMERICEFST . XN DelDAS,
EEDVerify, hFFDPCTF, 1V FDAadhaarZFOHFNEEFA . Rl L BAFICAMLIED D EFICHT 3B UG
MREIERCEBULTASIANIL-LD-JDEEEMEDIBREZR T HA P L TERTREEIRRBN TS, £z, SSI
ANDBRABEEINTNS,

B IOULEFEEERL. ARATE ANTVALCEIERERELT RIL-LAT-JCTRESNIIEB%.
BFREIBZITI, REFC, SSIETIVICHIFE. AN YAETOEBREEHODEEZITI,

OIXDRSARIL-LT-ITCHREINDIIERESE

BRES I5H BRER I5H BRESR I5H

1, =8 6.USMYY  TATYTATAY-ELAAD 8. B - £FIUFI-I

2. RSARY-T L UX J=TaY—ER 1-YTTER TXIVTAEN 19927 08mE0

3 G E| TR LIIAL&LARIA(API) FSARLIZRY

4 ——)l SEHRAEE BN RPICLSIDEREE REBF DR ERE TR
RSB LA =19 MOl SATEYTA YIIANRULARY AAF L

s IS OER F-LRALA o HEEME WHOMELEMAY

e Sy NIVT &9~ SABOEEER
o7 L OEEL 7. MRk IN~-T47 10. INFYA  RSARNIL-LT-I DR &2
= W=l FAFITFATAREE NSARTL-LT-7 D3I H
N 7T RiE FSARIL-LT-I0RE

TSR ELE rIARTL-LT-JD:ER

HAT) OIX,” OIX Guide to Trust Frameworks(version 0.1 Beta)” 195



3-2-4. HiHIBREROBIE
FSARIV-LT-VDERERBIE

BRER M=

1. [E A o YVWFAT-IHRNA-ODZ-A&ERBIBICHH>TOEBEIELIZEERTS
(1. 2-Y, 2. US4V X-F1. 3. TL-LT-9. OIE)
« 1.1-YCBEL4DDERE] (4Cs) FEFETS

(Convenience, Choice, Control, Confidence)

2. F9ARMNY =T EUX « User, RP, Evidence Issuer 'R TrSANIL-LAT-IDEBAEINTNEDZE R A
IIFNEEET S, (VYR TL-RABE)
o TEMBISAMN-IZEKRT 2. WIS AMN-IRREFCIL-LAV- VBB EEERE—
BRNIBIL T, IL-LT-JMEDInteroperabilityx~d ZEE AT HE,
(B : TL-R, BB, YURIVE, FBLUEGI TR, RECBI2N-FII5V NERH S, )

4. — %) -) R RTFEETIIYR « T4 hi:yf?yﬁ‘t FSARIL-LT-IDEMERODA, LU TICEITRETLHRORIFININE,
> T-9DERK. BH. HIFR. EvidenceDUNE -127R. RIEDTE (FEA) .
JUTIIvIOFEITEN B

REFTAEYAN-0Vr0-)V * FSANIL-LT-JAOID IIVATL2EE, YAN\-KEDY ID FERNSRETIHENHD,
= FSARTL-LT-0(28MSBIVT14T1(3, B30-ISUREPHANN-URTDEEIC
AL DEFEZFD
> RNIEICX T 2051, RNEITADIRI, HEEAOBAM - RE. FEITHADREIEESE
ﬁid%aﬂiwlﬁzﬁxl WER. FEORFL - SHRIDOEAE., XF4L-1E18, SEBFDEX
nFF uﬂﬂ@t&)@nﬁﬂj\@?aﬂ_—\%

HFr © OIX Governance frameworkZE & [CNRIVERK 196
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FSARIV-LD-VDERERBE

BRESR B
5. 1-YY—YA TIVINTATITATAD + BEOZ-XELLIIPOZER, BIdPADTY-YaVERAIEG, —EAVR-T1VJ&ZE T Lk

EIR IVTATADET I AR BT 2@ Y Recognition EFEE N AIBER I &

IDDYERY & B IE Identity® 31 YA I ERE, F5(CTLT Vv, Account Recovery, BHEEFHEFORPADE
MEOI N AIBER L,

RS RQEELIET + Evidence®{REs, RPOKHBRIELAINOF R, BAL, FIFENMRIELANESHTTERS
DAZEELL,

El=y - MAEREZOTEMEOEENTRLRIE, £E -FRAEREORERE - -7T-JHIkRiEZFN BED

BIBIL,

NIV & BiR—k

IdPAAVND TEEE AJRER & £12ZDFRIdentity ProofingEROMR-IEUT1EBF I B,
LTI Iv I ETRE LIZBR, RPADBAIY, LT Y IvILDEIBNRIBETHBI L,

6. U317 TATITATAH-EAAD
N-T4H-EZX 1-H¥77tX

o RP(C&BTrustmarkEIRA AIRELR T

LITIAL & LARIA(API)

« |dP/VerifierZBIRICEIKEZ TRV, AVI-TI-AEERPYIIAN VAR ADEEZNBBHETH

52¢,

RPIC&BIDEREE

Identity Assurance ModelDE . RPICLZFIAE (WEFELGCTRIILAINEZLTHD)
DHA I HBIE,

S17EUT1 o BEEETIN. BERBOEE. IL-LAT7-J0O-)VERIEICREONZEE. Fa. AE-HHA
DL EMICETZEEANLINTVNSIL,
H—E AN « Trust scheme¥BrokerlCk3ZERL - FEF N DRIFATRELRT L,

NIV &BiR—k

RPATNVY SADT I 2 ADR B EHERF LTIRRETOIdPOBAEME - BIRO B HOER, 1T
FAT YA EIBLEBOIISH AIRERTE,
REEANZALICEBZEFNEARINB L,

HFr © OIX Governance frameworkZE & [CNRIVERK
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3-2-4. HiHIBREROBIE
FSARIV-LT-VDERERBIE

BRER T

7. FSAR-I TI=-T405 « ID Proofing®#fiiZE 3% &£ LT, Validation, Verification, Identity Risk Assessment% £ #.
Identity Assurance Assessment A( Proofing Score EJWH TICEE Ko
o JL-LD-UBOEEERMEICENTIE, Proofing ScoreD—3X / RE M HIT TRIEINS
ATREMEN' B B,
TATITATAIREE * Identity Assurance Process(CEWT, GREELANIVDTEEAT (T ARAFERR - B AFRELED
REELANIV, M OTAV TR EE R T 20BN H B,
« IL-LU-UEOMEERMELCENTL RILNIO—E/ RFEHIBTCTREINS

ATREMEN BB,
B - {E3E1% evidence /EIEMEDL NI ZRPIZIRTY 54, BLUDigital IdentityZmaintaing 3
9. LTV ov)lE B\ ARELBETILENHS,
o MREAYE RS MDORESR (EvidenceMBE #h1E &R EE [validation)B LU B & ik [reverified]) %
ERINEG,
AR R EE o EIRMERIEDT6. Eligibility Evidence M Validation - VerificationZ1T,

HFr © OIX Governance frameworkZE & [CNRIVERK 198
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FSARIV-LD-VDERERBE

BRER E
8. Hifi - 21T -l e I-LT-I RS EECEESNAI-LOERL. ZOWFHBE,
T4 EH RIEFP DT -5, RV Iy hOT-5, BREFIVTAERICET - HEE
TIDENHB)
IIVATLZHIED SMIBUEELEETZLHOLIANIEE - BH-FIVINBE,
FSARLIARY
SEIRDERSRE IR « EvidenceDINEE - £ Bk - 12/ RJI-A CEDER[Cevidence proof D/EEN R ERSNE D%
ERINE, FLEEEIHSASNGVER, BSEMOZEREHELED,
- POAEIIBAD BEITINERINE,
UITARRD » Identity Evidenceteligibility information?'— & L7277 7& CRPICIR RSN S8k,
st A UIIR/ LARYADAF-VEEDBE,
VARSI AR (¥F[CtB % Evidence Issuera Y iN—h I B3 SANIL-LAT-ITREZE L)
« OIDF/W3CHEJO-NIICERINEZAF-NEZRBINE,
« Evidence Typell &> TIO-H3M-vavyinBE L &EH, TL-LT-7E3ZNICER.
O-NVISERARIBEGAF-NYDADF1L-F-EEREINE,

HFr © OIX Governance frameworkZE & [CNRIVERK
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3-2-4. B EZRDBIE

FSARIV-LD-VDERERBE

BHRER
°0. HEERM WNAOHEEERM

B=

A-AT-A- I 59-RATCOREERMZEKRDSD. FIANTL-LT-TUNIVTOI—-IVE%TE ([CHEHL

SE2. KWEEHEFCERNDEEschemelZERL TESITE TERK.

FSARTL-LT-TURIVTERESNEN-IELT AT ZRRTNS,

» Application of Principles

» Trustmark Rules

» Trust Rules and model, but perhaps leave the setting of acceptable scores within the
model for particular use cases to the trust scheme.

» Technical Rules such as used of common levels of Security and common Schemas

NERDOHEEER M

RIARNTIL-LD-JEDNEEEERMEDFEIRFERELT TR3RICE K,
1) HEEE, IL-LT-UMMRAT BT AN EEE (C5R:H
2) J-R7T0-FX%EBLRE. I-VIVMZEIL-LT-I DS ML B it 2T (CEFEL.
BEESANIL-LD-IWEEEELHD
3) IdP¥evidence verifierFF YEE D, EHD AN IL-LT-IADEEHL

¥ )-R770-FIE, EIL-LD-IDEBCEBINTIN - TLERLELTEOHTHY, T
L-LD-JBOREDHEERMURIBOEHONENBRFERELTNS, WHDB"Framework of

frameworks")

MHEERMTERINEHKF - EERAV LT UTERRTNS,
» Application of Framework Principles

» Trustmark Rules

» Trust Rules

> Record Keeping

» Fraud Controls

» Response Schema

» Security Standards

HFr © OIX Governance frameworkZE & [CNRIVERK
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3-2-4. HiHIBREROBIE
FSARIV-LT-VDERERBIE

10. ANFVA

BRER B=
FSARIL-LT-T0 « FSARIL-LO-TEMEELGETIVEE  (F6)
HESR L I8 1) Independent Governing Entity 1) DIACC
2 ) Consortium of Participating Entities 2 ) CA/Browser Forum
3) Single Participant Governing Entity 3) B —ID Provider, GOV.UK Verify
4) Non-Governing Standards or 4) Kantara Initiative, tScheme
Certification Organization
5) Mutual Agreement Among All 5) - (ABDEBEEFAERIEIEFELT)
ESARIL-LT-9D o -IEBSFOR/DBHEAELT, TE3D20T-AZEE,
CE WAl 1) RETIS- 1 ZRIANZALICEB58HH

2) BITIY— BUFARYY— 1 B - RRIEICL 2581
3) BRN-bF=29T 1 MITUvE (FERAGEEER, FEEHEIZHTRHITE)

FSARIL-LD-UDEEE o FIARIL-LT-D(CE5MT B3IV T1T1DFEL,
(FSARIL-LT-IWEERTEEHERELTVBEEHELT)
o REFEEIUTOEY (BUNIVIIHHRICTEER)
> Self-Assessment
> Verified Self-Assessment
» Approved
> Certified

RSARIL-LTD-IDER -+ FANIL-LT7-7 (TF) ORE-#IFCEELF5RERERITEIETBTF Provider v E,
- FrHEsEOBIE LT, UATICH%E,
» Governance and Policy Development
» Policy Enforcement
» Participating Entity Management
» Network Evolvement
» Trust Framework Operations

HFr © OIX Governance frameworkZE & [CNRIVERK 201
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SSIEFIVICEIFB SRR IV-LT-I DBAIX-Y

B Open Identity Exchange (OIX)DFSARIL—LT-TTIE TIINTATITATABERILEVWV TR ELERER.
WMNZDERICHERZEIERFNMERARON TS,
W EJL-AT7-7 T, SSIETIICRT BT TO-FILOWTEE REINTWAA, RENEREODEZANEDZDTIE
L REAMES D, EVWD R TRERDETIVE B BB ERRTND, EEMIICIE, TILT-DUT ORI ZIES R THB.
®© CPhBIL-LZZITERS. [RPIELTDEEIZIES
@ RPICXFL. OTEELEIL-LEERRT S, [CPIELTO®EE|ZIES
W)Y -D LR DDEENEBSE T FSANIL-LT-JDBRERTOANT IV ADEHORFE2EIRT S
HENELD, 20D, RERAZZER TR, EEMNOPILT YV IVIOER. LiabilityDEEE, mRIANE
MRRENETET . FHMIE3-4.80ICTEEIR T B,

R —DIBSEENA A=
v Claims
v’ Trusted Evidence
v’ Level of Assurance
’ @ 7 v Trusted Eligibilities
Trusted Trusted Decision Engine Trust DER

Claims (FSZARIL-D) Presentation

HFF) [OIX Quarterly Workshop - 15th Dec 2020 ] E#1E & (CNRIDERK 202
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F3E HBHOFIEBTATYT1T1SS) /98B TA1TYT171(DID)

[3-3. SSI/DIDDSEITEHI/PoCEHINDET

B REEAANCEVNTE/mEREENEES T 5SSI/DIDERA VR4 BEIFERNEDON TS,

B SRt ENSSI/DIDICREALEIF>TLWBAE RELT, EICBABEDEFFHREONEILPAMLT R DER A T
WA TWNBRZ N h T,

B L REODECAINSEHOZEETE LA THY ., EY-EAELTERYANGNTVNADIE, hFFD
Verified.Melg ECK D EICEEF B,

® VerifiedMeld. IVY-IT7 LB LTAI -, 35 LT FIAPELTOERIMERT L, H—EATONMF-E LTOBRATHERS P —ERD AR att
DHNSETZETINTH D, LHHT -V OFAY-VE—EREREITIILT, SSIOIVETREERLTWS,

o 1BH. HNFTYAEHLWSER KT, DIACCHRE I BPCTRICEML TWB R THEEE XD

B SEOERICATUECEUTER SN TWAEEO— DM, ARI Y EFRL(CRETESH SN TNS
Alastria IDZRWETOVIV T, REBLBEDE L CSantandertt A #EE T 370V 1Y Dalionh ZE(Fbn 3,
® AlastrialdEUDGDPRYelDASADZE#LZIE>THEY ., EUDELWVRHIICEITERYY1-YaV e LTIE D IT6N TS,

® [-7zL. AlastriaB{&(ZAlastria IDOFMTIL—-LT-I%FF - REHLTWBDH T, EEOI-AT—AldDalionZEDEH D
TOVIT R TCORETHEH SN TND, ZETOVITMMIBEWT, SETEIAT-IHRIII-DHEDSSIBEELROEELIRA
ETNEBEITZONIIBRF S CIEBESNCE>TELT . SHERDEEICHEO TNREEZILND,
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ERHERENE S 5T L EESE G

IR ERRICENE D 0(ISSI/DIDICESET 25k 4 HEGENEH SN TWNBD, ZOZLITEIELANILTHY . EED
Y-P2ABEICEAINTVWREDE D EVDOAIRIK,

W SSI/DIDICESEL TERERENEE L WA EREHEA L LTUA T OELINH B,

£ RhigE JS=+F- SREEDRE
Secureke NFIEETIRITHN VY-V T LEREEEL, Verified Met WY -
nFY NFYEETIT O ABRPERE T SBATIEIdPEL TS PA%201945 B KU HE,
9 FETRITMEE T B ANERIERE 4 REICEE,
L5 h—-1& EAaXEFB;EQI{(%Bﬁ) I3V IR F -1 RETEBIEOSVIDTFYIA-LILLY, I-FIEAIEHE
Banco BoU-vOBL  Repsol(T)h  IDISvlIn-hos  SUENCESTHEITERESIIBIET, T34/ -OREL,
ARAY eRuT ; . T O E 0y AV Y- LR BB ER T B,
Santander AFITEAD  F-). Alastria GE Z2R7=L. SBITHREE TElL. IR EROERRTHY. 2001458 T -2 FETH
B LAH BHIOVIFI-  IdPELTEM e FRALRIROBPE CHT - E
JAVY-VT L) °
. _ BBVA/Bankia/ i pos ppznsppese  BATOEEORIID. A5 VEG| BOERRI R O
) e s, P Renta 4 Banko erf‘; ‘*Fﬂ?"';g’%;ﬁ%ﬁg) BBVAR B0 5 SRSB4 T3,
X/\O \/ PP o 23N N I =T
NnoDEAR ok e R o - TREFHEOTY I AL ERAH L BEROER 24
(ARAY) 1T AOME TEEDRARERL QAL T NI TIREL TS,
Deutsche Bahn I IRYF -1 g e HELTEY E(F=Verimitt, TIFIWIDT 5V R TIA-L
Ry Deutsche TE-8RT Daimler Lufthan IDF5Y R IA-LDEE ELT, IDE—DICENT B E|EIBL, RIT-1TBUNIVAT T -
Bank AVANTE T RRELRITARERE YT AVIAUY-LECTIINIDERWE1-AT - A%
IdPEL TSN HIZFETH,
T (BRE = = BUFOGOV.UKREFAZYT7T47D—BELTUIPERESINTS
#E  Barclays LOZHERY  ARURB e 1797471y DB TV B, (XURBRROY-P %5315
&) = o TOARANREREHE(CL TS,

HAr : ERHTLAVY-AZEEEE(CNRIFER

205




3-3. SSI/DIDDF1TEHI/PoCEHI

AN E S 3 E LRSS

S EREE 1-27-2 TR DR E

Optusld. MyOptus?7 FU%4T0-FLTL\%%16005 ADEERIC
BERTOD Optus MasterCardDIDY-EAZE AL, T/NAADEA - THIVFOEE -
BEOIDEE CElEE) BIY-LADBALLIER TERRETR-IINETITIIDE
293,
" gﬂaisdter AFORBICHET BELH FIFWIDTIYNIA-  BEALOID-TTVE, FA-FYRZOR-INHA MEBNTAYS
oty BEAEER FA-FYKRE LR 1V CHBEZ I P EDRNEREET 5 H KD,
YT RZFTERNBEOIEIFEB TERATES, D-AOTY
FHOFIIIID LT RITHM 5)VIDEEEE NS A M - AEIRH T BT EEBRIEL TS, BHDT
RS TUr-v3avoR(CE, FLWRTOEDYE- MR EYR— T Be-
KYCHERE P HTLWVERBRET NV MH 2,
3h SHST s Lb . . _
I—— T 1Y DI ROBISLERETIET 5759 1 I-LORFNRD
JCB Ayl =+ DEE Aoy BEE TIYRIA- WEERLLHLAY -EAPEIRIETINOR
s T e S%20194 108 SUBIHA.
JCB-#TFIRITHRE
% 15 X s . _
o R SOSIRDETER  S000fpa R 5202151 A, MEEEENSOMBOEEDI
X A =4 —rlsINe 18 M EHS. DB SERTEFILIC EStnas):
B3 oai. g BT B EYA5 L e ;ﬁ}lﬁ%ﬁtwﬁ/.\\b 5. IDEROVEERTTIVICET 2RI ERE
A T, BMEHSEREN °
A NOEHREZ4E,
EREERAY
FRELTY)Y
RN Tk BOE M ¢ ot 2 BREEDAFOFEERRICESIPEOZLDATRELSE
)CB 1R apanbigial  BESORFITEAL 29 i 0ay T TUNSTS B RERTIINTATITATARED
= Design RS EIRBEVAI0YT EEHELT2020410 A H5RAHA.
FHABEESE
BlockBase

HAr : ERHTLAVY-AZEEEE(CNRIFER >06



3-3. SSI/DIDDF1TEHI/PoCEHI

AN E S 3 E LRSS

B FEOFELREHEEFDIE. BERAOE#HELTYVICEVWTERD EFICHF2SSI/DIDDERF LT
RENBIEN S HOIIUAT2EHICOVWTEFRT B,

EREERID
" WH9EFE TP SecureKey RITIXIdPELT e ' SR EFICH3BSSI/DIDDI-AT—A
3 1T % i ;93 S . =g = 43 /o Y NYAN '0-/\ *
3 71T AR Technologies hn BRI MR AT B AR RS 21%§ijéi;$gﬂgbfﬁﬂ NIV T
FIREF(CEE, e sl

L% CaxiaBank.

Ao MAPFRE a1k ZETEREOB VDT IYMIA-AILK
2 8- 0— (EIEIN RYF 1t Y, I-YHENEREIVENCEST
X Banco e Repsol DS 5 kAL HEITEBRLICTBRIET, TIAN\Y-D  EUIZHIFBSSI/DIDOERICHITS

. (IRIF-). Py ) REL, TYAAVY-ZLBF)@EMEE FEENBEGEMAELTRIEDIBNT

1 Santander b_l&é’%\ Alastria 0)1y:n'J7<E%T_L\ e WBE
7 RN ey RITERIP  m, emRBOBRETHY, 20215

AR JOvoFI-v = S5AICVI-AFETH B,

AY-I7 L)
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Canada: Verified.Me

B /1745 Tl3. SecureKey Technologiestt ', 5 DEE&FEERI 74 (BMO, CIBC, Desjardins, National
Bank of Canada, RBC, Scotiabank and TD)D Y- 7 LE £I(C. Verified.Me& WO Y —-EA%2019F58 H
SIRAEL TS,

® Verified Meld. TIANY-2EBE LI TIINTATITAT1- BEEXERYNI-T1TH 5, AY-ER(E, 1-UH
Y—CRICTITATBEHIC. FSATYRY-R (GRiE. T BEEEE. ERBHRKE. BURRY) Hb.
PATITATAVC BB REEE CEBLS(LTBIET. VAT ITATANYI4—23y O AD R R TEEED
ELTRIEDITENTWS,

® AxRyrI-7(%, IVVY-IYT7LHNEE T A B OB BIREN-RICT 5, E4KRIICIE. Linux Foundation @
A=TY-ATHBHyperledger Fabric ZX-A(ZL7= IBM Blockchain Platform #{#EH L TEEINTHY,
DXy RT-TEDBEEREERIFEICZTBT=5HIC. W3C DD EEL T AT Y T14T41Z%#(W3C DIDs and Verifiable
Credentials)([CZEE#HLL T\,

o AH-LAF, HEHIERTHRETES, (App StorePGoogle Playh*s7 US>y 0-~FLTHIFE)
Verified. MeD Y-t A& X

CP DL-LEtE1T (s _IRP

m - - . | I B

e = @ Verified.Me - mamma
BRIEEROZ AN ]

(—#BAF—LAEIR)

o EHREHEORE
II Y-EAFI A D

—HCHEE - 1-Y
HFTF) DIACCETAREN T ESecureKeyY—L ABN BRI EEEICIERK
https://diacc.ca/wp-content/uploads/2020/05/DIACC-Identity-Networks-Paper-Self-
Assessment_SecureKey-VerifiedMe.pdf 208
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Canada: Verified.Me

B Verified MeDEARPGEEAILLTO®EY,
Verified. MeMD{t#E M

Verified. Me

Dat

keys keys

Verified Me Service Host Metwork

Identity & Data  NSEGGG » Service
Praviders 3 A Ercrypred

data

Providers

Encrypted
data L

i Encrypted

® PATITATA&T-HTOIN15—(1dPs)
o 1- *J‘LB@?“%%E(D SMEE R ETITRIFT B Verified.Me [CSINT 2075 OB R, IdPOFIE LTIL, £RhisEE.
ERBERIER. ERBETONMYT - BLUZOMOBEERENSATY Y -AD Y
® USMYIN-T14RP) XY -EXTO/N15 -
+ Verified.Me (NS 3hFF D@E LB THY. Verified Me Z@BUTI-VICEHEDIEHRDIREEKH D, Verified.Meld.
H-EAT0/\M5 D EEICHFLTH - EAPR REIRETEIEROTIT I TATAPEEEEN)IT7TMT20EXIETS
® SRMERED TATYT14T1 & T-HTONMY - (£RES, £-E[H-ER-RAK))
« NFHOEELFILE 7 13, Verified Me Y—EAANDT It A% 7F L33 TITI MDREL. EchtU;?JI\U JOIA7AVR— 2V D
RATAVI%EIBETE, Y-EARANME, RYRT-T EODE - FEEZE L. —RIdPE L TEIEAE
® VerifiedMe 1-YI-Y1Vh
« 1-Y7H Verified Me RYRT=TICT7IEAL. XY RT=0 (ENLIVTTUEEIE Web T59Y) #NALTI-YOBMED
HECRETBEHICRMHESNEY-

HFfr) DIACCETABIINTWBSecureKeyh—L ABN BRI EEE(CVERK
https://diacc.ca/wp-content/uploads/2020/05/DIACC-Identity-Networks-Paper-Self-
Assessment_SecureKey-VerifiedMe.pdf 209
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Canada: Verified.Me

m \Verified MeDF|FHAA-J ¢ LT, £FE 4 (Sun Life Financial) 22985, $RIT(RBODA ANFERIEHR &
BELTHIATARIEUTOLIERNTIERN EEIND,

Verified MeDF| A AX-

Register

Register using Verrfied Me

OR

@
. ERBHDYA I

5"Register using
Verified. Me"Z 3R

Sun Life Financial
Agree To Share Your Information

.......

1o provide Sun Life with the above
o

I agree to

« Verified.Mell& RSN

TWBTATITATA1E
&R (Co0HAER
RBC)

( :

RBCICE FRSNTWNBT
1T ITAERERER

HFAT) https://www.iphoneincanada.ca/news/verifiedme-launch-canada/

|
] wil Carrior & 41 AM 00 -

il Corrier ¥ 41 AN 1000 -
Cancel Transaction Request
from ]
o Sun Life Financial
)
S i 2
@ Verified.Me
o Success! |

1 agree to provide Sun Life with the sbove
information

S = R—
() )

« RBCOTATYTATAE
WOEED RLIN

Register

‘ () )

« ERSHICER’E
T, Bie T
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Canada: Verified.Me

W Verified MeD ERFHHE LTI, AT OIHZETFENS,

[(F-EANRIHEINE =

o NFH T OERFRFCNETORAERZEMLTNS R, KYCIEROEHZLANE OEAREINTLE
SEVIEIFTEDY . RITORANFERERNMEE - BELEIITR VRIS TEY, BITELTEISLIKYCIER
Z EFCERTBEVWSHENMRITAICH T2,

[SSI/DID¢ LTh4#]

o AY-EAESSICEDIKETIVTCEH BN, —MDSSIKYVEE[CELWET IVEE- TS, SecureKeyftlFIN%
[Triple BlindJ&MES, IHHE, AY-EAETIVICSET53% (Identity & Data Provider, Service Provider,
Network Operator) OWINEN, I-PHHEE T ZIERMNENBETICIRREINZDN DS HBENKIBRELETE
1o TW3, —fRICSSIDETIVIZE. USM YT N=T1AIIZEZDIdentityFERAMEHN TVNBDONZ DN TIEHIBR LA
2. CORCRYBERTSANY-ERETE TS,

[1-25-X]

o IRY-EAMAE (Y-LAT0/\M5-) [F BUTHEBEPERZFICBRONTNSH, NationwideRID1Y IS¢
F35ItxBiELTVS,

211



3-3. SSI/DIDDSE1TEHI/PoCEHl

(BE]1hFIOTIINTATIT4T1

B AT TR, BUT - REEZEE THEREINSDIACC (Digital ID & Authentication Council of Canada) 7',
TIINTATITATAERAIL- LTI DR FECEHEA TN,

B DIACCOER M DE =ICIE. AFFIAIEED. TIINEHROEMIYATLAORELZBMICZIE LT
[RFIATLAVEI-I AT IA-A D 2011FE12BICEE LR EEN H D,

NI DFREIRT L RRBISERILT DI TEEEDITE

Task Force for the

<"/ Payments System Review D\B/K_\E'I_\/ U:L—‘)EPA l—t&ﬁ%h{‘ﬂ-_ E‘X’HET%?%F%\%(C*EU (: L/—CL\é
FHREICEZIT, ST FTEMNBETHD, EZER.
Moving Canada THEEMCHAMEORMEH> T BELZERELTVERN, Lh

into the Digital Age (& gﬁggﬂzﬁm\ UTD&IB1TENREDIET, BLE)-FT3
= BENHB,
o INTOBIFERADY T/ V-t ZRECEFRHKRELEF
i (EIP) ZBAT S,

- EREGFECHBALTE/MNITIVATLEEET S,
¥ o ARHBREVATLER A NTINDTIANY-%RETS
wy B DI [ TIINTATITAT4T =23V ELCA-E Y T174
T-v3v (DIA) JHIEOBEEHET S,

> LFERREDIZEDIRSZRER. MiTHBE LTEEHEMBICLEIER
FFEEE L L TDIACCHA 20125 (CE% L EN T,

HFf) https://www.canada.ca/content/dam/fin/migration/n12/data/12-030_1-0_eng.pdf
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[£3%] DIACC (Digital ID & Authentication Council of Canada)

B DIACCOZIMAY N-¢ EREHEMAEATOEY,
B IEEDIRTIA-ADREBRENE RCHEIIEND AVN-TEICFERMEEFEEZ D3,

DIACCOEBBIXYN- ERERRITOSH

DIACCOE ETOHRHHH
.::;;‘0_;::. Outreach'/— Fiﬁﬂﬂ% ﬁ

e i, = TELus  sECUREQE) e, gy e

Connect, develop, and strengthen outreach that
informs Canadian and global trends.

e Gain early input and view into local and
international efforts including GDPR, PSD2,
UNCITRAL, and more.

l\\ll)e Financial Group

@] Desjardins  /p ForEROCK

Py _._ D G Z
[ . & Govemment * Provincial members are first to be considered as
7 Ontario CGI pwc i+l ‘gﬁm Brgqsy\ggk venues for DIACC and IdentityNORTH events.
N : Cd (=1
BAREFOZh -Q- Innovatio'/ 1-AT7-AD1H, PoCEIiE

e Connect, share, develop, and strengthen service
and product strategies.

DIACC W ‘—_n' ént L\é 1 E“j j_'{ e Drive use cases to gain visibility, input,

and recognition.

e Test viabilities and accelerate innovation via
design challenges, proofs of concepts, applied

DIACC research, and more.
Interoperability: HEZERMY. AATTHH
¢ A 4

e Connect, influence, and deliver public/private
sector collaborative standards, agreements, and
rograms to secure interoperability.
TFEC IEC OEC P —
* Map impactful use cases to evolving standards
and practices to secure Canadian digital identity.

4_
=

e Lead and gain early insights and strategic

TFEC : Trust Framework Expert Committee opportunities for interoperability.
IEC : Innovation Expert Committee e Share Canadian standards globally and bring best
OEC : Outreach Expert Committee global practises to our community.

HFF) DIACCOHPEITICNRIVERL
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[&%] PCTF(Pan-Canadian Trust Framework)&SSI/DIDAD X it

B DIACCIE. hFFDE ERBBHI T IINTATITAT1LRRISTERIZEHOANTIAETIVE L TPCTFARFEL.
2020F 118 [CPCTF 1.0 alphaz0-YF,

B PCTFIE. VAT ITATAEBEEEFEDT7FO0INeT IFNICHEITIT BBRICROONBERRAPEEEFEFL.
BT PEEENUITLIAT-FTIFvE LTS B TEALIICTERILEBRIICEE,

B ERRRE D EECERFERTHEIN, TIINTATITATADRIANIL-LT-7ELT P EROHEST
J0-)NVTEFEFBEINTWNS,

B 20212 BB TATITATANED LD ICPCTRIZER T 2N DVWTDAMFI1VELN R LTINS,

[PCTFO#E R ER] [DIDICEET 3151 V]

DIACC & CCIAN

Decentralized Identity and DIACC
PCTF Authentication

Assessment

Pan-Canadian
Trust
Framework-
R lormatve

Credentials (Relationship & Attributes) B Spectied
Infrastructure (Technology & Operations) B fhcompaseng

HiFf) https://diacc.ca/wp-content/uploads/2020/09/PCTF-Model-Final- HPAR) https://diacc.ca/wp-content/uploads/2021/02/Decentralized-ldentity-and-

Recommendation_V1.0.pdf DIACC-PCTF-Authentication.pdf
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[SZ]PCTREMIK RO IV ITEZAAY K

— W

BT IINTATITATAY - AZIRME T EEEE . PCTFADERIR RE IV I T ZAXY R
BT A ABNDLSMEICBEAT2mAEEEZRZLTNS,

m FIZ (L, BTk DVerified.MelZDWT, SecureKey#L[FUU T DI I T LAY MERZN K,

DIACC Identity Networks Paper

Verified.Me by SecureKey Technologies Inc.,
Self-Assessment

&
Verified.Me

This document is intended to be used by kentity network providers that want to demonstrate how their
solution fits into the framework and requirernents as described in the “Making Sense of kdentity Metworks®
whitepaper. This seff-assessment is an Informal way to Bustrate the concepts discussed in the
whitepaper and has been reviewed by Consult Hyperon to ensure it s objective. accurate, and aligns
with the frameawork.

1. Introduction

erfied.Me |5 & service (live and in production as of May 1, 2019) offered by Securetey Technologies
Inc., in conjunction with & consortem of seven of Canada’s major financial institutions — BMO, CIBC,
Desjardine, Mational Bank of Canada, RBC, Scotiabank and TD.

Verfied.Ma i3 a privacy-respecting digital identity and attribute shanng network. The sanace simplifies
sdentity verification processes by allowing individuals (subjects) to share identity and attibute information
from trusted souwrces (including financial instiutions, mobile operators, credit bureau, and govemment)
with the services that they wish 1o access.

The network ts based on pemmissioned distributed ledgers operated by the consortium. It is built wsing the
IEM Blockchain Platorm which is basad on Linux Foundabon's open source Hyperledger Fabric and is
aligning with W3C decentralized ientity standards., to ensble interoperabdity with other networks.
Securetey's Triple Bind® approach means that no network participant alone, including Securekey, can
have a complate view of the user journey - the subject can't be tracked.

The service is free for consumers 10 use, sither using their web browser, of by downloading the mobde
app through the App Store (105) or Google Play (Android).

HAT) https://diacc.ca/wp-content/uploads/2020/05/DIACC-Identity-Networks-
Paper-Self-Assessment_SecureKey-VerifiedMe.pdf

ZOFRERERRT
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Spain: Alastria_ID/Dalion

W Alastria_IDIZSSITDTIINTATITATADET IV T,
Dalion[FARI Y DEFEEEZE(CL-CAlastria IDEEICH-EA{LENTWNBR IOV IV DL IR TH B,

B DalionS N Dalion7O0Y 17 b& Nt - Hik
® Alastria. $R17. IREE S, IXIT-BXEE | ITHESESE (Santandertt 7L 2AUU-Z&Y)
mJO0Y17 MER e
® 20194 (B4, 20204 (CPoCE £, 2021458 Y -P AIZMEIA T E ', akiahill h
® Alastria®Ethereum-QuorumJOvIFI—-Y ECEIE (BHES) $RIT REX
B AIAEADAUYR & Santander @) ... giece
o EADERZBSEIEDIBE
® HRY-LAZER - F AR _ Liber bank MAPERE
BEHASOFREHIR (KYCEWIREEED) ‘
® TATITATAREIIER IxRIF-
BB IAZAOXYYH 0 Naturgy ¥
o HIAEBROFREELEOHEL CaixaBank _m, REPSOL
o EREHHHME LB ] . |
o SIMEEMOFRLIXAEFNORFL ey o=k
1-HIVARYIVARA L SME \ ir!gj_:gm 1

HAF) YV T-IVERITICEBDalion SOV ROTLAYY-Z
https://www.santander.com/en/press-room/press-releases/2020/11/ten-spanish-
companies-join-forces-to-promote-digital-identity-using-blockchain-technology 216
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Spain: Alastria_ID/Dalion

DNI 3.051— 1~
W ANTY(CBET BT IINTATITATADERYEAILT D&Y, P ——
B DNI (Documento National de Identidad) 3.0 " e "i.‘o“
o ANAVER (EREZHB) NFIT AEERODNIN52015EELIBIT o “‘ﬂ

e .
BAAGO03RY O 0V FOBY

® ICFYTICdo B RV LIEEZEME (NFC) TT 5% FRIgE
* 1‘%%?93‘“-9 : &%%Il‘%iﬁ\ BEE, Y1V, IR %?%%%IEHHE\ DN|EEEﬂ§ ~99999999% }.-—/h_-_—:; PRT3¢

— == fepe - G} B : i i
® %’ﬁ’l%%ﬁ@?mﬂ'\)@ @g%%% (D'fT_I' 5__;_'_{:" L{ﬁﬁﬁ EJ'E\E B H# : https://www.dnielectronico.es/PDFs/uso_nfc.pdf

B Alastria_ID
® 2017F(CRELIEEN FEDAlastiralC &Y, 2018FENSTOI IV Y FEIAEINESSIDT IINTATITATADET L2
 Alastria@®AYN=#(I5503G< Ty EICARATY (—BRIFATUTPRMY) DEmMESTAZE, AHHERE, XKFE
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releases/2020/11/ten-spanish-companies-join-forces-to-promote-digital-identity-using-blockchain-technology
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“Alastria Digital Identity An ongoing project”
https://portal.r2docuo.com/alastria/document?L.3110FC15F
"Alastria_ID" GitHub https://github.com/alastria/alastria-identity/wiki
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HPAT) “Alastria ID Compatibility and interoperability”
https://portal.r2docuo.com/alastria/document?L097EBB43D
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Variant: client_auth_type=private_key_jwt, fapi_auth_request_method=by_value, fapi_profile=plain_fapi,

fapi_response_mode=plain_response

client_auth_type=client_secret_basic, request_type=request_object, response_type=code, response_mode=form_post, el
est ID:

client_registration=static_client UTZ74cN312LP43]
Test ID: Created:
TXstXd1ZAg0QAWA Tue Apr 20 2021 14:43:34 GMT+0900 (HAAZ4EES)
Created: Description:
Tue Apr 20 2021 20:56:01 GMT+0900 (Ejﬁ%ﬁﬁ#} conformance suite instructions example using Authlete FAPI-RW-1D2 with private_key
Description: Test Version:
a 4111
Test Version: Plan ID:
41.10 W57]8AgYEXXLS
Slan: This test maks FAPI authorizati t usi lid PKCE (RFC7636), which t d. FAPI-RW-ID2 di
is test makes a authorization request using vali , which must succeed. -RW- loes
DA RILE ire servers to support PKCE, but as per httpsy//tools.ietf.org/html/rfc6749#section-3.1 "The authorization

cognized request paramets .e. whether the server supports PKCE ol valid PKCE
request must succeed. The reason for this test is that many OpenlD Connect clients speculativ: ly PKCE nd the
OAuth2 standard requires that requests from such clients must not fa L

The client is expected to register with a valid ‘initiate_login_uri’. The user is sent to that url, which should result in
the RP redirecting the user to the authorization endpoint and the nermal ‘happy path’ sequence completing.

Results: Results:
EE=00 G [0 T © T I e (0 0

HiFf) OpenlD Foundation “OpenlID Foundation conformance suite” https://www.certification.openid.net/
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Cryptographic Agility ADZ &

m—iRA(CT I TV ALIGREETEIRIEDURTINEED, BIRILERICE. EFERPES(LEEINIERICHT
BRSAPLBYTILOEZBZBIH. REBOIL-LFAZEE LZI-AT-ATE. 7INIVXLETR{ICERTE
L. Z2BT7 IV IVALNDOBITICNTEEZREET B,

W3- 1 2B THEALIRBOTIINTATITATAORE - FIABIRRICE FL-LT0/MF-DFELEVRRE
ZRLAEHEANBEERD,

Cryptographic Agility D& B35

@ @ ® 3 2Hi CHRALAEIO-%RFZ B, DHEEON MR- 1#
BEIES. @74, @I~ MEEICLERIER, D3NATIC
AN 7ol ALk 7 | UV W BLWBLNETIVTVALIS T BBFRIEADZE AR E,
LIS E @ | T o DEBMBRERICEIVMETHY, BITHISOEMATHS
JU=LTORAET == UF1 VT K-TANEFET BRI

TO, YEEOMG FHLWESTITUXLAOYIYER

%) 2EBIIHNENDS.

¥ I_El SEURI ® —HT @ Ol BEEMSNEBERENRLBS, BIAL

— 5 (eg,70v7F1-V) DX EEFLYTATAD—ITHEI L-LTONT-1BRIC
FELBVATREEE BTN B EL BB,

O GIZ L@ TIE, XTI OvIFI-VEBOFELLT,
NyYaT N TUZALHEIAME LB ETE, (SHBTERE =X
BN EE T LIS AR FEMRIBIN TS
ERTIIUALTH IOV EERL. BIAMELETIVTUR
LERWGBEICERSNZIOVI OBEE, HE3ET 3

HFT) Long-term public blockchain: Resilience against Compromise of Underlying Cryptography — Masashi Sato, Shin‘ichiro Matsuo

OBERE (R RERES
IIVIN
@I —-LRIEDTHDIEER (eg, DID, DID DocZE
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[(2Z]N\vY17 I TVALREFRILEFEDZITAI (Blockchain AR - REIBRZAR)
BJOVIFI-VEAWESE. \vY17 )TV ALOEIRIEAFRELEISETE. FLWLWA\Y Y17 TYXLERN:

JOvI0EMK%EITI (Hash(n) Z&TOBEDITOVINEEMUEEDHIF TOIERAN ATREL 1S,

B DIDERKFCE, TOVIFI-VILHTHRL RIABZ AR ERWABMYURI MFICBIIZEEEEEINS,
Eﬁﬁ%%ﬁ_t'((;t\ FLWN\Y22T VTV ALERWTET- DMLY IZITIAENMREINTVNS, — A T,

IT?'U"ULEBL\HI NEIREIEAZE OB MHARY. KIERYAL (CRL) ORITRHEFEEH. EFER
L IERN D E LRI RIODOVTEENBHETHDB,

BlockchainlZH(F37 I IVALBITAR RHIBZ A (CAJESOHI)

ES-A - ES-A
ES-X-L- |
ES-C -
Block: Block: Block: ~ Block: ES-T -
0 1 n n+1 = \ |
y v Y T=hAT|7-h147
iaspisaRs RIE | IM1L | F14
Hash 1) 7 piD- Hash 11 o oio- ||| 72" || xoiD- Wk B STS | ygpLyz | B> | AF9VT | A9VT
func 11 50 ) func 1155 ) func 1155 ) = o =AY TvYJ (1Balg) | (Falg)
(b0) O | ton-1) N oy o¢ XE RBIE alg) | (#ralg
BHEIN\YYI7INIURAL  BFHENYYITITURXA |
=RAWNEFI-YJOvY =ARAWNEFI-YIOYY - i
IREECHERIBERELT,
SALAI VT EREEEND

HPFT) Long-term public blockchain: Resilience against Compromise of Underlying Cryptography — Masashi Sato, Shin’ichiro MatsuoJGICNRI{ERX
RFC5126 - CMS Advanced Electronic Signatures (CAdES)' JTICNRIYE Rk 234
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FERXRIECEZ X1V T1DIBIR

B O IVERREIER (CEMEEETHY. MENABAEERV B ERANOF EICEZYR-E
HAfF SN TW3, FEMREE (Formal Verification) (3. SANTFEERETINOHR TELERLBIEDRIEEED
HBIYFTUAIT T BREIFEDIR B ZITOIFIETHY. ISO/IECIT798 ICHTBAE55 14 >, Financial-Grade
APIFHEEE, 2 EY-VICBWHIBERBDOH D FETH D,

B IREAREEFROSSI/DIDNEESONIIVICOWTE., [RGB - RIEA BTN D,

ISO/IEC 9798(C ¥4 9 AL AR A E & & 1% H 2 B RIS EEDOBEE L FAPIICH T 218 EEE

MREEXTSRD ISO/IEC 9798 TE RN TWBRE B INE
ISO/IEC 9798 Series Thread Model

Attacker Model (Read-Write Profile)

. Authorization
« ISO/IEC 9798-1:2010 1. Man-in-the-middle attacks B"""& St Server 45}
« ISO/IEC 9798-2:2008 | | 2- Replay attacks — : '
. |SO/|EC 9798-3:1998 3 Reﬂect|0n attaCkS < 2. Redirect Authorization Request + Authenticate >
+ ISO/IEC 9798-4:1999 4. Forced delay attacks < m— s |
« ISO/IEC 9798- IR
2:2008/Cor 1:2010 PR EE S N [ 4. Redirect Authorization R@gg “ﬁ S~ misconfigured |
« ISO/IEC 9798- R LB R XY R s S.omd € Toben Encpuiet
3:1998/Cor 1:2009 1. Tagging — o = I
* ISO/IEC 9798- 1. Role-mixup attacks | | 2. Removing ambiguity
fsz)‘-i?gég';’g'; 2010 2. Type flaw attacks of optional fields - Se”""
: i 3. Reflection attacks 3. Explicitly stating p— = J|
4:1999/Cor 1:2009 assumptions on Spec e < i s g AT > <
* ISO/IEC 9798 —-XI(CH LI #R N TE K& fzThread ModelZ B X ZIREL, « AT REBDET I EEERD L. AttackerET V& E &L, RAEETE,

* Read / Read-Write MProfilelx LIE R F 2B,
* Attacker®T )LE LT, Read CIFERAIU I I AN/ ERRILARY AR .
Read-Write CIIHEE (LK~ 7 YIVERAY MHE/ATR S EE R,

« Role-mixup attacks. Type flaw attacks. Reflection attacksD &2z H,
HET BSIINZRETFRADOY T {FFPOption FieldDREBRSHERR.
AIHRSEHOIASLEE, BBRDEHDfixEiRR,

HHFT) Evaluation of ISO/IEC 9798 Protocols Version 2.0 David Basin and Cas Cremers April 7, 2011

Formal Security Analysis of the OpenID Financial-grade API - Daniel Fett, Pedram Hosseyni, Ralf Kiisters 2019-03-20 235
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(2) FEHEMETOIRRE

SSI/DIDDFEF AT E TDERRE
B SSI/DIDDFERME CORBELLT UTOEANEZLGNS

I5H

#a

NER/GE  BISXUBERIL

EODRRE

EEDEE

T

SSIZX L LIEE RIDXCE OIR M HAMTHY SRR BAEA CEX G TES LD, HIE LOREBCHITTEHE
h$%3.

BIZ(E, SSI/DIDICH B LEBFELPEFIGIORE, BLUBFXELLORIIFTRERIIAZLLT
IEII5%,

TIANY—RE

SSIZHEHE - FERT DAL DT -5 M TIANY-Z(RETZHDT - FRER BRI BEEFHIED
RELPHEICDUTRENBE, GIZE DALY MREEDTHDWE RERET DHEFEIR5TT 2%
SSI/DIDICAEEARP IOV IFI-YRYMI-JEM AT 355, BA/MEET- Gb‘/\ﬂ&Aﬂlﬁl;%‘:ﬁén
LES RN H2Z, R EICBLTREORELY. FIRTIBOERAM NS VEDKREN KHON D,

2B LD
EES

bSARTL-LT-T

BRINESD elDASD&SEEID TONA YT -DFRELEHEILS D10 EPHEHONHE LU RBOIL-
LI-D%RRIBIENBETHB,

FATEYTA

SSIET IV TR DALY hEdIfHT21-0 B HMNdPELTIREEDIZE T, R THNIEE - b - HHMEN R
EIREEHZ—FRNCRI-VYESHNRLIVENELS, OHI-YNOXZENEELLZH, HNED
RIS 0N, FLZOEHPEESR R FLAFOBRORVEFEDBEN TR,

IEIRALE
DEE

BITOIT/TI9INY
AT LOE S

SSI/DIDZFIARIEEL T 3. ILT VIV DRITOIREAIZRIBEICT BT=8IC, IETO)lT/ZTL\GﬁZE’P%ﬁ*E
JATLEBENLELRZI5ENHIN., BIRZOKRECREIF AL RATFNTVWEWNGENS

EADEA/I-R
T-ADMRES

IRIRSSI/DIDIFLCE R LTHELT . BEPBUFMBRGEL TREAICHLTENWPTVNY Y 1-V3VERETS
CEDME,
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1) ER/HE LOREOREFHEMVBEHEL - FONLTRR
B ZREOHASLORERRICHLY S E LB ZEUEESIEU T OBY,

2E L RHMYEHEH

H7dY iRRA SRREGEM

1)ER)/ -BUFHLUEE -« SSI/DIDICXT IS LTEF V3T IVIDDIRHEER »

FELED MEEHEOES - (CWETERL. FIELEOBREICIST S,

ARRE B Z(L. SSI/DIDICH IELI-EFEBELVPEF
G| DiRF], BXUBEFXELREDRIEA]
EREEBAZE L L IBE D IAEDRETHA N E
T>EWD,

EUTIZERINZ & & HEBP(European Blockchain
Partnership)& £ [@ CEXYFBEEBSI(European
Blockchain Service Infrastructure)f Z¥ 7747126
WT. BRIMSSITL—LT-TTdHBESSIF I (European
Self-sovereign Identity Framework)(J)?FﬁETh“l_&)b
NTHY, elDASADEE%Z BRI ELTelDAS Bridge™
DEEZNMTHN TS,

TIANY—RE  SSIEHEE -SRI DAL DT —H HER], TT -
ANY-ERETBHOT-H{RERFICHA
FrEEHEORELPRLE[CIGUTHED
E,

BRI ALY MRIEDT=HOME L (RE

I AENZIRETT 5F

«SSI/DIDIZ% \ﬁﬂzii_L‘mE’P?D WIFI-V Rk
D-0%F AT 55, EA/MET-IND .
&Aﬂlﬁl;i“ﬁéntbiﬁ‘@ N H B, @i
EBUTRHEIORELY., FIET3B0E
BAARIMVEDERENKDHONS,

JOvIFI-VEEEEZEBMAICERIRLTZMD—
DELTERBKRED(AIVIMIE, TOVIFI-VE
BDEEZVOTHIEL TS, ZOF T, [TIFI
P yhIBET37RE] (Section 34-29) AMIBMNS
3 (34-29-107)E LT, [MEFOBRTR]FORAZIR
EIPEMEXENMRESN., BADQRER | Z5F
SHEFDRERCZBIEIHIELCIEEEDT,
Sovrinl3GDPREAEE LT T - (R ELICHEML T 78
OU=ANIV-LD-JICBI2EERTIF-DEE
L. Sovrin LegerADE E:AH%1TITransaction
AuthorsICB L. Permissioned Write Access polices
TIRIEANDHNEZAHTREL L, BAFESAHE
TEBWKICTBENNTYAIL-LT-JITRELT
W35,

*1) European Commission, https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=262505734

*2) European Commission, https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/about
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[ ]BIFSLUOBERILIREDRELS | EVICEIT2ENEE G

B ER/AIE LOFRBEDIS, BEERNANTROIEET - EimDEATHNSEED—DA, SSI/DIDICHIGLEEF
ELVPEFEGIORF, BLUBEFXEREDIRIAIRERIBEZELLTE DI 30 DIEET,

B BZITEUTIE, SSI/DIDLelDASDIERICHEFARFIHERINEZE S TESHON TS,

elDAST(E. BF BAZETNIAM —EALelDDEMIN HZEAFZ T HED T, elDORIAFERZEUMNE

E&ETRIANGITENTEB. SSI/DIDAARelDASICERINZA DR M EHI TN,

o ARRIIDWTIE, elDASESSITAVATAD RS AN IL-LT-JERIEFT 5. elDAS Bridge™ ¥, ERJN
SSIZL—LT-JT&HBEBSI ESSIF2 &L\ TZEHEDH CEARRIICIRETINTWSEIATH B,

%15 : elDAS Bridge

o FRINEEREL. elDASZSSITIVATLADNIARIL-LT-JE LTHIFBRIBEICT %78(C. elDAS BridgeZ f %,
« elDAS Bridgeld. 117 OVerifiable credentia A\DZBZTOTAZZIEL. RUIT7ATDILT I Iv DRV T4 -3VTOCACETE121T D

DIDDEHICVWE1Y1Y (RTOIJITTITEAZRR) OFFEZEXIET S, elDAS Bridgez[1E2]ZL(C&Y. Verifiable credential D5 A+
AEERASN A 1EHE A

*1) elDAS Bridge&¥#fl https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/about
*2) ESSIFE¥# https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageld=262505360 238
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[(2Z]TSANI—RE : KETMAIVITHDER

B SSI/DIDICDVWCOEENEF-TETVNADIE. FEOT Y RE R EMNRILIN, BEBICBIZEAT-IEBEOEEHEN
SFO>TCVWAIENERD—DICZE(TBND, SSI/DIDEHEEL TWKICH TS OS5 HB BT -FTIFvOHEEEZBIFLT
DHENLELED,

m BRI, SSI/DIDLEBL\’ClI\ DALY EDIREERIREL TAM B REIRETIUNREEE LAY, INKTHE(ICHR., IR
NTLEHEBAAT-IRAVERRD N EREEK(FIEERE, COLIBER AN EZR - FHIELORBELOLE LS
(CDOVWTOREETE N E L RBAIEEEN H B,

=4 REVAAIVIMDES

o RETAAIVIMETOVIFI-VEEBELEBRICEIFLIZMD—DELTERT. JOVIFI-VEEDEREEZWOOEHIEL TS,

« ZOHT. TIFINTEYMIEETSEE (Section 34-29) ADIBANSEX(34-29-107)¢ LT, [MERDFRIICBEITEENENTREIN. BAD
[ |2 FREFEREIZEDELTIEEEH TS,

o AEERL2021F48 [LTRENTVRY, WERETIENERETIRKRMERISREEREETRITEINBZIENMEEINS,

[ #Z2#EDFA~(Disclosure of private cryptographic keys) |
34-29-107. B BODIERK. 21 (Production of private keys; prohibition.)

AAE RFARNTITINEE., ZOMBOF)RI(SEN CBL TR ERIBREM A TERVELIE
FRCERWESE ’iﬁ% WD T I AEREIT BT IIINEE, ZOMOM 2 (FHEF] (CEE
IRARIMDRESE, ITE ALEFLEFZOMOFHRECEVNT, MEREIRRLIY, MEREREMDE(C
%EIB’@.‘T‘:U@“%ZKE@%’JE‘*LEL\O ANIEL WEBRDNTICAERETET IFINEE. ZOMOFZE
I FEMZIRRILEFARIBIL FLBTITINEE. ZOMEOFIZEIIIEN LB T 2153 E
FRI DI EBHTERENLGFHRIEZRIETIEDELEIBRESNEVEDET B,

HFT) EREBELNRIFR,
https://legiscan.com/WY/text/SF0105/2021 239
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[2E] T34\ —{RE : SovriniA B OEH

B SSI FEEFEDZLDTIMAINY-HBERERITBIENTZREDELTEREEINTWS, FIRIE. RFREEDEL TS, EUD—%
BAT-51RERA (GDPR) DFE175RTHREINSGTNONBENFEADIHZFICBILTIE, SSI/DIDICKYEART I
BIRCUVIENT-B o 0EREZIVO-IVTBEIENTEEH, I-FICE>Th FERAMERBAT-YOEEILRELLS
T-AEBEICEH>TERHRYYI-VIVERBATREMEN H D,

m LALEAS, SSI/DIDICTOYIFI-VIMERINEHZE L. BAT-IPPIDEIRADEFEEECEEETEIENNELES,
COERICBELT, 5#SSI/DIDDI-AT-AFE LI UTEWEARE(L . BEARIL LTV ENNRETHREBEIND,

=44 : SovrinBAFOEUE

« Sovrinld. GDPREBELET - REE(EMT B0
U= IL-LT-DICBIR3EELTII-OEBNZ2EXKD

(;5‘:%§EEL/-(L\50 :G)EFI-C\\ SOVFIn Legel’/\wggij_\]f Permissioned . ublic
#1TDTransaction Authors(CE8L. 3 1KPermissioned . . e
Write Access policesTlE, EADANEZT A, EAL R o e T

EXAMTELL, Sovrin COEBD—DIC, UATEZE(T
W3,

"ThICEY, AT - HSovrin LedgerlCEZAEN3Y
AT EREND, INIEIRTE. Permissioned Write
Access policesCE 1IN T\B7z5TdH 5, SovriniF[H
[ AEMLBLAFER EOBAT-YICEETZIREDR
HORHEEEDT T, CDRENDETHDEEZD, "

AT https://sovrin.org/data-protection/
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2):ER EDREDREFHEAVIBASEH - FoNTRE

RRRE M & LIV EBES
2R -hIART ERHIE  EHESO elDASOLIRER IPOREEE  « FIRIE BINEERCET, SSIOEAMI AR
LOFRE L-LTU- FEILTBDIC EPHIBOANEIUREADT  (CHUENBERNCES M EFELIRITAR
7 L-LT7-0%RRET BN BETHD, RIOBIEZFDLEMECE RUIEISSI eIDAS

Legal Report] B fTaN T3, ™
BRAAE- «FSANIL-LD-JDEEE- B - BHEMHR- - OIXPDIACCHREOHEENEKRELTNS ISR
LOEE  #ELTWKHENHB, FIL-LTD-7(F, JEEFEBMELTERDA
GHENRNEBICHLEREZESHY (BH/ERE) . T-IRIY-DEF->TEEINTEY, —F
IAEIEPIVEYTIRANOEBELE,  OEAAF-LVEMEBRITIA AR
BREY TFE—EFRLTRTIRE0TRES, 2o TR, KLU, REHRLFUL

DT EHERENICES SERTRLENDS, RHRAE L EO— BRI E TR - RERRED
s TFOHER: SERICERULLNERT I LT, t0tEH5, o
Tgaff}gfgn% RIS . SSIDIDUSDABHTIL, FIZIE. BhNELE

cSEREOSE. B FHTIVY-VT LEF S 5CA/Browser
ETERYY-DEIT Forum™ T, EFIIAEZFEEBEDNR
cIL-LT-I0EH /ii'lﬁ-fr'J@'l‘ir‘:ﬂJ:@t&)@ﬁ% RO VKRTEE
- i TFE A8 B 5ZE A EHENL 172TW%,

RIA-ILICIEEELEWeb T IVY-FAHEA
JH-ESMLTHY, BEEV SSLEIBBEDH
1FIMVREREBITOTUNS, ZiLEME
JA-SLTOEREFEEZ. BHOTSUTHE
REZEDRTZITI—H. EROZFAEESE
(CBIF2ERBETE—BERERE - RET
32T HEERMZERLTNS,

*1) European Commision - SSI elDAS Legal Report : https://joinup.ec.europa.eu/sites/default/files/document/2020-04/SSI_elDAS_legal_report_final_0.pdf
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2 )EF EOFREEOREFMENVEHSEN - FONTRE

ARRE Y 2E LR BRYEHES
2R -JM7EY BEESRSI SSIETITE DALY RESIET2I1-YEHH  « OIXTIESARIL-LT-JDH T, SSIE
EORE T4 IdPELTHRSEES LT, MR THNEE - BE:  TIAOMIGIOVTEMNTHY, AFRE

HBENIREINETEREZ2—ENICEI-YEE  (OVWTEREEHEITWS, /=, DIACCT
DREITHENELD, COEHI-PADOZIEN (L. DIDOPCTFADZEMDZE Z HICDWNT
BHEYEZD, #HNEORKITIEESON. £-Z08E DHARIAIDIRERSN, CORTEAAN
FPEELRA. FEFEZOROKVEOEE  OFICHREETHI 2DV TEHNLN
D A<BBRE, TW3, WINERELLTUIREINTL
«AT-IRIA-OBYIESENBINTUVEWNSG 30 BEFENARERELRETEZAZTOER
B AKERBINZEHFEOXMPEES RN B TW3,
HLEW\ BB BN HD,

1-YDRE: - I-TEBBODITUTIV-EH4L THY, t£E51Y7 « OIX Trust frameworkET IV ClE. TALY

XiE FJELTOERICEVTE. MBESEEZEH#RLE MIssuerk LTEVerifiere LUTEIEEET B
HHEAMEYNERFEIN S, ZEHERELTEY. AMLAITDEvidence
IR, DIRTRE. VALY EBEIGEWSEE

—;IARIV=-LT-D(TKRHDDEHZERL, 58 ZIEILZBELTNS,
ExZIEFBAHECEVNPTVWYI-VIY « EETIOKRSTCEWTUT, EI-AT-AIC
RN AIREREEEDHSBIRIEEL T HFZLEEREOEBVNFLLT, UALYE

-BEECOEBI’RHELI-TFICOVWTUIHERET AV -, 31 PartyD Y -EL ARt EZDAE

FEICLZRITOEMEAHERETTS ENHYBBDTEBND, EWIEREH
Vol BEVPTIINTANIFEERELEFIE TV,
ET AN,
FAH-ERIR &MY -EASETOAYR-T1VJIAMIEIIC « Securekey®DVerifie MeT(d, &RiEERTE
N=FE] BFE595—H., #HNEDLIBYV1-VavREFE.  HETHELVerified MeZEEI 5T

EAIANDEIBZESIHOEBENNELLED, TIVEFALTWS,
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[3E]51T7EUT1 : OIXDFSARIL-LT-2

B SSI/DIDDER /L VXA EDREBEDH TESSI/DIDIEFE DREL L TIEHEINTWAY., F1T7EUT1DOMETHD, IHEDE,
SSIETIVCE DK -EATIE., AN RENELSGEDEEL RICETIRENEE S TIERNEHRTHD,

o EIOEF T FederationBEDIMSTETIVCIE. A T7EVTADFEIEICDWTIL, IdP/RPEICEERZE - HE{TOIIET
BIBFZIEENBN. SSIETIVCIE., TALY &SR3 1-Y B BHIdPELTURBES o, /ERDIAPTHIEPIE-
HBENRELVZEREI-VYE SN REITRENELRILERS,

o ERRICE. 2TOI-YBBICZORAZREZHRFIZDEIARAEETHY . EMBIBOR ANSERONDOTIEN B EE BN,
ZOXIE%E, SHENEDORRICIESON. FEZ0EHFVPEEL AR, FEEFOROFWVWEDEENRNBAEECHE, AEE
EERRLUBVWRY., I-H IR OLTSSIETINOY-EAZFIAEY . ZRPEEENTEBELY -CAZRE LAV, &
MREDEROAEMEEZZI N, EF L/LIRXALEE LR B,

£ : OXOLIARIL=LT=T

« OIXIFZDLOLRRBEMRRTBTHD—DDY-IL LT bIANIL-LT-TD{EEL - TERERELTEY. FSARIL-LT-7
EEMER ERTILHICUATOIREEZIERT 5.

I5H M=

ANFYRERYY-5RTE « FIARIL-LT-JDI-IVRELELE, BEERE. FEBREORG] - HE, E%E-
FhsEE, RPASEOLHEAEY

N)Y-DETE . EEE/‘I'?UD—U)%?UDEET%\ EEANZA L, FHEXFETOEE, ZELYY-20D
=

SNEFOEE « SINEEROEBLETR DELIIAMN-T YR-b, EERR, FHREFHT

TYEI-TDFEE o RYNI-JORREYR-b N-TT4VJ, 121253V, BRRORF

FSANIL-LD-IDEE « SINEERFEPHAENOY-LARMH

HAT) OIX,” Guide to Trust framework”
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