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῎

ÂᴞṜ ῎ ︠ ISO/IEC 24760 *1)

῎ Ṱ

ˢentityˣ ¶ ᶎ ∕ Ỹ ֫ ḩ

(identity)

¶ ḩ ›

(attribute) ¶ ל

(identifier)

¶ ԁӪ Ἢ

(credential)

¶ ►

¶ PIN ◙

(verification)

¶ ḩ ᶎ

¶ ꜡ Ὠ

Ὠ ꜘ Ṱ

῟ṍḧ ḩ ᶎ

(authentication)

¶ ꜠ˢ ᴟ ˣ

(validation)

¶ ῟ ᶎ ᴦ Ω

ṁ ᶎ “

(identity management

system: IMS)

¶ ḩ ḯ Ӳⱱ ︣ Ṫ

 

*1) ISO/IEC 2460 ӟᴞ ͏  

ISO/IEC 24760-1:2019 A framework for identity management Part 1: Terminology and concepts

ISO/IEC 24760-2:2015 A framework for identity management Part 2: Reference architecture and requirements

ISO/IEC 24760-3:2016A framework for identity management Part 3: Practice
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῎

ÂᴞṜ ῎ ẉ ⱢỲằ ├ ḩ ḩ ṛ

ԁ ᵤᵰⱧ ► ῎ ᵤᵰṛ ╥

῎ Ṱ

Ṯ ︡ԏ *1) Å *2) ⱧỘּי ᵺ Ỳ Ṑḩ Ộ ἰ ︡ԏ

ᵺ︡ԏ ∞▀ √ ׃ Ṯ

᾽ẁ ᵺ︡ԏ ḩ √ *3) בֿ√ 10
*4) ͒ √ “Ӯ “ Ṯ

Ṯ ›

Ⱨ‮ Ṱ ˢ ͔ ͍‮ ☼“*5) 16 ˣ

ˢ╥―ʿFATF᷉ ⁮20*6)ˣ

ÅỲ Ṑḩ ⱢỲ √ᶨ ׃ ⱢỲằ ḩἰ

Ṯ Ṯ › ₢Ấ › ṛ ṁ

Ṯ Ỳ Ṑḩ(FIU)

Ỳ *7) Åᾤ ḼỘ ⱱ ᴦ ︡ԏ ◦ ᾑ

׃ Ỳ ︣₇ ᴣᶊ ᴦ

*1) ⱢỲằ ├ ḩ https://www.fsa.go.jp/news/r2/2021_amlcft_faq/2021_amlcft_guidelines_FAQ.pdf(FAQ)ל

*2) √ ׃ ӱ ♁ ḩ https://elaws.e-gov.go.jp/document?lawid=419AC0000000022

*3) √ ẉ √ ׃ ṛ ḩ https://elaws.e-gov.go.jp/document?lawid=411AC0000000136

*4) ⁯∑ Ẹ ᴞ ṛ ἰ “Ӯ “Ӯ ♁ ẉ ΰ ︡ ḩ

https://elaws.e-gov.go.jp/document?lawid=403AC0000000094

*5) √ ׃ ӱ ♁ ḩ ☼“https://elaws.e-gov.go.jp/document?lawid=420CO0000000020

*6) The FATFRecommendations https://www.fatf -gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf

*7) The World Bank Financial Inclusion https://www.worldbank.org/en/topic/financialinclusion
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῎

῎ Ṱ

ῢ℅ᵫ (︡ ԏⱲᶎ )*1)

onboarding due 

diligence

ÅỲ Ṑḩ ᾽ẁ ︡ԏ “ ᵺ᾽ẁ

לם ◦ יּ ︡ԏ

ⱢỲ ᾽ẁ ἰ ṁ ₰

„ ᾚ ☼ם

Ὃ ᾽ẁḚ *2)

ongoing due diligence

ÅὋ ᾽ẁ   ᵺ᾽ẁ ☼ם ︡ԏ ᾁ

᾽ẁ ™ ᴣ ᾚ ☼ם ԁ

לם ◦ (3*יּ Å › ⱧỘὊְ לם ◦ ᴦ ḩἰ

᾽ẁ *2) Å︡ԏ   › ︡ԏḩἰּי Ṍ ᾽ẁ

ᵓזּ ∆ יּ › “

ᵓזּ ︡ԏ ♁ ᾚ ︣

Ộ ḯ

︡ԏ *2) ÅᵃẠ ︡ԏ ᶓ Ӱ ︡ԏ ᾁ ₰ Ṯ ︡ԏ

“ ᵺ᾽ẁ ᴣ ֳ ᾚ ︣

*1) ÅỲ Ṑḩ ꜛ ⱢỲằ ᴣ Ẩ

Ӥ ῟ם ᾚ ᵺ ᾋ› ├ „

*1) ẉ ⱢỲằ ├ ḩ https://www.fsa.go.jp/common/law/amlcft/2021_amlcft_guidelines.pdf

*2) *1) ⱢỲằ ├ ḩ (FAQ)ל ╥― Ṱ

*3) √ ׃ ӱ ♁ ḩ ☼“ṛhttps://elaws.e-gov.go.jp/document?lawid=420M60000f5a001
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῎

῎ Ṱ

AAL*1) ÅAuthentication Assurance Levelʿ

ꜛ ᾤ ꜡ ◓ ḹế

AML/CFT*2) ÅAnti-Money Laundering and Combating the Financing of Terrorismʿ

ẉ ⱢỲằ ├

eKYC*3) Åelectric Know Your Customerʿ

ḁὫ ꜛ Ⱨ‮ ᶎ

IAL*1) ÅIdentity Assurance Levelʿ

ᾤ ᶎ ⱱ Ὠ ḹế

FATF*2) ÅFinancial Action TaskForceʿ Ỳ ᶨ ⌠Ộ ᵓ

KYC*4) ÅKnow Your Customerʿ ᾽ẁᶎ

LEI*5) ÅLegal Entity Identifierʿ︡ԏ︠ ꜡ ◓

LoA*6) ÅLevelof Assuranceʿ ᾤ

NPI*5) ÅNatural PersonsIdentifierʿꜛ ꜡ ◓

*1) NIST Special Publication 800-63-3 Digital Identity Guidelines

ˢ ˣhttps://openid -foundation -japan.github.io/800 -63-3-final/sp800-63-3.ja.htmls ֽˣhttps://pages.nist.gov/800 -63-3/sp800-63-3.html

*2) ẉ ⱢỲằ ├ ḩ

ˢ ˣhttps://www.fsa.go.jp/common/law/amlcft/2021_amlcft_guidelines.pdf ˢֽˣhttps://www.fsa.go.jp/common/law/amlcft/en_amlcft_guidelines.pdf

*3) √ ׃ ӱ ♁ ḩ ☼“ṛ ԁ ᵠ ῝ https://www.fsa.go.jp/news/30/sonota/20181130/20181130.html

*4) Ỵ“ ᾽ẁᶎ ḩ https://www.fsa.go.jp/inter/bis/f -20011004-2.html

*5) Ỵ“ὨↄṐ ộISO ˢ 1ᵕˣhttps://www.boj.or.jp/paym/iso/iso_panel/data/isop201127.pdf

*6) eID Documentation https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS+Levels+of+assurance
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1-1. (IMS)

¸ ם ḩ › ᾝ ᴟ Ḛ

▫ ˢIMSˣ IMS Ӳⱱ

︣ Ṫ  

¸ ם ḩ › ◓ ᾝ IMSḧ

︡ ♠ “ Ӣ

ᶨ ῀ ᴟ ˢ Ἱ꜠

ὀ ˣ ◙ ˢ˹IMS ᴟˣ

1-2. ︠ IMS  

¸ᾝ∕ ︠ IMS Centralized ◦ Ṫ

Ḛ ᴦ ὀ ḩ Ṫ ├

¸ IMS ֫ Ṫ ὓ

֫ ᴆ eIDASṛ ᴟ ⁯ ֽ⁯

ὓ ᵫ ֫ ˢ ˣ ├

ṛ Ấ ᶨ Ẑ

1-3. ꜛᾪ︠ᾂἷ

¸Ṍ IMS ˢӂӪ ⱱ ˣIdP ♁ ˢӂӪ ⱱ ˣIdP

ᵠ ◙ ὼ ᴂ

ꜛᾪ︠ᾂἷ (Self-Sovereign Identity: SSI) ╩ἷ (Decentralized Identity: DID)

¸ SSI ꜘ ꜘUnlinkability ᵃẠ︡ ™ ꜘ

ᾁ ᴦ Ṍ ὼ ᵔ ᴦ

ᵵ

1 ḩ Ṫ ֫ ṁ
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1-1. (IMS)

Â ם ˢ ˣ ḩ ˢ ˣ ›IsSO/IEC 24760x

ḯ

Â › ӟᴞ ḯ

꜡ ◓/

ḯ

ṁ

ˢ Ὦ ˣ

ᴥ

ˢ ˣ

ḩ /
זּ ḩἰ

Ӻ † אּ

Ṝ
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1-1. (IMS)

Â ḩἰ ԁ ᴥ  

ᴟ

ᴟ

Ὠↄ︣ † “ ᾠ
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Â ᶆ⁯ Ṑḩ ˑ Ṱ

₰ ISO/IEC 24760 Ṱ(p.3) ל ם ḩ › ◓

ᾝ Ṱ

1-1. (IMS)

Ṱ

⁯ Ⱨ יּ ᾧ ᾝ
-

ֽ⁯ ᾝ

⁞
︡ ∑ ꜡

◓ ᾝ

ITU
ᾤ ꜡ ⇔

ᾝ

World

Bank

ᾤ ԁӪ ꜡ ◓

ˣᶆHP NRI⌠



15

1-1. (IMS)

Âᾝם ᵦ ᾤ Ӭ ᴟ ᾤ

ᴂ ˑ ► ᴦ

Âᾝם ᵦ ᶓ Ӭ ⌠ ԁ

ᾠ

ᾝם ᵦ ᵦ

כּ
Ỡ

ᶨ

SNS

ם

ᾤ

♃ ʿXXԁ

ʿ˓˓

ỘʿᵓּזԌ

ʿ Ằ ˙

ԌIDʿ12345זּ

ʿ

XX@YY.co.jp

IDʿXxichiro

Password:XXXX

ӡ ʿ˙

ˣNRI⌠
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IMS ICT

Ḛ (IMS)

1-1. (IMS)

ÂICT Ḛ Ḛ

Ḛ Ӳⱱ ︣ Ṫ  

ˢ˹ Ḛ ʿIMSˣ

ÂIMS Ḛ ᶨ ˢ Ḛ Ḛ ˣ ᶨ ˢ

︡ ˣ ︠ ᶤ

Ḛ (IMS)

IMS

Ḛ
Ḛ

IMS ︠ ▫

ˣISO/IEC24760-2 ᾕ NRI⌠

ằ

Ẑ

︡
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7ᾖ

1-1. (IMS)

Âᾕ ḩ ⁯∑ ṳ ֲố

♃ Ḛ 7ᾖ ˢSeven Laws of Identity)

ÂIMS ᾖ ṁ ὓ ᵫ ֫

# ᾖ

1 Ὲ Ӫ
Å Ӫ ꜡ ᵫꜘ

2
ᾢ Ω ᾢ

῝ᵫ

Å Ω ӗ ṍ ► ᵫꜘ

Ω ᾢ ᾢ

3
ḩἰּי

ᵫꜘ

Å ệ ꜡ ︣

ᾂ ⱱ ḩἰּי ᵫꜘ ὓ

4
ΰ

Å ῝ ► ӡ ꜡ ◓ ►

ΰ ⱱ ꜡ ◓ ῝Ặ

Ӳⱱ ḩ ῝ᵫ ♁

5
Ṫ ῀֫

Å “ם

Ṫ ῀֫ ⱱ

6 ḧ ›

Å יּ ╩1

Ṱ ᶎ ├ ╩

› ῐ

7
ԁḤ Å ệᴞ ᴦ

ԁḤ ằ

ˣKim Cameron, Lawsof https://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf

῎ ≤ ᴨ 7ᾖ https://www.sakimura.org/2011/05/1104/ ╥

https://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf
https://www.sakimura.org/2011/05/1104/
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IMS

῝

ˢ ˣ

῝

ˢ ˣ

Ḛ ᴟ

1-1. (IMS)

ÂIMSḧ ︡ Ӣ ♠ “

ˢԁ ὀ︣

Ẩ ˣ

Â ₰ ᴟ ῀ ᴟ

ˢ Ἱ꜠ ὀ ˣ

IMS

IMSˢ ˣ

Å Ỳ Ṑḩ ṛῢ℅ᵫ ᶎ

῝ ˢ♠ˣ Ỳ Ṑḩ

ÅỲ Ṑḩ ᶎ ☼ם

῝ Ṑḩ Ỳ Ṑḩ
ᶎ

῝

ˢ ˣ

῝

ˢ♠/ᵊ ˣ

῝

ˢ /♠/ ˣ

Ẩ

ˢ♠/ᵊ ˣ

◓

IMSˢ ˣ

Å Ỳ Ṑḩ ṛῢ℅ᵫ ᶎ

ˢ ˣ῝ Ỳ Ṑḩ ὀ

ÅỲ Ṑḩ Ἱ꜠ ὀ ῝ ᾁ

“

῝ Ṑḩ Ỳ Ṑḩ
ᶎ

῝

ˢ ˣ

◓
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IMS   ︠

1-1. (IMS)

ÂIMS   ︠ ằⱧỘּי ˢ › ԁ ˣ

ὀⱲˢ˹ ˣ ӟᴞ ∕

ˢ ˣ

ˣISO/IEC24760-1 OpenID Connect Core 1.0 ṁ NRI⌠

# ˢ ˣ Ṱ

1 (Principal) ¶ IMS Ḛ

2
(Identity Information AuthorityʿIIA)

¶ ԁ ӟ ˗ ᴦ Ṝ

“

3
(Identity ProviderʿIdP)

¶ ᴦ ằ ⌠ Ӳⱱ

IIA IdP ᶤ ›

¶ (Identity information providerʿIIP) ᾦ

4
(Credential Service ProviderʿCSP)

¶ ˢ Ⱳ ID ˣ Ḛ

ↄ

5 (Claims Provider: CP) ¶ ằ

6 (Relying Party: RP) ¶ ӢẤ

AʿRP

›

Bʿ

ᶎ ›CP

IIA

CSP

CP

IdP

RP CSP

RP

IdP B ὀ

ᶎ ˢ ᴦˣ

B Ẑ

ᴦˢ ˣ

B︡

︡ B

ᾕ A “

A

“ Ẑ

A ὀ

A ᾁ

ằ

Ẑ

A

ꜘ Ẑ



20

1-2. ︠ IMS  
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ἷ IdP/

1-2. ︠ IMS  

ÂIMS / /ᾝ∕ ӟᴞ2 ấ

¸Centralizedˢ ἷˣ
ÅRP IdP ᾤ Ḛ ằ “ Ḛ

ʿ AỴ“ BỴ“ CỴ“ ∑ ᶆ“ ⌠ ᾤ

ᾤ

¸

Å RP IdP RP ∑IdP

RP IdP RP

ʿ AỴ“ BỴ“ CỴ“ ∑DỴ“ ằ ►A˙C ᶆ“

A
IdP

B
IdP

C
IdP

A
RP

B
RP

C
RP

D
IdP
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︠ IMS ︠ Ṫ

1-2. ︠ IMS  

Ḛ

ὀ

ᴦ

SCIM 2.0

FIDO

OpenID Connect 

OAuth 2.0

IETF

FIDO Alliance & W3C

IETF

OpenID Foundation

▫

ᴟ

ᵵ

Â ᶨ ▫ ӟᴞ

Ṝ∏ ︡

ᴦ

ằ

︡

ԁ

︣

ˣNRI⌠
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Ḛ ʿSCIM2.0

1-2. ︠ IMS  

ÂSCIM2.0 (System for Cross-domain Identity Management 2.0)

¸Web Web

IMS Ḛ ˢḚ ◙ꜘˣ “

▫

ὀ

ᴦ

Ḛ

ὂ

▫

▫ ⇔

Å ẉ ᶈ ԁ ᴅ Ḛ

◙ꜘˢ ˣ “

Å ᴟ ◙SPLMs Service Provisioning Markup Languagex

├ SPLM ▫ ╛ ῀֫ ӂ ẉ ԁ

Ṑᵓ ᴥ ► ︣ ▫

Å 2015 ῝ᵫ SCIM 2.0 Ặ JSONἹ꜠ Ṝ

RESTful Web API CRUD ᴟ “ ᶈ ⱱ ▫

► ︣ ᶈ

Å ᶆ SCIM Ấ ᴂ Web ԁ ᴂ

ᴦ

Å SCIM 2.0 Web HTTP REST

ˢḚ ◙ꜘˣ “

Å ◙ꜘ Web IMS JSONἹ꜠ Ḛ

ˢ ˢ ˣˣ Ἢˢ ˣ ṛ

Ṗ ṕ2011 Ṗ ṕhttps://www.ipa.go.jp/security/fy23/reports/tech1 -tg/a_08.html Ṗ
System for Cross -domain Identity Management ṕhttp://www.simplecloud.info/ Ṗ IETF RFC:7643 SCIM Core Schema ṕhttps://tools.ietf.org/html/rfc7643 Ṗ NRI
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Ḛ ʿSCIM2.0

1-2. ︠ IMS  

Ṗ IETF RFC:7643 SCIM Core Schema ṕhttps://tools.ietf.org/html/rfc7643 Ṗ NRI

HTTP Web

⌠

⌠

א

Ḋ

⌡

 

REST

ᴞ ᵵ

userName

name

Formatted ʿ

familyName ʿ

givenName ʿ

middleName ʿ

honorificPrefix ὁ ʿ

honorificSuffix ꜝ ʿ

displayName ꜘ

nickName

› ˢ ˣ

Web
Web

API

SCIM2.0 ᵵ

ὀ

ᴦ

Ḛ
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ʿFIDO

1-2. ︠ IMS  

ÂFIDO(Fast IDentity Online)

¸ ⌠ ӟ ∑ ԁ

ᶎ “ ▫

ὀ

ᴦ

Ḛ

ὂ

▫

▫ ⇔

Å ID › ꜠

ḧּיῼὢ ︡ ἷῼὢ

∕

Å ᴂ Ӯ ︡ ᴞ

▫ Ẑ

ÅFIDO ῝ᵫ Ӛ‹ ꜠ ὸ ᾝᴦם

Å Ⱳ

ⱱ ῝ᵫ

ⱱ “

Å ⱱ ᵔ “ ► ᴦ

ᵔ ◙ Ḻ Ӛ ‹ 2 ᵬ

► ӗ ⅜ ᴦ

ÅFIDO ▫ ├ ẉᶨ FIDO Alliance UAFs Universal Authenticator 

Frameworkx U2Fs Universal Second Factorx ᾦ ▫ ├ “

Å ῇ ḩ Ṫ ▫ ├W3C Web FIDO

Ṑ FIDO Ṁ ӮAPI▫ Ṱ WebAuthnˢWeb Authentication 

APIx ├ ᴥ FIDO Ṁḧ ▫ ṛCTAPˢClient to 

Authenticator Protocolˣ ├ FIDO2 ᾦ

Ṗ FIDO Alliance ṕhttps://fidoalliance.org/ /?lang=ja Ṗ NRI
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ʿFIDO

1-2. ︠ IMS  

ṖFIDO Alliance ¬FIDO2: WebAuthn & CTAPºṕhttps://fidoalliance.org/fido2/ Ṗ
ῡ ᴦ ₰ᾆẕⱧỘԁ꜠ ⁮ ˢ ͎ ͕Ὦˣ ˢhttps://www.mhlw.go.jp/stf/newpage_14525.htmlˣ NRI⌠

Â ˢ Ṁˣ ⱱ ῝ᵫ

ⱱ

“

FIDO2 ᵵḢ

ⱱ

Ṁ

Ὣᴮ IMS

ὀ

ᴦ

Ḛ

FIDO

ˢOS/Web ˣ

Web/

ˢ ˣ

ˢ ˣ

ˢ ˣ

ˢ ˣ

Ṁ

☼ם

ⱱ Ṁ

FIDO

(FIDORP)

ˢIMSˣ

Ὣᴮ ☼ם

῝ᵫ
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ᴦʿOAuth 2.0

1-2. ︠ IMS  

ÂOAuth 2.0

¸ ˢ ʿ ˣ ᴦ ằ

︡ ▫

ὀ

ᴦ

Ḛ

ὂ

▫

▫ ⇔

Å ᴦ ᵵ Ṱ OAuth ṛ

ID Ӧ

Å Ⱳ ˢ ˣ

ᾂᾢ Ḿᾑ

ᾢˢ ♁ˣ   ᾢ ᴿ

Å ᾂᾢ ᾢ ᾤ ᴦ Ӫ

ᾢ ▫ Ẑ

ÅOAuth 2.0 ᾂᾢ Ӧ ᴦ ― ṛOAuth 1.0

Åᾂᾢ ᾢ ᾤ ˢ ˣ ằ Ⱳ

ᾂᾢ ⱱ ᾢ Ӫ

῟ ᴦ

ÅOAuth 2.0 ᾂ ⱱ ˢ ˣ

ⱱ ῐ ˢ ˣ ᴦ

ˢ ˣ ᴦ ︡ Ṑ ằ ᴦ ᶤ

Ṗ OAuth ¬Introductionº ṕhttps://oauth.net/about/introduction/ Ṗ
IETF RFC:6749 The OAuth 2.0 Authorization Framework ṕhttps://tools.ietf.org/html/rfc6749 Ṗ NRI
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ᴦʿOAuth 2.0

1-2. ︠ IMS  

ṖIETF RFC:6749 The OAuth 2.0 Authorization Framework ṕhttps://tools.ietf.org/html/rfc6749 Ṗ NRI

OAuth 2.0 ᵵḢ

ᴦ Ẑ

ῐ

“

ᴦ ꜘˢ ᴦ ˣ

ꜛ Ặ ᴦ

ᴦ ꜘ Ẑ

ᴦ

“ ᴦ ᶎ

ᶎ

“

ᴦ

ꜘ Ẑ

ᶎ ᶎ

ằ

ὀ

ᴦ

Ḛ
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ὀʿOpenID Connect

1-2. ︠ IMS  

ÂOpenID Connect

¸ IMS IMS “ ▫

ὂ

▫

▫ ⇔

Å Web IMS ● ᾝ︣ם

SAMLs Security Assertion Markup Languagex ᾦ ├

Å Ⱨ ῝ᵫ ῖḊ “ “

XMLἹ꜠ ♪ ᾠ῎ Ӯ ὖ ᾠ῎

ṍ

Å OpenID Connect OpenID Foundation OAuth 2.0 2014 ῝ᵫ XML

JSONἹ꜠ ὖ Ṝ ⅜ RESTful ︡ ᴦ

ῲ

Å OpenID Connect OAuth 2.0 ᴦ ᵵ ᶈ ID ὀ API ὀ

ᴦ

Å ˢOAuth 2.0 OxpenID Providers OAuth 2.0 ᴦ ˣ

Ὣᴮ ḯID ᾦ JSON Web 

Tokens JWTx ︡ ›

︡

Ṗ ὀ ID ὀ ῐṐ ‰ ᴟ ᾆẕᵫ ˢ24ˣ hsttps://www.soumu.go.jp/main_content/000256289.pdf ˣ ẉ

OpenID Connect Core 1.0 incorporating errata set 1 ṕhttps://openid.net/specs/openid -connect -core -1_0.html Ṗ NRI

ὀ

ᴦ

Ḛ
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ὀʿOpenID Connect

1-2. ︠ IMS  

ˣ 1.3 Overviews https://openid.net/specs/openid -connect-core-1_0.htmlx NRI⌠

OpenID Connect ᵵḢ

OP

OpenID

Provider
RP

RP OPs OAuth 2.0 ᴦ ˣ

Ẑ ☼ם

OP ☼ם

OP RP ID “

RP ⱱ

ˢOP ԁ › ˣ

ꜘ Ẑ

ᶎ ᶎ RP ằ

ὀ

ᴦ

Ḛ
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ˢ ˣ

1-2. ︠ IMS  

ÂIMS ֫ Ṫ

ὓ ֫

Â ḩ ᵰ⁯ ├ ῝

⁯∑ ְ Open Identity Exchange(OIX)

῀ Ὁ ṁ

ḕẽṰ ӟᴞ ‮ / ⌠ ῝

ˣ

  ‮

ᾖ

UX

ᶤ Ṱ

ԁ Ṝ ḗ₰

“Ӯ

ID ⌠ ̍Ḛ

ᶍ ꜘ

Ӫ

̍

  ‮

̍ (API)

RP ID

̍

ᶊ

  ‮

Ṫ

Ὧ
╥ᴥּי

Ṝ ꜘ

ẉ

῀֫ ῀֫

ᵰ ῀֫

  Ḛ

ế

֫

OIX ṛ  
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ᵰ⁯ ḩ ︠

1-2. ︠ IMS  

Â ⁯ Ṑḩ ḧⱧỘּי IMS ֫ ˢ ˣ ├

“ ᶆIMSְ֫︠   Ẑ

Â √ ӱ׃ ♁ ὀ ♁ ◓ ᶎ ḩ Ὧ ṛ

∕

⁯ “ ᵵ

⁯ NIST
NIST SP800-63

(2017)

Å ⁯ Ṫ ᾆẕ(NIST) ◓ ḩ

SP800-63 ├ Ṑḩ ḧ ḯ ῲ ╥

EU ᴆ ӦԌᵓ eIDASṛ

Å eIDˢ ◓ ᶎ ˣ e ˢ ◓ ◓

◓ ˣ EUᴥ ⁯

(2014 7Ὦ23 )

⁞
Trusted Digital Identity 

Framework

Å ⁞ 2018 2Ὦ Trusted Digital Identity 

Framework(TDIF) ῝ ṁ

ṛ

ֽ⁯
ᴟ

UK Digital Identity and 

Attributes Trust 

Framework

Å 2021 2Ὦ ᶨ ⱧỘּיˢ

ˣΰ ˢ ˣ

“ ◙ Ὧ Ṝ

DIACC

̞ ְ

Pan-Canadian Trust 

Framework (PCTF) 1.0 

Å ∞ ᾠ2012 ְ

Å PCTF Ṑḩ ḧⱧỘּי ∑

├

-
OIX

̞ ְ

OIX Guide to Trust 

Frameworks

Å OIX 2010 ְ ⁯ OpenID 

Foundation Information Card Foundation ⱢỲ

Å ᶨ ⱧỘּיΰ ᾖ

ἇ Ṍ

ᵰ⁯ ḩ ︠

ˣᶆ HP NRI⌠
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1-3. ꜛᾪ︠ᾂἷ
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Âᾝ∕ ︠ IdP Ӣ ‰

Â IdP Ӣ ὼ ◙ ӟᴞ ᾒ∕ᴟ

› ֲố

IdP ♁ ˢӂӪIdP ᾮӪ ♁ ▀ ♁ ˣ

ˢӂӪ ⱱ IxdP ᵠ

Â ὼ ᵔὨ Ḛ ◘ ꜛᾪ︠ᾂἷ(Self Sovereign Identity: 

SSI) ▫ ╩ἷ (Decentralized Identity: DID)

ˣNRI⌠

ὼ

1-3. ꜛ ᾪ︠ᾂἷ

ʿIdP ♁ ʿIdP ᵠ

ÅIdP ♁ ID ὀ ᶨ ÅIdP Ӫ ᵠ

ᵠ RP ὀ

RP

IdP

RP

IdP
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Âꜛᾪ︠ᾂἷ (Self-Sovereign 

Identity: SSI)

¸ Ḛ ︠ ᵒ∕ ᾤ

ꜛ ꜛ

◙ ◘(̞ )

¸ ꜛ ḩ ᾂ ᶎ

“

︡ Ẩᴦ ӤRP ὀ

ꜛᾪ︠ᾂἷ / ╩ἷ

1-3. ꜛ ᾪ︠ᾂἷ

̞ Sovrin Foundation, https://sovrin.org/faq/what -is-self-sovereign-identity/

̞ -us/security/business/identity -access-management/decentralized-identity -blockchain

Â ╩ἷ (Decentralized Identity: DID)

¸ꜛ ꜛ ꜛᾪ Ὲ

◙ ◘ SSI ╩ἷ

IdP Ӣ

Ӣ ᴞ ▫

ᾝם¸ ╩ ᶨ

╩ἷ

῝ ӟᴞ

Ṱ (̞ ) 
╩ἷ ꜡ ◓ ꜛᾪ

ID Ḋ ╩ἷ Ṫ
ῖḊ ᴦ ῐ ︡

ԏ ӗ ᶎ

RP
ṕIdP Ṗ

ṕ Ḳ Ṗ

IdP RP

IdP
ṕCPṖ

SSI ᵵ DID ᵵ

DIDs
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SSI 7ᾖ

1-3. ꜛ ᾪ︠ᾂἷ

Â 7ᾖ ˢSeven Laws of Identity) Kim Cameron♃ 7ᾖ

SSI 7ᾖ ꜘ

Â 7ᾖ ︠ ᾖ ͑ẉ ͒ SSI     ⇔3

# ᾖ

1 Ὲ Ӫ
Å Ӫ ꜡ ᵫꜘ

2 ᾢ Ω ᾢ ῝ᵫ
Å Ω ӗ ṍ ► ᵫꜘ

Ω ᾢ ᾢ

3
ḩἰּי ᵫ

ꜘ

Å ệ ꜡ ︣

ᾂ ⱱ ḩἰּי ᵫꜘ ὓ

4 ΰ

Å ῝ ► ӡ ꜡ ◓}

► ΰ ⱱ ꜡ ◓

῝Ặ Ӳⱱ ḩ ῝ᵫ ♁

5 ›
Å ḧ ԁḤ ꜛ ꜛ ᾝ ►

Ⱳ ḧ

6
ṍ ӗ

ΰ DID ›

Å ᾤ ⱧỘּי Ӣ Ἱ Ḛ ⱧỘּי

ḩἰ Ӳⱱ

7 ḧ ›

Å יּ ╩1

Ṱ ᶎ ├

╩ › ῐ

ˣ≤ ᴨ The Law of Identity in SSI Era by Kim Cameron ṁNRI⌠

https://nat.sakimura.org/2020/06/23/the -law-of-identity -in-ssi-era-by-kim-cameron/
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͎ Ỳ ᶨ ᴦ
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2. ᵵ
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ᴟ

2. ᵵ

IMSˢ ˣ ᴿ

ᴿ ᵔὨ
ᴿ

ԁ ᵔὨ

IMSˢ ˣ ᴿ

AML/CFT̠ ΰ ḩ ᴿ
ˢ ᾁ ₉ ╛ ᾽ẁ︣ ˣ

ᴟ

IMS ᴿ

ᵔὨ
▪ ᴿ

ᴿ

IMS ᴿ

ᴿ ᵔὨ ΰ

ᾁ

ᴿ ᵔὨ ΰ

ˢSSI/DID ԁ ᴿ ᵔὨ ꜘ€ḯ ˣ

2-1

2-2

2-3

2-4

2-5

ᾅ ₰

︣

IMS

V ˗ ῢ℅ᵫ

V ︡

Ὃ ᾽ẁḚ

IMS

V ἷ

V

Ⱨ

Ⱨ

1 ʿ ḩ Ṫ ֫ ṁ

3 ʿꜛᾪ︠ᾂἷ (SSI) / ╩ἷ (DID) ᶨ ᴦ ᴿ

2
ʿ
Ỳ

ᶨ
ᴦ

ᴿ
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₰

2. ᵵ

Âⱳ ӟ‭ ᶆ ᴿ ᴿ ᵔὨ ΰ ₰ ︠ ӟᴞ ︣

¸⁯ ᵤᵰ יּ꜡ ₰

¸ ᾅ ₰

¸ ᶨ Ⱨ

Â ₰ Ḣ

¸Ỳ ᶨ ḩ

ᶆ “ ᾅ ₰ ☼ם

¸Ỳ Ṑḩ Ỵ“( Ỳ︡ӌỲ Ṑḩ) Ộ ︠ Ộ ☼ם

₰ ᴿ /ᴿ ᵔὨ ΰ ₰ Ḣ

⁯ Ỳ Ṑḩ

ḩἰּי

ÅAML/CFTỘ Ḛ ᾝ Ộ ᴿ

Å ᶨ ᾝ∕ ︡ ᴿ ₈ῇ

Å ᶨ Ⱳ Ṫ ᴿ

ᵤᵰ Ỳ Ṑḩ

ṛ ộ/ḩ

⁯∑Ṑḩ

Ộᵦ

ᴟ

Å ᶨ ḩ ᾝ∕ ︡ ᴿ ₈ῇ

Å᾽ẁ ΰ Ɫ ἇ ᶨ Ⱨ ᴿ

Å ‰ ᴟ Ỳ ΰ

Åṛ /ṛ ᴂ ệ ₈ῇ

ÅṪ ᴟ ΰ

₰ ₰ Ḣ
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2-1. Ỳ Ṑḩ Ḛ ᾝ ᴿ
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ᴟ

ṳ

2-1. Ỳ Ṑḩ Ḛ ᾝ ᴿ

IMSˢ ˣ ᴿ

ᴿ ᵔὨ
ᴿ

ԁ ᵔὨ

IMSˢ ˣ ᴿ

AML/CFT̠ ΰ ḩ ᴿ
ˢ ᾁ ₉ ╛ ᾽ẁ︣ ˣ

ᴟ

IMS ᴿ

ᵔὨ
▪ ᴿ

ᴿ

IMS ᴿ

ᴿ ᵔὨ ΰ

ᾁ

ᴿ ᵔὨ ΰ

ˢSSI/DID ԁ ᴿ ᵔὨ ꜘ€ḯ ˣ

2-1

2-2

2-3

2-4

2-5

ᴿ
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Ḛ Ộ ᵵ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

Â ₰

¸ 1 ICT Ḛ

ˢ ם ḩ › ᾝˣ ◙

ἇ ♃ Ὦ ꜡ ◓ ︡ԏ ◙

¸ Ḛ ͍ Ṱ Ḛ(IMS) ᶨ

◙ ἇ Ḛ ᶆ Ẑ ằ ◙

¸ Ḛ ḩ ― ︠ ₰

¸ ᶎ Ḛ Ω ᾗᶊ ẐAML/CFTṛ ᴂ

ԁ ᶎ ḩ Ộ ṳ

¸ᴥ יּ Ω ׃ ל ằ

ᶨ ᾽ẁ ΰ ᾠẉ

ʿỲ ᾁ₰ ḗ ― ˢᾁ₰ ḗ ṁ hxttps://www.fsa.go.jp/news/30/wp/supervisory_approaches_revised.pdf ᾕ NRI⌠

├ ︠ ᴂⱧ‮ Ḛ ḩ

Ỳ ӗ

Ỳ ᵒṐ

ṉ

AML/CFTṛ ᴂ ︡ԏⱲᶎ ᾽ẁ

ᴣ ᴂ

יּ ῐ

יּ

יּ Ω ׃ ל ằ ᶨ ᾽

ẁ ΰ
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Ḛ Ộ ᵵ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

Â ᾁ Ộ

¸ ᾁ Ộ Ộ Ộ ☼ם ͏

¸ onboarding ongoing Ộ ☼ם Ӫ ӟ‭
Å onboardingʿῢ℅ᵫ Ⱳ Ộ Ӫ ᴞ ◙

ˢ Ӥ ᾽ẁ ΰ Ộ ῢ℅ᵫ Ⱳ Ộ

῎ Ṝ∏ onboarding due diligenceˢῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ Ӫ ˣ

Å ongoing ʿῢ℅ᵫ ḁ ῇ Ộ Ӫ ᴞ ◙

῎ Ṝ∏ ongoing duediligenceˢὋ ᾽ẁḚ ˣ ◙

AML/CFTṛ ᴂ

᾽ẁ ΰ

ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ Ὃ ᾽ẁḚ

זּ ᵰ

ᶨ ằ

ongoingonboarding

ˢ Ộ ˣ

Ộ

Ộ ☼ם

Ộ Ộ ᵵ

onboarding ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ ᾽ẁ ῢ℅ᵫ ₅˙Ỳ Ṑḩ ₰ ᵫ

ongoing

Ὃ ᾽ẁḚ

ṍ ᾽ẁ ₰ ῢ℅ ᾽ẁ ṍ  ᶎ

︡ԏ Ⱳᶎ ᾽ẁ ︡ԏ ₅˙Ỳ Ṑḩ ᶎ ︡ԏᴦ

︡ԏ (Ⱨῇ) Ỳ Ṑḩ ᾽ẁ ︡ԏἱΰ ᾽ẁ ™ ᴣ

זּ ᵰ ᶨ

ằ

Ỳ Ṑḩ ᾽ẁ ᾽ẁ

ΰ Ɫ ︡ ˢ ӛ ˣ

Ộ Ḛ Ộ ᵵ
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Ḛ Ộ ⇔ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

ᶎ

︡ԏ ᶎ

᾽ẁ

ῢ℅ᵫ ₅

Ộ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ
ῢ℅ᵫ or Ṯ

︡ԏ

ᶆỘ ⇔

᾽ẁ ᴣ

ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ Ộ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

Åῢ℅ᵫ ₅

( Ṱ ⱳ ╥ ) ᾽ẁ

Å ( י₅ּ

) ῟ ( ῟

) ᶎ ︡ԏ לם ◦ ˢיּ

›ˣ ᶎ

Å ᵓזּ ∆ › ︡ԏ

› ᾁ לם ◦ יּ ᶎ

ᵓזּ ∆ יּ ῢ℅ ♁

Å︡ԏἹ ᾽ẁ AML

“ ᴂ ᴥᶎ ☼ם

Åῢ℅ᵫ ᾽ẁ ῢ℅ᵫ ךּ

ᴂ Ṯ ︡ԏ “
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ʿ Ṱ ἇ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

Â ᶆ ӽ ᶎ/ ᶎ

ᾤ / ᵵ

ᾤ Å ᶎ
V ֫ Ẩ

V

V ⁯ ID ( ʿ )

V ∕ ֶ יּ ( ʿ ⁯ )

Å ᶎ
V ṜⱧ‮

V ԊḦ

V Ṝ Ḃ῝ “ ẉ ︠ Ⱨ ∕ Ṝ∏

Å יּ יּ לם ◦ יּ ᶎ
V ᾤ

ԁ
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Ḛ Ộ ⇔Ὃ ᾽ẁḚ -1 ṍ ᾽ẁ ₰

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

᾽ẁ

᾽ẁ ™ ᴣ

᾽ẁ  

︡ԏ ᾚor

Ṯ ︡ԏ or

ḩἰ Ὃ

ṍ ᾽ẁ ₰ Ộ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

Å᾽ẁ ᴂ ṍ ᾽ẁ ˢ

ᴯ ˣ ᾽ẁ  

Å ᵓזּ ∆ › ︡ԏ

› ᾁ לם ◦ יּ ᶎ

ᵓזּ ∆ יּ ῢ℅ ♁

Å︡ԏἹ ᾽ẁ

AML “ ᴂ ᴥᶎ ☼ם

Å᾽ẁ ™ ᴣ ︡ԏỲᶛ ᾗᶊᴟ

︡ԏ ᾚ ☼ם ᴂ Ṯ ︡

ԏ “

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ

ᶆỘ ⇔Ộ
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Ḛ Ộ ⇔Ὃ ᾽ẁḚ -2 ︡ ԏ Ⱳᶎ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

︡ԏ ᶎ

᾽ẁ

︡ԏ ₅

︡ԏ or

Ṯ ︡ԏ

︡ԏ ᴣ

︡ԏ Ⱳᶎ Ộ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

Å︡ԏ ᾽ẁ

Å︡ԏ יּ “ ︡ԏ Ỳᶛ

︡ԏ ᶎ

Å ᵓזּ ∆ › ︡ԏ

› ᾁ לם ◦ יּ ᶎ

ᵓזּ ∆ יּ ︡ԏ ♁

Å︡ԏἹ ᾽ẁ

AML “ ᴂ ᴥᶎ ☼ם

Å︡ԏ ︡ԏ ךּ ᴂ Ṯ ︡ԏ

“

Ộ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ

ᶆỘ ⇔
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Ḛ Ộ ⇔Ὃ ᾽ẁḚ -3 ︡ ԏ (Ⱨῇ)

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

︡ԏ

︡ԏὋ or 

Ṯ ︡ԏ

︡ԏ (Ⱨῇ) Ộ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

ÅᵃẠ ︡ԏ ᶓ Ӱ ︡ԏ ᾁ ₰

“ ᵺ᾽ẁ ᴣ ֳ

Å︡ԏ Ὃ ᴂ Ṯ ︡ԏ

ˢṮ ︡ԏ ︡ԏ Ὃ ᾽ẁ

Ⱨ ḯ ˣ

Ộ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ

ᶆỘ ⇔
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Ḛ Ộ זּ⇔ ᵰ ᶨ ᾽ẁ ΰ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

Â᾽ẁ זּ ᵰ ӛ ᾽ẁ

ΰ Ɫ ︡ ☼ם

זּꜛ

ằ / ӛ

Ộ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ

זּ

זּ ᵰ ᶨ ᾽ẁ ΰ Ộ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

Åꜛּז ︡ԏ ᾽ẁ

Å זּ Ỳ/ Ỳ ︡ԏ

(᾽ẁ

ӡ SNS) ᾽ẁ

Å ᾽ẁ

( ʿ᾽ẁ EC

† ễӾ

)

Å Ὣᴮ ṁ ᾽ẁ Ω

᾽ẁ ӛ “
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Ӣ Ḛ Ộ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

Â * ︣ Ộ ☼ם

ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ Ὃ ᾽ẁḚ ˢ ṍ ᾽ẁ ₰ˣ

᾽ẁ

Ỳ Ṑḩ

IMS

᾽ẁ

ᶎ

᾽ẁ

ᶎ (ᵕ )

᾽ẁ

Ỳ Ṑḩ

Ỳ Ṑḩ ᵺ ᾕ

ᶎ ☼ם

Ỳ Ṑḩ ᾽ẁ ᶎ ᾽ẁ

᾽ẁ ᾽ẁ ᶎ (ᵕ ) Ỳ Ṑḩ

Ỳ Ṑḩ ᶎ   ☼ם

᾽ẁ

῝ Ṑḩ Ỳ Ṑḩ

IMS

(♠/ )

ꜘ“

(♠/ )

̎ ʿ♠ ᵊ ︡ ◙

Ὃ ᾽ẁḚ ˢ︡ԏ Ⱳᶎ ˣ

᾽ẁ Ỳ Ṑḩ

︡ԏ

Ỳ Ṑḩ ᵺ ᾕ

ᶎ ☼ם

᾽ẁ

Ỳ Ṑḩ

IMS

*῝ Ṑḩ

῟ ᵓ

“

︡ԏ
/

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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Âꜛּז ︡ԏ ᴣ ☼ם

Ӣ Ḛ Ộ

2-1-1.Ỳ Ṑḩ Ḛ Ộ ᾝ

Ὃ ᾽ẁḚ ˢ︡ԏ (Ⱨῇ)ˣ זּ ᵰ ᶨ ᾽ẁ ΰ

Ỳ Ṑḩ Ỳᶛ ᾽ẁ

︡ԏἱΰ Ӱ ︡ԏ ᾁ

Ỳ Ṑḩ ᾁ Ӱ ︡ԏ ₰ ₰Ὣᴮ

ᴂ ᾽ẁ ™ ᴣ

Ỳ Ṑḩ ᾁ Ӱ ︡ԏ Ṯ ︡ԏ ᵺ Ṯ

› Ṯ ︡ԏ ☼ם

Ỳ Ṑḩ ᾽ẁ ︡ԏἱΰ

᾽ẁ ˗ ὓ

Ỳ Ṑḩ ᾽ẁ ӛ

Ỳ Ṑḩ

Ṯ

︡ԏ

Ỳ ộ

︡ԏ
IMS

Ỳ Ṑḩ

Ԍ

Ỳ Ṑḩ

Ԍ᾽ẁ

ӛ

ӛ⌠

᾽ẁIMS

Ỳ Ṑḩ

᾽ẁ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ ᴿ ᵵ

2-1-2. IMS ︠ ᴿ ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ

ÂỲ Ṑḩ ᾁ ₉ ᾽ẁ Ⱨ ︠ ᴿ

Âⱳ ӟ‭ ︠ ᴿ ˢᴞ ˣ ˢ ᴿ Ɫ ╥ ˣ

₅

ᴟ

ọ⁯ ᶖק ạ יּ Ỳ

᾽ẁ

᾽ẁ Ṝ

᾽ẁ Ⱨ Ⱳḧ

Ỳ Ṑḩ ῢ℅ᵫ ₅ “

ᾁ ₉

( Ḛ )

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

Ộ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ÂỲ Ṑḩ ם ῟ ᵓ ᶎ ▫

ᴦ ͎ ᴿ

Â ▫ ᾝ   ˢⱳ ╥ ˣ

AML/CFT ᾁ ₉

2-1-2. IMS ︠ ᴿ ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ

ᴦ

Å ṥ ♪

ᾁ יּ ︠Ḣ

Ὂᾓ ῏ ᴦ

῟ ᶎˢῢ℅ᵫ Ⱳˣ

῟

ᵓ ᶎ ▫

“ᾕˢ῝ Ṑ

ḩˣ

῟

ᶎ ▫

ῢ℅ᵫ Ӣ
ꜘ

ᵓ

Ỳ Ṑḩ

ᵓὫᴮ

ᶎ

῟

ᶎ Ὣᴮ ᵕẨᴦ

“ᾕ

(῝ Ṑḩ)

᾽ẁ Ỳ Ṑḩ

(NRI⌠ )

Ỳ Ṑḩ Ԍ

ᵓὫᴮᶎ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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╥―ʿ ︠ ῟ ᾁ ệ

2-1-2. IMS ︠ ᴿ ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ

Â ῟ ᾁ

Â Ẩ ˢIC ˣ

῟ ᾁ Ṑ ᴦ ם ᶨ ᶈ ḩ ֫ ᴿ ◙

¸ Ẩ IC ᶊ ᾁ ᴦ ῝ ᾤ ▫ ►

῟ ᾁ ᴦ

¸ ם ᶨ ḩ ⁯ Ỳ Ṑḩ יּ꜡ IC ╥ Ӛ ‹

ῲ ᶨ ΰ ᴿ Ӫᾋ ấ

/ ῟ ᾁ ệ

῟

Ẩ ˓*1)

˓ ˓

♠

ᵊ

ᵊ + אּ ˓*2)

Ẩ ˢIC ︡ ˣ ˓*1)

ˢIC ︡ ˣ ˓ ˓*3)

῟ ᾁ ᴦ

˓ʿIC ᾕ ›ᴦ ʿ*1) √ ׃ ӱ ♁ ͒ ͍‮ ͍‹

*2) √ ׃ ӱ ♁ ͒ ͍‮ ͍‹

*3) ᶎ IC Ṝ ῝ ᾤ ◓ ►

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ΰ ︡ Ṟԍ ᾽ẁ︣ ᴿ

2-1-2. IMS ︠ ᴿ ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ

Â Ṝ ᾽ẁ ˑ ︣

᾽ẁ

ῢ℅ ₅Ṇ יּ

ὼ

ọ⁯ ᶖק ạ יּ ῢ℅

ᵫ ὼ

Ỳ ṐḩA ԌỲ ṐḩA

₅

Ṝ

ῢ℅ᵫ

₅

Ṝ

ῢ℅ᵫ

Ỳ ṐḩBỲ ṐḩB Ԍ

ÂᶆỲ Ṑḩ

︣ “

‰

ÂⱧ Ⱳḧ

IMS ῢ℅ᵫ ᾽ẁ ︠ ᴿ

Ṝ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

ꜛ
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Ὃ ᾽ẁḚ ᴿ ᵵ

2-1-3. IMS ︠ ᴿ Ὃ ᾽ẁḚ

ÂAML/CFT Ỳ Ṑḩ ᾽ẁ Ⱨ ấ

Âⱳ ӟ‭ ︠ ᴿ ˢᴞ ˣ ˢ ᴿ Ɫ ╥ ˣ

Ộ

︡ԏ ᴟ ︣

᾽ẁ ᴟ

᾽ẁ ᾁ Ⱨ ︡ԏⱲ

ˢ Ⱳ ︡ ˣ

ṍ ᾽ẁ ₰

︡ ︡ԏ Ⱳᶎ

︡

︡

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴂ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ṍ ᾽ẁ ₰ IMS Ṟԍ ᴿ

2-1-3. IMS ︠ ᴿ Ὃ ᾽ẁḚ

Â ṍ ᾽ẁ ₰ ᾽ẁ Ỳ Ṑḩ ḧ ︡ Ṟԍ

Ⱨ ᴿ

᾽ẁ

Ỳ Ṑḩ

᾽ẁ

ᶎ

᾽ẁ

ᶎ (ᵕ )

Ỳ Ṑḩ

Ԍ

Â ︣

Â᾽ẁ ᶎ ♠

Â♠ ︡ ᾽ẁ ᶎ

ᴟ

ṍ ᾽ẁ ₰ ᴿ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ᶨ ằᴿ ᵵ

2-1-4. IMS ︠ ᴿ ᶨ ằ

Â ᶨ ᴿ ⱳ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴅ ᾽ẁ ᶨ

Ẩ
꜡ ◓ ԁ ₉

/ Ḛ ᾽ẁ꜡ ◓ ԁ

זּ ᾽ẁ꜡ ◓ ԁ

זּ ᵰ ԁ

₉

ᶨ Ӥ ḩ ᾽ẁ Ỳ

Ṑḩ ꜡

Ộ

ᴂ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ΰ ᾽ẁ꜡ ◓ זּ ԁ ᶨ ₉

2-1-4. IMS ︠ ᴿ ᶨ ằ

ÂỲ Ṑḩ Ộ ḩ ᾅ Ω ᴟ ḩ ᴿ ◙

¸ Ỵ“ Ḛ ᵓὓ ᶤ ꞊ ⱧỘ Ḛ Ộ Ω ᴟ

ᴅἐ Ḛ ₉ ệ ◙ ⁯ Ỳ Ṑḩם יּ *1)

¸ ὓ ḩ Ὁ Ӱ Ὁ

ằ יּ꜡ ◙ *2)

Âּז Ω ᴟ ᾽ẁ꜡ ◓ Ӱ › ΰ ΰ

᾽ẁ꞊ ᴅ “ ᴿ ―

Âḩ ᴿ ᾽ẁ ḧ Ẩ Ἰ ꜘ Ἱ “

› › ᾽ẁ꞊ ᴅ Ẩ ᶎ ― ∑

᾽ẁ ᾽ẁ ᾽ẁꜛ ᶨ ὼ ᴦ

Ỳ Ṑḩ Ԍ

᾽ẁ ᾽ẁ ӛ

Ỳ Ṑḩ

᾽ẁ ︡ԏ

ᾕ

ԁ᾽ẁ ◙

᾽ẁID

ᾤ Ḛ ԁ

᾽ẁ꞊

◦

Ḛ ᾽ẁ꜡ ◓ ›

A

᾽ẁ1 aaa

B

᾽ẁ1 bbb

*1)FINANCE FORUM Ỳ Ṑḩ Ẑ ᶨ ם https://thefinance.jp/event/finance -forum-200528

*2)Ỳ Ṑḩ ᶨ Ӫ◘Ὠ ‰ ᴟ(2016) https://www2.deloitte.com/content/dam/Deloitte/jp/Documents/financial -services/bk/jp-fi-data-

utilization.pdf

᾽ẁ

᾽ẁ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

https://thefinance.jp/event/finance-forum-200528
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2-2. onboarding ᴟ
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ᴟ

ṳ

2-2. onboarding ᴟ

IMSˢ ˣ ᴿ

ᴿ ᵔὨ
ᴿ

ԁ ᵔὨ

IMSˢ ˣ ᴿ

AML/CFT̠ ΰ ḩ ᴿ
ˢ ᾁ ₉ ╛ ᾽ẁ︣ ˣ

ᴟ

IMS ᴿ

ᵔὨ
▪ ᴿ

ᴿ

IMS ᴿ

ᴿ ᵔὨ ΰ

ᾁ

ᴿ ᵔὨ ΰ

ˢSSI/DID ԁ ᴿ ᵔὨ ꜘ€ḯ ˣ

2-1

2-2

2-3

2-4

2-5

ᴿ



63

onboarding ᴟ

2-2-1.onboarding ᴟ

ÂeKYC ḩ ᶎ ṛ ḧ ằ ᶈ

ᴟ ᴿ ᵔὨ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅
₅ Ṝ∏

ˢ ˣ

ᾝ

ˢ

ˣ

/Web ᵊ

ˢ ˣ

ᾝ∕ IMS ḩ

᾽ẁ

/ᵊ

ˢ

ˣ

ᾝ∕ IMS ḩ

Ộ

ᴂ
/

ᴟ Ộ ᴟ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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⌐╟╢ IMS─ ─ԁ

2-2-2. ᴟ ᴿ ԁ ᵔ

Â᾽ẁ Ỳ Ṑḩ ԁ Ⱨ ⌡ᾚ ᴟ ᶎ ∕ᶎ

ῢ℅ᵫ Web ₅ ֫ ˢWeb ₅ ᴂ › ˣ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

IMS

ῢ℅ᵫ

Ỳ Ṑḩ Ԍ₅ Ṝ

ᾁ ˴

᾽ẁ Ⱨ

Ḛ

᾽ẁ

IMS

ῢ℅

ᵫ

( ) ῢ℅ᵫ

Ỳ Ṑḩ Ԍ₅ Ṝ ˴

ᴟ ᶎ

˴᾽ẁ Ⱨ

᾽ẁ

IMS

ῢ℅

ᵫ (Web

₅)

Web ₅ ˴
Ỳ Ṑḩ Ԍ᾽ẁ

ῢ℅ᵫ

Ỳ Ṑḩ

Ḛ

Ỳ Ṑḩ

Ḛ

Ỳ Ṑḩ

IMS ᴟ ᴿ ԁ ᵔ

ᴟ ᶎ

˴᾽ẁ Ⱨ

ʿ ᴟ ᴿ

ʿᵔ ᴿ

Web ₅ ֫
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ᴟῇ ▪ ᴿ

2-2-3. ᴟῇ ▪ ᴿ

Â ᴟῇ ᾽ẁ Ⱨ Ỳ Ṑḩ Ḛ ӟᵰ ᴿ ᵔ ▪

ᶎ ᴿ

Âⱳ ӟ‭ ︠ ᴿ (ᴞ ) ( ᴿ Ɫ ╥)

Ⱬʿ ᴟ ᵔ IMS ᴿ

Ⱬʿ ᴟ ᴿ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

₅

ᴟ

Web ₅ ֫

ọ⁯ ᶖק ạ יּ Ỳ

᾽ẁ

᾽ẁ Ṝ ̠Web ₅

᾽ẁ Ⱨ Ⱳḧ

Ỳ Ṑḩ ῢ℅ᵫ ₅ “

ᾁ ₉

( Ḛ )

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

ᴟ ᶎ

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

Ộ

ᴂ ∕ᶎ ῢ℅ᵫ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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AML/CFT ᴟ ᶎ

2-2-4. ᴟ ᴿ

Â ︡ԏ ︡ԏ ᶓ Ỳ Ṑḩ Ḙ ︣ ᾢ

ᶎ ᴞ

¸︡ԏ ︣ ᾠ ᶎ Ӭ ᶎ ᶎ

ᶎ “ Ⱨ‮ ṥ

₉

¸ ᾽ẁ ṥ ꜡ ἱΰ

ᶎ “ › ︣ ḇל ḇ

Â onboardingỘ ῟ ᾁ

IMS ᾢ ᵺ ᾚ ₉ ᴟ ˗ᶈ

∕ Ӫ

Â ԁ ︡ԏ ︡ԏ ‰ Ỳ Ṑḩ ꜡ ἱΰ

√ ӱ׃ Ḿᾑ ₰ *1) Ḿᾑ ‰ ︡ԏἹ ԁ ︡ԏ ᾠẉ

*1) ⁯ᴪ῝ӗӦԌᵓ, √ ӱ׃ Ḿᾑ ₰ ˢ 2 ˣ https://www.npa.go.jp/sosikihanzai/jafic/nenzihokoku/risk/risk021105.pdf

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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2-3. IMS ᶨ ᴦ
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ᴟ

ṳ

2-3. IMS ᶨ ᴦ

IMSˢ ˣ ᴿ

ᴿ ᵔὨ
ᴿ

ԁ ᵔὨ

IMSˢ ˣ ᴿ

AML/CFT̠ ΰ ḩ ᴿ
ˢ ᾁ ₉ ╛ ᾽ẁ︣ ˣ

ᴟ

IMS ᴿ

ᵔὨ
▪ ᴿ

ᴿ

IMS ᴿ

ᴿ ᵔὨ ΰ

ᾁ

ᴿ ᵔὨ ΰ

ˢSSI/DID ԁ ᴿ ᵔὨ ꜘ€ḯ ˣ

2-1

2-2

2-3

2-4

2-5

ᴿ
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Ỳ Ṑḩ ᶨ

2-3-1.Ỳ Ṑḩ ᶨ

Â ᴴ ᵓזּ ᴥ Ỳ ︡ԏ ᴟ ẍ AML

Ḣ Ἃḧ ᶎ

Â ︣ ḁὫ ‰UX Ỳ ˑ ẉ ᴟ ᾽ẁ ṍ ‰

Â Ỳ Ṑḩ IMS ᴿ ᵔὨ IMS ᶨ ṍ

‰ ᴟ

ˢAML ˣ
Ỳ ︡ԏ ᴟ

ᴟ UXΰ

᾽ẁ ṍ

IMS ᾽ẁḚ ᾢᵦ

᾽ẁḚ ‰ ᴟ

˹

IMS ᶨ
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IMS ᴟ

2-3-1.Ỳ Ṑḩ ᶨ

ÂIMS ᴟʿ ῀ ᴟ◙

ˢ Ἱ꜠ ὀ ˣ

IMS

ᴿ ʿ2-1

ᴟ

ᴿ ԁ ᵔ 2ʿ-2

IMS  

ᴿ ᵔὨʿ2-3

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅
₅ Ṝ∏

ˢ ˣ

ᾝ

(

)

/Web ᵊ

ˢ ˣ

/ᵊ

(

)

DBזּꜛ

ˢ ˣ

IC ︡ “ᾕ ᵓ

(

)
Ộ

( ˗ )

ᴂ
ộ

/זּꜛ זּ

/

ộ ộ

ᴟ IMS Ộ ᴟ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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2-3-2. 

Â2-1-1 Ộ ӡ “

Â onboarding ῢ℅ᵫ ⱲID ὀ

ˢ͍-͍ˣ ˢ͍-͎ˣ

זּ ⌠ ↄ ͎ “

AML/CFTṛ

ᴂ

᾽ẁ

ΰ

ῢ℅ᵫ ˢ︡ԏⱲᶎ ˣ Ὃ ᾽ẁḚ

זּ ᵰ

ᶨ ằ

ongoingonboarding

ˢ Ộ ˣ

Ộ

Ộ ☼ם

ˢ͍-͍ˣ

ῢ℅ᵫ

ˢ͍-͎ˣ

זּ ⌠

ῢ℅ᵫ
ˢ͎ˣ

ˢ͏ˣ

ӡ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ᵵ

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

Â ᾁ ᴦ ᶎ ῢ℅ᵫ “

Web ₅ ˴

( ᶎ ᵊ )

Ỳ Ṑḩ Ԍ

ᾁ ˴

᾽ẁ

᾽ẁ

ῢ℅ᵫ

Ỳ Ṑḩ

Web ₅ + ꜘ
Ỳ Ṑḩ Ԍ

ᾁ ˴

᾽ẁ

᾽ẁ

ῢ℅ᵫ ( )

Ỳ Ṑḩ

῝ Ṑḩ

῟ ᵓ

Ὣᴮᵕ

IMS ῢ℅ᵫ (Web ₅)

ˢ͍˵͍ˣ ῢ℅ᵫ

̎  

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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IMS ᴿ ᵔὨʿ ᾁ ₉ ᵔ

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

Â ᾁ ᴦ ᶨ

IMS ᾁ ₉ ᴿ ᵔ

ᵓ

ᶎ ▫ ᶎ

ᵓ⌠Ộ

ᴟ ⌡ᾚ

IMS ῟ ᶎsῢ℅ᵫ Ⱳˣ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

ῢ℅ᵫ Ӣ
ꜘ

ᵓ

Ỳ Ṑḩ

ᵓὫᴮ

ᶎ

῟

ᶎ Ὣᴮ ᵕẨᴦ

“ᾕ

(῝ Ṑḩ)

᾽ẁ Ỳ Ṑḩ

ᵓὫᴮᶎ

ˢ ˣ

ˢ ˣ

Ỳ Ṑḩ Ԍ
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IMS ᴿ ᵔὨʿ IMS ᴿ ᵔὨ

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

IMS ῢ℅ᵫ Ⱳ ᴿ IMS ᵔὨ├

ᴟ ᶎ

︡ԏ ᶓ Ḙ

︣ ᾢ ᶎ ᴞ

Å IMS ῟ ᶎ

ᵠ ὖᾚ

Å ꜘ

ῢ℅ᵫ ₅ ᶎ

ΰ ὖᾚ

∕ᶎ ῢ℅ᵫ

ῢ℅ᵫ Ⱳ☼ם ῢ℅ᵫ י₅ּ

ᶎ ∕ᶎ “

Å ⁯ID ›

⁯ ID ⁯ID ︡

₅ ▫   “ ᶎ

Å᾽ẁ ︡ԏⱲ ӡ ╥― ᶎ ▫

  ᶎ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ῢ℅ᵫ IMSᴟ ᵔ ᴿ ᴿ

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

ÂAML ṛ ᴂ ‰ ᴟ ῢ℅ᵫ ₅ Ỳ Ṑḩ ᴟ

Âԁ IMS ᶨ ᶎ ︣ ᴿ

Âⱳ ӟ‭ ︠ ᴿ ˢᴞ ˣ ˢ ᴿ Ɫ ╥ ˣ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅
ᴟ

Web ₅ ֫

Web ₅

Ỳ Ṑḩ ῢ℅ᵫ ₅ “

ᴂ Ỳ

₵ ῢ℅ᵫ

ᴂ

זּ ᾁ ↄ ᾽ẁ ԁ ᶎ

Ộ

⁷Ⱬʿ IMSᴟ ᵔὨ IMS ᴿ

⁷Ⱬʿ IMSᴟ ᵔὨ₉ Ḛ ᴿ

Ⱬʿ IMSᶨ ᴿ
ῢ℅ᵫ IMSᴟ ᵔ ᴿ ᴿ

ᴂ ∕ᶎ ῢ℅ᵫ

ᾁ ₉

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

ᴟ ᶎ

IMS ᶨ ṛ

Ω ᴟ Ṍ Ộ IMS

  Ɫ ₉

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ᴿ IMS ᶨ ṛ ˢ͍˗͎ˣ

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

ÂFATF ṛ IALˢIdentity 

Assurance Levelx

IMS ⅜ ṁ ӟᴞ

᾽ẁḚ Ẩᴦ

ὸ IAL ᴦṐḩ

ḗ₰ AML/CFT Ḣ IAL

ằ

Âᴥ FATF IAL IMS

ᴞ ᴦ

AML/CFT ‰ ᴟ Ỳ Ṅ

ᾠẉ

¸ԁ ‰ ︡ԏ

IMS ӢẤ ›

ᴦ *1) 

FATF AML/CFT

IMS ⅜ Ὠ *1)

ML/FT Ḣ IAL ᶎ

IMS ᾽ẁḚ

*1) GUIDANCE ON DIGITAL IDENTITY(Mar 2020)

http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ᴿ IMS ᶨ ṛ ˢ͎˗͎ˣ

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

Â IAL IAL ᶎ ṛ › ᾝⱲ eID EUs ˣ

ᶎ ṛ IAL ›

¸ EU onboarding eIDᶨ ᾁ Ỳ Ṫ eIDASṛ Ấ ṳ

¸ ID ԁᴟ לם IAL ỡԁᴟ

ֽ⁯

ᶎ ṛ

₢Ấ

√ ӱ׃ ♁

ᶎ

ṛ

һ⁯ּי

ᶎ

ṛ

Ấ

ṁ

POCAᵵ ṛ

⇔ᴟ

Money 

Laundering Act 

(GwG) ṛ

⇔ ᾤ
ṛ

Identification

Management 

Standards ṛ

ᶎ
ᾖ אּ ῝

Ộ ṛ

›

ᶎ
῝

ᶎ ᴦ

Ỳ Ṑḩ ᶎ

ṛ

ᶎ

⇔ṛ

›

︣ ấ
Ộ

ᴥ

ˢIALˣ

›

ˢGood Practice

Guide45 eIDAS

›

ˣ

GwGᴖ תּ

eIDAS Ấ ṛ

ˢ ╥―ˣ

⁯ ‹ ˢ ̞ˣ

ԁ

ˢSSNx

2s010 ID

♁x

ԁ

ˢIRDx

̞ ᾝ∕ ᵓזּ Ỳ ←ᵲ ├3 ᾗ ᾢ ᶎ

AML ῢ℅ᵫ Ὃ Ḛ

ằ
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ˢ╥―ˣ ⁯ EU

2-3-3. ˢ͍-͍ˣ ῢ℅ᵫ

Â ⁯ʿNIST ( ⁯ Ṫ ᾆẕ ) SP-800-63A*1) IAL AAL ṛ

ÂEUʿ eIDAS LoA (Levelsof Assurance) ṛ

Â ⁯ EU ṛ ӽ ᾢ

*1) CONFORMANCE CRITERIA forNIST SP 800-63A ENROLLMENT AND IDENTITY PROOFING and NIST SP 800-63B AUTHENTICATION AND LIFECYCLE 

MANAGEMENT https://www.nist.gov/system/files/documents/2020/07/02/800 -63A%20Conformance%20Criteria_0620.pdf

eIDAS ᶎ Ⱳ LoA

LoA Low Substantial High

Ⱳ

ᶎ ῟ ᶎ ṁ

ᶎ

῟

ᶎ

¸ LoA Ṝ∏ ʿ ᾕᶎ

Å

Å

Å ᾕᶎ

2.1 

Å

Å “

Å ♁

Å   ῖḊ

2.2 eIDḚ

Å RP ᶎ Ὧ

2.3 

Å

(ISM)

Å Ṝ Ḛ

Å ☼

Å Ḛ ├

Å ḗ₰

2.4 Ḛ

NISTSP800-63 IAL
NISTSP800-63 

AAL

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ᵵ

2-3-3. ˢ͍-͎ˣ זּ ⌠ ῢ℅ᵫ

ÂṌ Ỳ Ṑḩῢ℅ Ỳ Ṑḩ ṛῢ℅ ᵫ

Â᾽ẁ ῢ℅ᵫ ὖᾚ Ỳ Ṑḩ ᾁ ⌡ᾚ ῟ᴮ ṍ

Ỳ Ṑḩ Ԍ

ᾁ ˴

᾽ẁ

Ỳ ṐḩA

῝ Ṑḩ

῟ ᵓ

Ὣᴮᵕ
Web ₅ +

ꜘ

ῢ℅ᵫ

( )

᾽ẁ
Ỳ Ṑḩ Ԍ

ᾁ ˴

᾽ẁ

Ỳ ṐḩB

῝ Ṑḩ

῟ ᵓ

Ὣᴮᵕ
Web ₅ +

ꜘ

ῢ℅ᵫ

( )

Ỳ Ṑḩ Ԍ

ᾁ ↄID ὀ

Ỳ Ṑḩ͖
᾽ẁ

Ỳ Ṑḩ Ԍ

᾽ẁ

Ỳ ṐḩB

ῢ℅ᵫ ( )

ῢ℅ᵫ Ӣ

ᾁ ↄID ὀӢ

ˢ͎ˣ זּ ⌠ ῢ℅ᵫ

)᾽ẁ Ỳ ṐḩA ᶆỲ Ṑḩ ᾤ

ῢ℅ᵫ “ › Ⱨ ῢ℅ᵫ ↄ

ᶆỲ Ṑḩ ᾤ ῢ℅ᵫ “ › Ⱨ

̎  

ᾁ ↄ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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זּꜛ)(͍-͍) ) (͍Ɩ )͎( זּ ⌠ ID )

ӱ“ ᵔ ᴿ ᴿ

2-3-3. ˢ͍-͎ˣ זּ ⌠ ῢ℅ᵫ

Âῢ℅ᵫ Ỳ Ṑḩ ᾽ẁ   ᴟ ԁ Ⱨּיḧ ᵦ ᴿ

Âⱳ ӟ‭ ︠ ᴿ (ᴞ ) ( ᴿ Ɫ ╥)

⁷Ⱬʿ ˢ͍-͎ˣ ӱ“ ᵔὨ (1) ᴿ

⁷Ⱬʿ ˢ͍-͎ˣ ӱ“ ᵔὨ₉ (1) ᴿ

Ⱬʿ ˢ͍-͎ˣ ᴿ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

Web ₅ ֫

ID ὀ Ⱨּיḧ ᵦ

Web ₅

Ỳ Ṑḩ ῢ℅ᵫ ₅ “

ᴂ Ỳ

╛ ID ὀ▫ ᴂ

ID ὀ ӪḚ

₵ ῢ℅ᵫ

ᴂ

Ỳ Ṑḩ(IdP) Ӣ ‰

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

Ộ

(͍-͍)(ꜛ זּ ) ˢ͍-͎ˣ

( ⌠זּ ID ) ӱ“ ᵔ ᴿ

ᴿ

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

IMS ᶨ ṛ

Ω ᴟ Ṍ Ộ IMS

  Ɫ ₉

ᴂ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ÂID ὀ Ⱨּיḧ ᶤ ᾁ ︠ ᴞ2

Â Ӥ Ⱨּיḧ ︡ ᴣ ― ᾁ ―

͍ Ỳ ṐḩA(ID )︣ Ỳ ṐḩB(ID )︣ ὀ ᾽ẁ ᶎ KYC

ӟᴞ͎ ― Ⱨּיḧ ︡ ᴣ ᷈ӛ Ӥ ᾁ

AML/CFT ID ὀ Ⱨּיḧ ᵦ ᴿ

2-3-3. ˢ͍-͎ˣ זּ ⌠ ῢ℅ᵫ

# ᶆ╥ᴥּי Ộ

1 Ỳ ṐḩA(ID )︣ Ỳ ṐḩB ὀ ᶎ ↄ ( )

Ỳ ṐḩA Ӥ ᾽ẁ ựᴟ ᶎ ὀ ― ( )

Ỳ ṐḩA ᵃ Ӣ Ỳ ṐḩB KYC פֿ ᴟ Ộᵦ KYCֿפ ᴟ ὼ

Ӫᾋ

2 Ỳ ṐḩB(ID )︣ Ỳ ṐḩB ╥― ꜛ ᶎ ™ ☼ם ( )

Ỳ ṐḩA ID ╥― ὀ ( )

͎ Ỳ ṐḩA(ID )︣ ᵃ῏ ᾖ

ԍ Ỳ ṐḩB(ID )︣ ›

Å ID ︣ ᵃ῏ ID ︣ ᵲ

› ᵲ ᾁ

Å ᵲ ᶛ 1 ᾠẉ Ӥ ᵃ

῏ (ID ︣ Ḛ ᾽ẁ ằ

῏ ) Ӱ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ΰ Ỳ Ṑḩ(IdP) Ӣ ‰

2-3-3. ˢ͍-͎ˣ זּ ⌠ ῢ℅ᵫ

Â᾽ẁ זּ ⌠ ῢ℅ᵫ Ỳ Ṑḩ “ ›ID (︣ᴞ

Ỳ ṐḩA) Ӣ ‰ ᴦ ὼ

Âᴞ Ỳ ṐḩA ᾁ ›ID ὀ Ỳ Ṑḩ ֲố

᾽ẁ Ỳ ṐḩC

Ỳ ṐḩD

Ỳ ṐḩB

︡ԏ

Ỳ Ṑḩ͖

︡ԏ

Ỳ Ṑḩ͖ IMS

︡ԏ

IdP Ỳ Ṑḩ ἇ› › ֲố

ằ ֲố ὼ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ᵵ

2-3-3. ˢ͎ˣὋ ᾽ẁḚ

Â IMSᴟ Ỳ Ṑḩ ᾽ẁ ︡ ᴟ Ỳ Ṑḩ ᾽ẁ Ⱨ ⌡ᾚ

Â IMSᴟ זּ ᶨ ☼ם ᾝ Ӭ ṍ

Ḛ

Ỳ Ṑḩ Ԍ᾽ẁ

᾽ẁ ᶎ

Ỳ Ṑḩ

Ỳ)זּ / Ộ )

Ṯ ︡

ԏ

᾽ẁ ᶎ (ᵕ ) /

︡ԏӢ

Ỳ ộ

זּ (Ỳ ︡ԏ)

︡ԏ/ῢ℅

Ỳ Ṑḩ Ԍ᾽ẁ
᾽ẁ ᶎ Ӣ ( ᴟ)

Ỳ Ṑḩ

᾽ẁ ᶎ (ᵕ ) ( ᴟ)/

︡ԏӢ

Ỳ ộ

︡ԏ/ῢ℅

ᾝ∕ Ὃ ᾽ẁḚ Ⱨ

ᴟ Ὃ ᾽ẁḚ Ⱨ ̎  

Ṯ ︡

ԏ

זּꜛ

זּꜛ זּ

זּ ( )

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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IMSᴟ ‰ ᴟ

2-3-3. ˢ͎ˣὋ ᾽ẁḚ

ÂFATF ḩ

Ṫ ᶨ ᾚ ‰ ᴟ ᴦ ᾠẉ*1)

¸᾽ẁ ᶈ

Å IP ︡ԏ ID

Å ὀ ˑ ᴥ

¸ῲ ᾽ẁ “

Å ếᴟ

ÅӰ Ṯ ︡ԏᾁ ếᴟ

¸Ỳ

Å ọ⁯ ῝ ˢ ֫ Ẩ ˣ ︣

Å ọ⁯ ᴂ Ỳ ằ

Ỳ Ṑḩ ṛ

ᶧ ἇ

Ỳ Ṑḩ ⱧỘḕẽ Ὂְ

זּ ☼ם

∑ם ᾽ẁ ︡ԏ ᴂ ם

῟ ᾚ ☼ם

)᾽ẁḚ ︡ԏ

Ṯ ︡ԏ

ᶆ

Ṱ

ᴣ ᾚ

*1) FATF Guidance on Digital Identity (March 2020)

http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html

ᵵ

AML ῢ℅ᵫ Ὃ Ḛ

ằ
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Ὃ ᾽ẁḚ IMSᴟ ᵔ ᴿ ᴿ

2-3-3. ˢ͎ˣὋ ᾽ẁḚ

Â ‰ ᴟ ⌡ᾚ ԁ זּ ᶨ ᴿ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅
︡ԏ ᴟ ︣

Ὃ ᾽ẁḚ ָ ♁

ᵃ ᴂ UX ӂᴟ

᾽ẁ ᴟ

᾽ẁ ᾁ Ⱨ ︡ԏⱲ ˢ Ⱳ

︡ ˣ
Ộ

⁷Ⱬʿ IMSᴟ ᵔὨ IMS ᴿ

⁷Ⱬʿ IMSᴟ ᵔὨ₉ Ḛ ᴿ

Ⱬʿ IMSᶨ ᴿ

Ὃ ᾽ẁḚ IMS IMSᴟ

ᵔ ᴿ ᴿ

ᴂ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

︡

︡

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

︡

︡

︡

יּ╣ ằ ḩ ằ ᾽ẁ Ӫ ᴂ

( (͏) )

יּ╣ ằ ḩ ︡ ằ ᶎ ᴂ

( (͏) )

ṍ ᾽ẁ ₰

︡ ︡ԏ Ⱳᶎ
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ᵵ

2-3-3. ˢ͏ˣ זּ ᶨ ằ

Â IMSᴟ זּ ⱱ ḯ ᶨ Ӭ

᾽ẁ Ω ằ ṍ

Ỳ Ṑḩ Ԍ᾽ẁ

᾽ẁ ӛ

Ỳ Ṑḩ

ӛ

Ỳ Ṑḩ Ԍ᾽ẁ

᾽ẁ ӛ

Ỳ Ṑḩ

᾽ẁ ӛ ᾝ∕ Ộ ᾕ ☼ם

᾽ẁ ӛ IMS ᶨ “ ̎☼ם  

זּꜛ

Ỳ)זּ / Ộ )

זּ (Ỳ ︡ԏ)

ӛ

זּꜛ זּ

זּ ( )

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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IMS ᴿ ᵔὨʿ᾽ẁ ḧ/ᵓּזḧ

2-3-3. ˢ͏ˣ זּ ᶨ ằ

Âּז ᶆ DB ⱱ ᾽ẁ זּ ⱱ ᾽ẁ

IMS Ặ ᾽ẁ꜡ ◓ Ḛ זּ ᶨ ṍ

¸ ὀ זּ ḧ ḼỘḧ ῲ ṍ ῟ ὀ ὀ▫

IMS 1 ὀ▫ ᶨ

ὀ “ ṍ(ᴞṜ₮ ╥ )

¸ 2-1-4. ᾠẉ Ỳ Ṑḩ ᾤ Ω ᴟ ∕ ᾝ

ם ᴞṜ֒ Ộ ự ԁ ᵬ ᴮ

Ἱ ―

Â ᶨ ᾽ẁ ᵔὨ├ ԁ

ᴅἐ ᾽ẁ Ẩ ṛ ᾋ ԏ ▪ ᴿ

ḧז2ּ

IMS

ὀ▫

ᶨ ᴦ

ὀ ὀ▫ ᶨ

ḧזּ

A

Ỳ Ṑḩ

᾽ẁ

᾽ẁ1 aaa

IMS ᾽

ẁ꜡ ◓

Ỳ)זּ / Ộ )

᾽ẁ1 fff

ὀ

B

᾽ẁ1 bbb

C

᾽ẁ1 ccc

IMS ᶨ ᾽ẁ

᾽ẁ

᾽ẁ

ԁ᾽ẁ

◙ ᾽ẁID

ὀ ᵬ

ᴮ

ᾝם ―

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding



88

זּ ᶨ ằ IMSᴟ ᵔ ᴿ ᴿ

2-3-3. ˢ͏ˣ זּ ᶨ ằ

Â זּ ⱱ ḯ ᶨ Ӭ Ὣᴮ זּ ︡

ḩ ᴿ

Âⱳ ӟ‭ ︠ ᴿ (ᴞ ) ( ᴿ Ɫ ╥)

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ᴅ ᾽ẁ ᶨ

Ẩ

יּ╣ ằ ḩ ằ

᾽ẁ Ӫ ᴂ

יּ╣ ằ ḩ ︡

ằ ᶎ ᴂ

꜡ ◓ ԁ ₉

/ Ḛ ᾽ẁ꜡ ◓ ԁ

זּ ᾽ẁ꜡ ◓ ԁ

זּ ᵰ ԁ

₉

ᶨ Ӥ ḩ ᾽ẁ Ỳ

Ṑḩ ꜡

Ộ

⁷Ⱬʿ IMSᴟ ᵔὨ IMS ᴿ

⁷Ⱬʿ IMSᴟ ᵔὨ₉ Ḛ ᴿ

Ⱬʿ IMSᶨ ᴿ

זּ ᶨ ằ IMSᴟ

ᵔ ᴿ ᴿ

ᴂ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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ΰ זּ ᶨ ḩ ᴿ

2-3-3. ˢ͏ˣ זּ ᶨ ằ

Â ᶨ ḼỘ Ὰ “ ᴅ ᾽ẁ ᶨ

Ẩ ᴥ ằ/ ᶨ יּ╣ ằ ḩ ᴂ

ằ

(Ỳ / Ộ )
ᶨ

Ỳ Ṑḩ Ԍ

ᶨ

Ỳ Ṑḩ᾽ẁ

ằ

Ԍ

י3ּ ằ

᾽ẁ( ︠ ) Ӫ

י3ּ ằ

᾽ẁ

᾽ẁ ᶨ

ὀ Ӫ

᾽ẁ ὀ

י3ּ ằ ᾽ẁ Ӫ︡ ᴿ

ằ ᴿ

יּ╣ ằ ḩ ằ

᾽ẁ Ӫ ᴂ

ᶨ ḩ ᾽ẁ ☼ם

ӪṜ ⌠ Ḛ ᾽ẁ ӪḚ

ᶨ ᴿ

יּ╣ ằ ḩ ︡

ằ ᶎ ᴂ

ằּי ︡ Ὂӳ ᶎ

ᶨ ằ

ᵔ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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Ṫ ᴿ

2-3-4. Ṫ ᴿ

Âӟ‭ Ṍ ᾆẕ ◙ Ṫ ᴿ ấ

ᴿ ᴿ ᵵ ᴿ ⇔

ID

Ọӧ

ID ID Ḛ יּ√ ID ԁ

‰ ‰ Ẑ*1)

ID
ID ᴟ ID ‰ ID “

IDḚ ΰ *2)*3)

Authoritative 

Source ♂

ᾕᶎ יּ╣ ☼ם ›Authoritative Source ᾕᶎ

ᵲ ֲố Ӥ ῲ ֲố *4)

Ọӧ
ID ID Ḛ יּ“ ᾝ ‰ID

ᾂᾢ Ḛ ΰ Ẑ*1)

Ṝ ḁ
ḼỘ ⌠ ID ּי ᴡ › ∕

ᶎ ID ⌠   Ṝ ḁ
*4)*5)

*╥ ᾅ ⱳ Ṝ∏
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Ṫ ᴿ

2-3-4. Ṫ ᴿ

ᴿ ᴿ ᵵ ᴿ ⇔

ᴦ

יּ ID יּ

ᶎ

IʝD ᾁ ︡ ᶨ ‰ Ṫ

יּ ID יּ ᶎ *4)

Ṫ ῟

Ὃ

Ὃ Ṫ ID ᴟ

ᴦ ID ₴Ṭ ӂ ꜘ€

ᾁ ᴦ *2)*3)

*1) Digital Identities in Financial Services Part 2: Responsible Digital Identities, The Key to Creating More Inclusive Economies(Oct 2019) 

https://www.iif.com/Portals/0/Files/content/Innovation/10142019_responsible_digital_ids.pdf

*2) Guidance on Digital Identity (March 2020) http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html

*3) OIX The value of digital identity to the financial service sector (Dec 2016) https://openidentityexchange.org/networks/87 /it em.html?id=202

*4) DG-FISMA ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR 

https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-

december2019_en.pdf

*5) DG-FISMA Report on existing remote on-boarding solutions in the banking sector 

https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/report -on-existing-remote-on-boarding-solutions-in-the-

banking-sector-december2019_en.pdf
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AML/CFT לם ◦ ᶎיּ ḩ ᴿ ΰ

2-3-5. Ỳ Ṑḩ ╥ ḩ ᴿ

Â⁯ Ỳ Ṑḩ לם ◦ יּ ᶎ ‰ Ӫᾋ

Âᾝ FATF 2019 10Ὦ῝ best-practices-beneficial-ownership-legal-persons *1) FATF

῀ ₰ ꜘ ᶆ⁯ ם Ḧ לם ◦ ᶎיּ (ᴞ ╥ ) ›

︣ ᶎ ꜛ

Â FATF ᴂ ₢ ᴿ לם ◦ ᶎיּ

לם ◦ יּ ᶎ ▫ ᶎ ―

No. ᵵ לם ◦ יּ ᵓ

1
the Registry 

Approach

Ṝ לם ◦ יּ ḩ

Ω

ˢ ▫ ˣ

Ṝ

2
the Company 

Approach

ᶆᵓּז לם ◦ יּ ḩ

Ω Ḛ

ˢ ▫ Ẑˣ

ᶆᵓּז

3

the Existing 

Information 

Approach

Ṍ ᾛ
ᵰ

ᾛ

ᵓּז Ṝ Ṝ

ˢ ꜛ כּ ӱ ᴦ ∞▀ Ṝ ˣ

Ỳ Ṑḩ DNFBP*3)

ộˢḗ Ḃ ộˣ ὴ︡ԏ

Ộ

FATF לם ◦ יּ *2)

*1)FATF, best-practices-beneficial-ownership-legal-persons, Oct 2019 https://www.fatf -gafi.org/media/fatf/documents/Best -Practices-Beneficial-Ownership-Legal-Persons.pdf

*2)*1) ᾕ NRI⌠

*3) ◙ Ỳ Ộּיẉ Ộ ᴪ Dsesignated non-financial businesses and professionsx

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding

https://www.fatf-gafi.org/media/fatf/documents/Best-Practices-Beneficial-Ownership-Legal-Persons.pdf
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AML/CFT לם ◦ ᶎיּ ḩ ᴿ ΰ

2-3-5. Ỳ Ṑḩ ╥ ḩ ᴿ

Â ᴿ ᶆ⁯ ᾁ ӟᴞ ᾁ

¸ Ⱨộ √ ӱ׃ ♁ ☼“ṛ ͍͍ ͎‮ ͍‹ לם ◦ ˢӟᴞBOxיּ

Ộ Ṝ BO Ḛ אּ ῖ ᾁ

ˢ 2 7Ὦ Ⱨộ Ộ Ṝ לם ◦ יּ Ӄ ḩ ᾆẕᵓ︡ ᵵ

ˣ

Å ῝ “ ḏ ᶴ꜠ᵓּזBO ⁮ ᵓּז Ⱳ ῝ BO

ᶎ “

Å₈ῇ ᴿ ῇ Ὃ BO Ӄẉ ῝ Ṑḩ Ӄ BO ₰Ṑḩ

Å Ộ Ṝ ṜḂ לם ◦ יּ ᶎ ԁ “ ᾤˑ

Ỳ Ṑḩ ῢ ᶎ “ ᾝ ֫ ԁ ẉ ԁ

ΰ

ʿ , Ộ Ṝ לם ◦ יּ Ӄ ḩ ᾆẕᵓ︡ ᵵ,Jul 2020http://www.moj.go.jp/content/001324012.pdf

AML ῢ℅ᵫ Ὃ Ḛ

ằ
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AML/CFT ︡ԏ ᴿ ΰ

2-3-5. Ỳ Ṑḩ ╥ ḩ ᴿ

ÂFSB 2020 4Ὦ G20 ꜘ Ỳ ᵠ ΰ *︡1) ԁⱳ ⁮ *2) Ỳ‰

ᾢ ᴿ ◙

Â ⁮ ṛ ḗ ḩ ṛ Ḉ“ ⱱ ⁯ ӽ

Ỳ “ ∑ ╗ ◙

ל ḗ ᶎAML/CFT ῟ ᵠ

⌡ᾚ ︡ ― ᾁ

Âḩ ṳ 2021 6Ὦ ᵠ FATFᴖ תּ Ӛ‹Ɫ▀ ӱ Ⱳ ᴿ Ṱ ˢ

ˣ ḩ ᶆ⁯AML/CFT Ặ ₯Ӱ ᴂFATFꜛ ᴿ ꜡ *3)

̰ ӟ ︡ԏ Ḛ ᴿAML/CFTṛ ⁯ᴪ ₯Ӱ FATFṁ

ṛ ḗ Ὧ ☼ם ∑ ⁯ẽ ׇ Ặ (ᶆ⁯ ῐ )

ṛ ︠ ― ˢỲ Ṑḩ IMS IMSᴟ ᵔὨ

― ˣ

Âᴥ FSB ԁⱳ ⁮ *2) ḼỘ ꜡ ◓ LsEIx ẉ ᾤ ID ► ᶈ

ḩ ︡ Ỳ Ṑḩ ᾤ ῟

ᶎ ︡ ―

¸⁯ Ỳ Ṑḩ ︡ԏ ⁯ Ὰ ᾽ẁ ṍ

☼├ ―

*1) 2020 2Ὦ G20∞ “Ỵ״ ∆ᵓṳ Ⱨ‮ Ỳ ᵠ ︡ Ὠ Ỳ ӗ ⱧᵓˢFSBx ◕ ӦԌ

ᵓˢCPMIx Ẹ 2020 10Ὦ Ỳ ᵠ ΰ Ῥ ˢ ˣ⌠

*2)FSB,EnhancingCross-border Payments Stage 1 report to the G20,Apr 2020https://www.fsb.org/wp -content/uploads/P090420-1.pdf

*3)ACAMS Today Ӛ‹Ɫ▀ Ӛ‹Ɫ▀ῖḊỘּי ḩ FATFṁ 12 Ὦ ᴿ,Nov 2020 

https://www.fsa.go.jp/frtc/kikou/2020/FSA_article_ACAMSToday2020_Sept-Nov.pdf

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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AML/CFT ︡ԏ ᴿ ΰ

2-3-5. Ỳ Ṑḩ ╥ ḩ ᴿ

ÂFSB ᴿ ᵔ ΰ ︡

¸ FSB 2020 7Ὦ ᴿ ᵠ 19   Bsuilding Blocks, ӟᴞ BB ˣ ⱳ ⁮ ῝

2020 10Ὦ BB ᾁ ╣ⱳ ⁮ ῝ *1)

¸ ḩ ᴿ ᴞBB5 BB6 BB8 BB16 ṳ

*1) Enhancing Cross-border Payments Stage 3 roadmap (13 October 2020)

ˢ ῎ NRI ˣ https://www.fsb.org/wp -content/uploads/P131020-1.pdf

ḩ *1)

Aʿ Ỳ ᵠ ΰ Ḃ Ặ  

BB1ʿ Ặ ├

BB2ʿ ⁯∑ ᾖ “

BB3ʿ ᵤᵰ Ỳ Ặ ṁ

Bʿṛ ḗ

BB4ʿ ṛ ḗ ḗ♪

BB5ʿ AML/CFTṛ ԁḤ ᶧ

BB6ʿ ᾋ

BB7ʿ ӗ Ỳ

BB8ʿ KYC ID Ặ

Cʿ Ỳ◕ ᴂ

Ṍ Ὠↄ ᵠ

BB9 ʿ PvPὨↄ

BB10ʿ Ὠↄ ˢ ˣ ᵠ

BB11ʿ ˢ Ỵḧ ˣ͂ Ἳ ằẚ︣ ┤

BB12ʿ ˢ︠ Ὠↄ ˣᴶ Ⱳḧט

BB13ʿ Ὠↄ ḧ ῀

Dʿ ל ΰ STPᴟ

BB14ʿ ISO 20022 ԁ ⅜

BB15ʿ ῖḊ API

BB16ʿ ԁӪ꜡ ◓ ᶎ

͚ʿ Ὠↄ ∕ ᶤ ┤

BB17ʿ ᾝᴦם ᾁ

BB18ʿ ὲ

BB19ʿ ⁯∑ ⱱ CBDC ὓ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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IMSᴟ ᵔὨ IMS ᴿ Ὣᴮ

2-3-6. IMSᴟ ᵔὨ IMS ᴿ Ὣᴮ

Â ᾁ Ⱨ ᴿ ᵔ

Âԁ זּ זּ ᶨ Ẩ

ᶨ ḩ ᴿ ԏ ▪

¸ Ỳ Ṑḩ ╥ ḩ ᴿ IMS ᴿ ᴞ Ṝ∏

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅
ᴟ

Web ₅ ֫

Web ₅

Ỳ Ṑḩ ῢ℅ᵫ ₅ “

︣

᾽ẁ ᴟ

זּꜛ √ᾁ ᾢᵦ

ᴅ ᾽ẁ ᶨ Ẩ

꜡ ◓ ԁ ₉

/ Ḛ ᾽ẁ꜡ ◓ ԁ

זּ ᾽ẁ꜡ ◓ ԁ

זּ ᵰ ԁ ₉

ᶨ Ӥ ḩ ᾽ẁ Ỳ Ṑḩ

꜡

ᾁ ₉

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

ᴟ ᶎ

᾽ẁ ᾁ

︡ԏⱲ ˢ Ⱳ

︡ ˣ

זּ ᾁ ↄ ᾽ẁ ԁ ᾁ

Ộ

ᴂ ∕ᶎ ῢ℅ᵫ

Ⱬʿ IMS ᵔ IMS ᴿ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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IMSᴟ ᴿ Ὣᴮ

2-3-7. IMSᴟ ᴿ Ὣᴮ

Â IMSᴟ ӟᴞ ᴿ

︡ԏⱲᶎ

᾽ẁ

ᴣ

₅

ID ὀ Ⱨּיḧ ᵦ ᴂ Ỳ

╛ ID ὀ▫ ᴂ

ID ὀ ӪḚ

Ὃ ᾽ẁḚ ָ ♁

ᵃ ᴂ UX ӂᴟ

יּ╣ ằ ḩ ằ ᾽ẁ Ӫ ᴂ

יּ╣ ằ ḩ ︡ ằ ᶎ ᴂ

IMS ᶨ ṛ

Ω ᴟ Ṍ Ộ IMS

  Ɫ ₉

₵ ῢ℅ᵫ

ᴂ

Ỳ Ṑḩ(IdP) Ӣ ‰
Ộ

ᴂ

AML/CFT ḩ ᴿ (Ỳ Ṑḩ/ ộ) ΰ ḩ (R᾽ẁ/Ỳ Ṑḩ)

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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IMSᴟ ᵔὨ Ḛ ᴿ IMSᴟ

ᴿ ԁ

2-3-8. ᴿ

Âᴿ ᴞ ͕ Ḣ

Â ͔ˣ͕ˣ ₰ ᴿ ꜘ ⱳ ӟ‭ Ṝ∏ ᶤһ

ᴿ Ḣ ᴿ

͍ˣIAL IMS ᶨ ṛ

͎ˣID ὀˢ ᵦ ˣ
ID ὀ Ⱨּיḧ ᵦ

Ỳ Ṑḩ(IdP) Ӣ ‰

͏ˣ

ˢ ӪḚ ˣ

ID ὀ ӪḚ

ᴅ ᾽ẁ ᶨ Ẩ

יּ╣ ằ ḩ ằ ᾽ẁ Ӫ ᴂ

יּ╣ ằ ḩ ︡ ằ ᶎ

ᴂ

ᶨ Ӥ ḩ ᾽ẁ Ỳ Ṑḩ ꜡

͐ˣỲ ᴂ Ỳ

͑ˣ ῀֫ ╛ ID ὀ▫ ᴂ

͒ˣ Ộ ӱ“

Ɫ
Ω ᴟ Ṍ Ộ IMS   Ɫ ₉

͓ˣỲ Ṑḩ

╥ ḩ ᴿ

לם ◦ ᶎיּ ḩ ᴿ

︡ԏ ᴿ

͔ˣ ᴿ

ˢUXφ IT ˣ

Web ₅

Ὃ ᾽ẁḚ ָ ♁ ᵃ ᴂ UXӂᴟ

₵ ῢ℅ᵫ ᴂ

זּ ᵰ ԁ ₉

͕ˣ Ṫ ᴿ 2-3-4 Ṝ∏ ԁ Ṫ ᴿ

AML ῢ℅ᵫ Ὃ Ḛ

ằ

ongoingonboarding
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2-4. ᴿ ᵔὨˢ Ⱨ ˣ



100

ᴟ

ṳ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

IMSˢ ˣ ᴿ

ᴿ ᵔὨ
ᴿ

ԁ ᵔὨ

IMSˢ ˣ ᴿ

AML/CFT̠ ΰ ḩ ᴿ
ˢ ᾁ ₉ ╛ ᾽ẁ︣ ˣ

ᴟ

IMS ᴿ

ᵔὨ
▪ ᴿ

ᴿ

IMS ᴿ

ᴿ ᵔὨ ΰ

ᾁ

ᴿ ᵔὨ ΰ

ˢSSI/DID ԁ ᴿ ᵔὨ ꜘ€ḯ ˣ

2-1

2-2

2-3

2-4

2-5

ᴿ
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ᴿ ᵔὨ ΰ Ⱨ ᶨ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â ấ ᴟ IMS   ֫ ˑ ᴿ ᵰ⁯ ᴿ

︡ Ⱨ

Â ấ IMSᴟ ᵔὨ IMS ᴿ IMSᴟ

ᴿ ᴞ ︡ Ⱨ ᴿ ᵔὨ ꜘ€

¸ ͓ˣ Ỳ Ṑḩ ╥ ḩ ᴿ ᵤᵰ Ⱨ ᾋ ︡ԏ ᴿ

ᴂ ︡

ᴿ Ḣ Ⱨ

͍ˣIAL EU ֽ⁯

͎ˣID ὀ ( ᵦ ) ID ὀ ᴟ ︡

͏ˣ ( ӪḚ )
ᴿ SSI/DID ᴿ ᵔὨ ṍ

3 ⇔ ṳ

͐ˣỲ

͑ˣ ῀֫ ᴟ ︡

͒ˣ Ộ ӱ“ Ɫ ID ὀ

͓ˣ ︡ԏ ᴿ
︡ԏ(ׇẽỲ ) ӟᴞ2Ⱨ

ḧ “ID ᴆ ︣Ỳ Ṑḩ



102

EU Ỳ ṛ ˢeIDASx › ΰ ︡

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂEU ῝Ặ ΰ eIDAS ḧ ᴦ Ӥ ᶈ ᾁ

Â› AML◙ ᵠ ᾽ẁḚ ṛ ԁᴟ ᾁ

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V EUӽᵰ ׇẽỲ ΰ EUӽᵰ ῀֫

V ԁ᾽ẁḚ ṛ ⁯ ᴟ ∑KYC ᴥ ⁯ḧ

V eIDAS ḧ ᶈ ᾽ẁḚ ṛ ԁᴟ

ᴥ ⁯ḧ ׇẽỲ ᾋ₅

V ᾽ẁḚ ṛ ԁᴟ ᴥ ᶆ⁯AML/CFT ếᴟ ᾋ₅

V ᴆ ӦԌᵓ ︠ 2016 ☼“ӟ eIDAS ῝Ặ ῲ

V AML◙ ế ᴥ ᶆ⁯AML/CFTṛ ᵠ 30 Ὃ ☼ם

ᴂ

ÅeIDAS LoA(IAL) Ỳ ᶎ ᾽ẁ

Ḛ ᴂ EU ︡ ᴥ ⁯ ṛ

Ӧ Ὣᴮ ṛ ᴟ

Å ῐ GDPR ᴂ ᾁ

◙

ᴂῇ

ÅỲ Ṑḩ EU ׇẽỲ ằ

ΰ eIDAS Ấ ID ằ

EU Ỳ ṐḩḧIAL ԁᴟ

ᾋ₅

ÅⱳṍAML◙ AML ᵠ

Ⱳ eIDAS ԁ᾽ẁḚ ṛ

ᴥ ᶆ⁯ AML/CFTṛ ֳ

Å ῐEU Ặ ᴦ

Ӥ ᴆ ӦԌᵓ ᾋ₅

1) IAL



103

EU Ỳ ṛ ˢeIDASx › ΰ ︡

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂAML/CFT‰ ᴟˢ ʿ ˣ ︡ԏᵠ eIDAS ṁ eID Ỳ

ᶨ ΰ ᾁ ệ

eIDAS ᾕᶎ ˢ ᶎ ˁˣⱲ LoA

Ⱳṍ

2010 EU ᴆ 2020 ԁḕ ICT ᴆ

῝

DSM ᵔ

2013 2014-20 EU ▄ Connecting Europe 

Facilitys CEFx ⅜

eID ᶨ CEF ︡ 1 ṛ

2014 eIDASṛ ⅜ ☼“ʿ2016 7Ὦ

2015 ԁ◕ DsSMˣ ῝ eIDAS   ӡ EUᴥ ⁯ḧ ׇẽ︡ԏ eIDᶨ ♪

2015 11Ὦ PSD2s ᴆ Ὠↄ ◙ ˣ⅜ 97 SCAs ӗ ᾽ẁ ˣ Ẑ 98 EBA SCA RTSs ṛ

Ṫ ṁ ˣ ├ ṛ eID Ṱ ˢ ˣ

2017 DG FISMA eID/KYC eIDASᴞ ꜡ ṁ ׇẽeID KYC

ᶨ ︣ ᾁ

2017 11Ὦ PSD2 SCA ḩ RTS EBA ῝ ◓ ◦ ꜠ ᾗᶊᴟ ṛ

2018 7Ὦ AMLD5ˢ 5ⱳ ◙ ˣ☼“eID LoA ṛ

CEF DG Connect eBanking

eIDᶨ ḩ ⁮ ῝

Ỵ“ eID ᶨ ᴦ ṛ ˢ︠ ṛ eID

ḩἰ ˣ ˢ ♠ʿ ⇔ ╥ ˣ

2019 12Ὦ ṜeID/KYC ⁮ ḁ ˢ῝

2020 3Ὦˣ

Ỳ eIDAS ḯ ID ᶨ ḩ 2 ⁮ *1)*2)

ˢ ♠ʿ ⇔ ╥ ˣ

2020 7-10Ὦ eIDASφ ΰ ᵠ ӛ 2021 ᴨ₇ ῝

2020 9Ὦ Digital FinanceStrategy for Europe̔̀ 2021 Q3 Ỳ Ṑḩ ☼ם ᾽ẁḚ ӢẤ ᴦ

AML/CTFṛ EU ԁ eIDASṛ

ḧID ᶈ ṛ

*1) Report on existing remote on-boarding solutions in the banking sector

https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/report -on-existing-remote-on-boarding-solutions-in-the-

banking-sector-december2019_en.pdf

*2) ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR

https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-

december2019_en.pdf

1) IAL
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EU Ỳ ṛ ˢeIDASx › ΰ ︡

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂDG-FISMA ᶎ ẉ ᾽ẁḚ *1)

ˢᾤ ˣ
Åᾤ ԁӪ ꜡

Å♃ Ὦ ♃ ⁯ ᾤID

ˢ ˣ
Å ԁӪ ꜡

Å Ṝ ID

ˢᾤ ˣ

ˢ ˣ
Å᾽ẁḚ

Åˢᾤ ˣ Ộ ᾛ

Åˢ ˣלם ◦ יּ № “

Å ︣

Å

*1) ASSESSING PORTABLE KYC/CDD SOLUTIONS IN THE BANKING SECTOR

https://ec.europa.eu/info/sites/info/files/business_economy_euro/banking_and_finance/documents/assessing-portable-kyc-cdd-solutions-in-the-banking-sector-

december2019_en.pdf

1) IAL
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⁯ID ᶨ onboarding ῟ ᴟ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â ⁯ID 20 ự ẉ

Â ṁ ᶨ ︣Ỳ Ṑḩonboarding ῟ ᴟ ῞

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V SingPass MyInfo AML/CFT ᶆỲ Ṑḩ ꜛ ᾁ ├ ☼ם

V ⁯ ID ṍ ∕ ῢ℅ᵫ Ỳ

V ᵺ ︣Ỳ Ṑḩ ṛ ᴟ ⌡ᾚ

V Ⱳ ᾽ẁ ὀ ‮ ⌡ᾚ ᵠ

V ế ︠ 20 ự ⁯ID ẉ

V SingPass 2018 MyInfo 2017 ḧ ᵫ

ᴂ

ÅSingPass Ặ

MyInfo “ ḧ Ặ

ᾤ ״ ᾂἷ

ằᵫ◐ ḧ ᵫ

Åԁ MAS 626 ᵔּת

ᶎ ᶎ ︣ ⇔ ᴟ

ᴂῇ

ÅSingPass MyInfo ḧ ᵫ

ḧ ᶎ

ᴦ ӽ IAL ԁ

Å ᴥ  

︠ ☼ם

Ỳ IAL ԁ

1) IAL
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⁯ID ᶨ onboarding ῟ ᴟ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â⁯ ID ṁ SingPass “

SingaPass ếᴟ ếᴟ ☼ם

Â SingPass MyInfo ṁ Ḃ Ặ ṁNDI  

1) IAL

NDI Stack ᵵ⁯ ID ẉ Ὂӳ

Ⱳṍ

1948 ⁯ ID

2003 SingPass

ˢ⁯ ID “ ˣ

2014 Smart Nation 

2015 SingPass 2 ᵬ

2016 MyInfo

2017 MyInfo ḧ ᵫ

2018 SingPass ḧ ᵫ

SingPassMobile

ˢ ◙ Ḻ ᴦ ᴟˣ

2020 SingPass MyInfo ṁ Ḃ Ặ

ṁNDIˢNational Digital

Identityˣ  

Trusted

Service

Trusted
Access

Trusted Identity

Trusted Data

︠

Ḃ Ẹ

◓

MyInfo

SingPass
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India Stack ᶨ ḧ ᶈ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â Ὠↄᴟ ︠Aadhaar ᶋ Ὠↄṁ India Stack

ÂIndia Stack ᶨ ḧ ᵫ

¸ ӟ ḩ 2018 9Ὦ Ω‰∆ Ὠ Aadhaar ᶎ ḧ

ᾢ ῇAadhaar ᵠ Ӫ ḧḼỘAadhaar ᶎ ᴦ

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V ʿỴ“ῢ℅PAN Ṱ ᶆꜛ ⱱ12ὥ ‹ יּ

ᵲ ◙

V ʿ ῼὢ › Ḿᾑ ◙

V Ṱ ᾝ∕ 99%ӟ Aadhaar

V Ỳ ῝ ⱱ ₉ ᶖק Ỳ

V ẚ Ỳ ᴞὊↄˢ ˣ ︡ ếᴟ

V Ὠↄᴟ ︠ Aadhaar ᶋ Ὠↄṁ APIṁ ˢIndia Stackx

V Ὠↄ ᶈ ├ ☼ם

ˢ2015 ᴟ ├Digital India ᴞ ⁯ ᵧỴ“ῢ℅ Aadhaar ˣ

ᴂ

Å יּ ᶖק ᵓזּ ẚ Ỳ

ẚ ⁯

꜡ ‹ ẚ Ỳ ⁯ ῢ℅

₅ Ἱ ◙

Å ꜡Ⱬ 70%

ᾁ

ᴂῇ

Å ⁯ ꜡ ‹ ẚ Ỳ

₅ ◙ NPCI UIDAI ῝ Ṑḩ

Aadhaar Aadhaar ID

Ὠↄ ῢ℅ Ṑ ˢ ˣ ῝ ṁ

ᵫ ằ

Å ᾂ ὓᵊAadhaar

India Stack

ˣDigital Financial Services (April 2020) https://documents1.worldbank.org/curated/en/750421502949470705/pdf/118736 -BRI-EMCompass-Note-42-DFS-Challenges-and-Opportunities -PUBLIC.pdf

NNA ︡∙ ⁯ ᵧ ‹ Ṑ Ḿ ᵠᶗ ˢ2017 9Ὦ‹ˣ https://www.nna.jp/nnakanpasar/backnumber/170901/feature_001

1) IAL

4) Ỳ

https://documents1.worldbank.org/curated/en/750421502949470705/pdf/118736-BRI-EMCompass-Note-42-DFS-Challenges-and-Opportunities-PUBLIC.pdf
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India Stack ᶨ ḧ ᶈ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â Ỳ ︡ԏⱧ*1)

¸ ⁯ Ӥ Ỳ Ṑḩ ◦/ATM ᾽ẁ ⱱ

¸ Ỳ Ṑḩ ᾏ ᾽ẁ ⌠ ᾽ẁ ᾝỲ “

Ỳ Ṑḩ ◦ /ATM ⁯ Ỳ ằ

˻ ʿ Ỳ ›˼

ᶎ ᾽ẁ ᾝỲ ῇ ᾽ẁῢ℅ ῢ℅ ₅ “

1) IAL

4) Ỳ

*1) ˗ 2019 ῞ Ὥ Ỳ

https://nettv.gov -online.go.jp/prg/prg19513.html
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ֽ⁯ ⁯ ID ├ GOV.UKVerify

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Âֽ⁯ ⁯ ID ẉ ᵕﬞ ├ GOV.UK Verifys ⇔ῇ ˣ

Â יּ ῞ ׃ IdP ◐

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V יּ IdP ⱳ 2020 3Ὦᾝ∕2ּז ᾚ

V︠ Ỵ“ ꜛ “TISA Ộᵦ ṛ ├ ᾁ

V GOV.UKVerify 22 ῝Ặ ᴦ ˢ2020 1Ὦᾝ∕ˣ

V ז7ּ ⱧỘּי 2s014 10Ὦᾝ∕ˣ 600 2s020 1Ὦᾝ∕ˣ

V ᴅ GDS(Government Digital Service) ︠

V IdP ╥ᴥ ḧḼỘ ԁ 20 *1) ⱢỲ כ◦ 2s021 10Ὦ ˣ

ᴂ

ÅID ֽ⁯3 Ὦӟ ∕ 16

⅞ӟ ᾤ ID ‹ ID “

ÅEUӽ ᴥ ḧ

Ⱳ ᴦ

Å Ḛ ḗ♪ּזᵓ ế ḾṐḇ

ID ♁

ᴂῇ

Å ḧḼỘ “ ID ῝Ặ

∑ ︣ ᶨ GOV.UK 

Verify 

Åᶆᾤ IdP GOV.UKVerify

῝Ặ ᴦ

Å ⁯ ID Ḛ ᾤ

IdP ♁ ᾂ

*1) https://www.governmentcomputing.com/identity/news/commercial -concerns-push-two-idps-away-verify-heads-towards-private-sector-delivery

1) IAL
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ֽ⁯ ⁯ ID ├ GOV.UKVerify

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂGov.UKVerify eIDAS Level2 Ṫ

Âᶆᾤ IdP GOV.UK Verify ῝Ặ ∑ ︣

1) IAL

ᶎ

Ẩᴦ

῝Ặ

᾽ẁ

῟ ᶎ

IdP
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῟ ᶎ
Å

Å

Å֫ Ẩ

ÅỴ“ῢ℅

Å

Ὣᴮ Ὣᴮ

ằ
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ID ὀ ᵦ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â ID ὀ 1 2 ᶎ ↄ ‰ ᾢ IdP

Â ID ὀ 3 ╥― ӡ RP

ID ὀ ͍ ID ὀ ͎ ID ὀ ͏

ằ ӽ ᴆ ᴆ

eIDAS ᶊ

(QTSP) ᶎ ↄ

( ) ὀ

Ḃ

ԁID ◕ ằ

ⱧỘּי eKYC ᾝם

Ỳ Ṑḩ ᶎ ↄ

ὀ

ὀᴦ

‮

OpenID Connect ṛ

OpenIDConnect for Identity 

Assurance ṛ ▫ Ấ

ῢ℅ᵫ ᴥ

AML/CFT Ὧ ‮
῝ᵫ

︠ ╥ᴥּי
IdPʿ ӽ Ỳ Ṑḩ

RPʿ ῝ᵫ

IdPʿ ӽ Ỳ Ṑḩ

RPʿ ӽ Ỳ Ṑḩ
IdPʿ ӽ Ỳ Ṑḩ

RPʿ ῝ᵫ

Ỳ Ὁ
ᶎ ↄ ʿ

ᶎ ↄ ʿ

‰ ʿ

ʿ

ᶎ ↄ ʿ

ᶎ ↄ ʿ

ᵦ
ᶎ ↄ ʿIdP

ᶎ ʿRP

‰ IʿdP

RʿP

RP

̞╥― ӡ

2) ID ὀˢ ᵦ ˣ

6) Ộ ӱ“ Ɫ
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ID ὀ ᵦ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â ID ὀ ͍˙͏ ID ὀ ᵒID ὀ Ặ

Â ὀ ID ᵦ ID ὀ Ӱ

Â ὀ ID ᴣ ID ὀ Ӱ

2) ID ὀˢ ᵦ ˣ

6) Ộ ӱ“ Ɫ

ῢ℅ᵫ

ᶎ

Ẩᴦ

᾽ẁ

ID ὀ ID ὀ

ῢ℅ᵫ

Ỳ ṐḩB Ỳ ṐḩA

ID ὀ

ⱧỘּי

זּ ⌠ ῢ℅ᵫ
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ᴟ ︡ Ỳ ộ ♪ ᴟ ΰ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂỲ Ṑḩ Ḛ Ộ ֲố ◘ ᴟᶨ

ᶆˑ ᴟᶨ ᵔὨ Ɫ ᴿ ᴞ ꜘ

ᾁ ᶨ ᵵ ♪ Ḣ ᴿ

ISO

ISO TC 68 
Financial services
SC8 Reference data for 
financial servicesWG4

ÅISO 17442-2ʿLegal 

entity identifier 

(LEI)(︡ ԏ︠ ꜡ ◓)

ṛᶊ├

ᶨ

ÅLEI Ỳ ︡ԏ

꜡ ◓ AML ᶨ

ṳ

ISO TC 68 
Financial services
SC8 Reference data for 
financial servicesWG7

ÅISO/DIS 24366ʿ

Natural Person 

Identifier (NPI)(ꜛ

ID) ṛᶊ├

ԁ ⌠

ΰ ṳ

ÅNPI ᾤ ꜡ ◓ ᾝ∕

ԁ ᾁ LEI

AML ᶨ ṳ

OIDF

eKYC& Identity 
Assurance WG

ÅID ὀ

ᶈ ᴥ

ᶎ

ὀ ṛ

ᶊ ▫ ᾁ ☼ם

Implementation 

Draft2῝ᵫↄ

Åᾤ ᾁ ↄ

ὀ ḩἰּי ὀ

AML‰ ᴟ

ᾁ

FAPI WG
ÅFAPI(Financial-grade 

API) 1.0 ├

FAPI2.0

Implementation 

Draft1 “ↄ

Åֽ⁯Open Banking

PSD2 ᴂ ῲ ᶨ

OIX
Digital ID for AML
Banks in the Identity 

Market

ÅỲ Ṑḩ AMLỘ

ᶨ Ỳ

ᴿ ṳ

ᾁ
ÅAML Ỳ ︡ ☼ם

2-3-5 Ỳ Ṑḩ

╥ ḩ ᴿ

2-3-5 Ỳ Ṑḩ

╥ ḩ ᴿ

2) ID ὀ

5) ῀֫

5) ῀֫

ˢ ⇔ῇ ˣ

2) ID ὀˢ ᵦ ˣ

5) ῀֫
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ᴟ ︡ OpenID Foundation eKYC& Identity Assurance WG

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂⱧỘּיḧ “ ID ὀ ὀṪ ▫ ᴥID ₢Ấ

(ᾁ ₢Ấ ᾁ ) ὀ ḩ ⇔ ὀ ᾝם ὀṪ ▫

ᵫ AMLṛ ᴂ ♁ ├ếᴟ Ṅ

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V ⁯ ṁ ID Ỳ ṐḩỘ Ṫ

▫ ᴂ

V ID ḩ ⇔ ὀAMLṛ ᴂ ♁ ├ếᴟ ᾝם

V ᴟ Ἃḧ ṛ ếᴟ ṁ ᾁ “

ᴂ

Å WG ⱧỘּיḧ ὀṪ ▫

ὀ ID

Ἰ ṁ ᾁ ᾁ ᾁ

ὀ

Å ⇔

ᶨ ꜛ ( יּ ) ὀ

ᴂῇ

Å WG ID ὀ OpenID 

Connect ᶈ ᴥ

ᶎ ὀ

ᴦ ID ὀ▫ ├

Å ᶨ ꜛ

ὀ ▫ ᾁ ☼ם

(ӟ ⇔ⱳ )

2) ID ὀˢ ᵦ ˣ
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ᴟ ︡ OpenID Foundation eKYC& Identity Assurance WG

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Âᶨ ᵵ

¸ eKYC& Identity Assurance WG ID ὀ ᶈ ᴥ

ᶎ ( Ἰ ṁ ᾁ ᾁ ) ὀ ṛᶊ

OIDC4IDA ▫ ᾁ ☼ם

¸ ᶨ ꜛ ︡ ᾝם ὀṪ ▫ ᾁ

ʿOpenID Foundation Japan KYC ḩ ︡ ᵵ (2021)

https://www.slideshare.net/oidfj/openid -foundationjapankyc-openid-bizday-14
ʿ ₮

ꜛ ID ὀ▫

ᶨ ꜛ

ID ὀ‮

( ᾝ∕ᾁ )

2) ID ὀˢ ᵦ ˣ
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ḧ “ID ︡ԏ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Âᾝ∕ ӽ ḧID Ω ᵺID ᶊ

Â eIDAS EU ӽ ᵺID ᴦ ῇ ᶊ

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

Vᴆ ӦԌᵓ ᵺID ᾂᾢ ế ԁ ӽṛ ộ ᾂᾢ פֿ ᴟ

V ᵺ ӽ ◕ ẉ ˢ ᶊ ˣ

V ḧḼỘ “ ID ӽ ᵰ Ḃ ᴦ

V ằ ᴂ ᴦ

V ӽ ID ῀֫ ὓ ☼ם

ᾝ∕

Å ᵺID “Ⱳ Ỳ Ṑḩ

Å ᵺID eID eSignature*1) Ấ

ӽ ᴦ

לם

Å ID ∕ ᾝ∕ ᵺID Ḃ

ᴦ

eIDAS ῇ

ÅᾝeIDASṛ 24 ᵠ

ᵺID “ ᴦ ᾋ₅

ÅEU *2) EU ӽ

ᴦ

Å ᵺ ӽ eꜛIDˢ IDˣ “

ḧ “ID ӡ ᵺID

ӡ Ὃ ᾋ₅

7) ︡ԏ ᴿ

*1ˣ ◓ ḩ ◙ 2s016 7Ὦ eIDAS Ḋˣ https://eur -lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31999L0093

*2) EUᴥ ⁯ ᶊ ԁhttps://webgate.ec.europa.eu/tl -browser/#/

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:31999L0093
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ḧ “ID ︡ԏ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂỲ Ṑḩ ῢ℅ᵫ “ ID “

Â ᵺID ῝Ặ ⱧỘּי ᴦ

7) ︡ԏ ᴿ

ᶎ

Ẩᴦ

᾽ẁ
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Ỳ Ṑḩ

ID ὀ

ⱧỘּי

῝Ặ

ḧ

῝ẶṐḩ

ⱧỘּי

ID ὀ

ID ὀ

ằ

ằ

Ỳ Ṑḩ ⌠ ID ὀ
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ᴆ ︣Ỳ Ṑḩ ῢ℅ᵫ

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â ṛ ᾤ ῐṛ ӽḧ ᾢ ᴆ ︣Ỳ Ṑḩ ԁ ᾽

ẁᾢ ⁯ᵰ ῢ℅ᵫ ằ

Â ӡ ῢ℅ ᾽ẁ ᾢ

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V ӽ ᾝם ṛ ᾤ ῐṛ

ӽḧ ᶨ ӽ ᾝם ₉

V ӡ ῢ℅ ⁯ᵰ∕ ᾽ẁ ḛӬ ︣ ṍ ῢ℅ᵫ ᴦ

V ⁯ ӡ ῢ℅ ᴥ

V ṛ ᾤ ῐṛ ӽḧ ӡ ῢ℅ ᾽

ẁ Ặ

V ᵺ᾽ẁ ᶨ ⁯ ῢ℅ᵫ ▫ ∕

ᵺ Ⱳ

7) ︡ԏ ᴿ

ꜛ

˻ ⁯ᵰ˼ ˻ ⁯˼
⁯ᵰ◦ ⁯◦

Ṝ ₰

ῢ℅ᵫ

2 ḧ˙ ḧ

ꜛ

˻ ⁯ᵰ˼ ˻ ⁯˼
⁯◦

╖ֲ

ˢ ˙ ˣ

ᶎ

ῢ℅ᵫ

◓

ˣ ᵺỲ Ṑḩ ᾕNRI ⌠
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Ḃ ῀֫

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

Â Ỳ ỘmβyGovID ID ᾋ₅ TrustID framework ├

Â Ỵ Ỳ Ộᵦ ᴥDTA ╥ᴥ Ỳ ὉIdP ID ὀ ԁ

ᴿ ᴂ

ΰ

ᴮ

₈ῇ

ᴿ

ὂ

῞ ԍ

V TrustID Framework TDIF ḧḼỘ “ ID TDIF TrustID Framework

V ḧḼỘ “ IDӟᵰ ằ ᶊ Ộ֫

V ḧḼỘ ᾽ẁIDḚ ẚ Ỳ ⁯IDḚ ᴦ

V Ⱳ ‰ ᴥᴣ ᴦ

V TrustID framework ├ DTA ⁞ Ỵ ╥ᵊTDIF ῀֫

V זּ῝ ᷊ ₅ ḧḼỘ “ID “ IDḚ ᴦ

ᴂ

ÅDTAs ˣ ︠

TDIF ├ TDIF IdP myGovID

ˢDTAx DigitaliDˢ ˣזּ῝

Å TDIF Ⱳḧ ˑ

Ỳ

ᴂῇ

ÅAPCs Australia Payment Councilx ὓ

TrustID framework TDIF ῀֫ ⱱ

῀ ᴦ ᾋ₅

Å ḧḼỘ “ ID TDIF TrustID

framework ᴶ IdP ḧ

ṐḩRPḧ ᶎ Ṑ
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Ḃ ῀֫

2-4. ᴿ ᵔὨˢ Ⱨ ˣ

ÂPSBˢPayment System Boardx Ỳ

Ḛ Ὠↄ ῟ ᴟ ẵ ᾁ

RBA ӦԌᵓ ὨↄỘᵦ Ṑḩ

APC

ÂAPC ID TrustID framework ├

TDIF ῀֫ ⱱ Ḃ

ᴦ

ÂDTA ⁞ Ỵ ḩ TrustID ├

ὂ TDIF IdP DTA

myGovID זּ῝ DigitaliD Ỳ ῲ

⅜ ṍ

Ӫᾋ ᾋ

5) ῀֫

ʿDTA HP APCannual report 2019 it news

ˢ╥―ˣTrustID framework ╥ᴥ 2s019 Ⱳ ˣ

Ỵ“

Å Australia and New Zealand Banking Group Ltd

Å Bendigo & Adelaide Bank Ltd

Å Commonwealth Bank of Australia

Å National Australia Bank Ltd

Å Suncorp-Metway Ltd

ÅWestpac Banking Corporation

Ὠↄ

Å eftpos Payments Australia Ltd

ÅMasterCard Asia/Pacific (Australia) Pty Ltd

Å Visa AP (Australia) Pty Ltd

Å PayPal Pty Ltd

Å CuscalLtd

Å Coles Group Ltds ˣ

ÅWoolworths Ltdˢ ˣ

ÅOptusˢ ˣ

Å Australian Postal Corporations ˣזּ῝

“ Ṑḩ

Å Digital Transformation Agency

Å Reserve Bank of Australia
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2-5. R ᵔὨ ΰ
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ᴿ ᵔὨ
ᴿ

ԁ ᵔὨ

IMSˢ ˣ ᴿ

AML/CFT̠ ΰ ḩ ᴿ
ˢ ᾁ ₉ ╛ ᾽ẁ︣ ˣ

ᴟ

IMS ᴿ

ᵔὨ
▪ ᴿ

ᴿ

IMS ᴿ

ᴿ ᵔὨ ΰ

ᾁ

ᴿ ᵔὨ ΰ

ˢSSI/DID ԁ ᴿ ᵔὨ ꜘ€ḯ ˣ
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2-2

2-3

2-4

2-5
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ᾁ Ⱨ‮ ᵵ

2-5. R ᵔὨ ΰ

Â IMS   ֫ ΰ ˑ ᴿ ᵔὨ ΰ ︡ ᵰ⁯ ᴿ

︡ Ⱨ

Â 2-3-8 ấ IMSᴟ ᵔὨ Ḛ ᴿ IMSᴟ

ᴿ 2-4 ấ Ⱨ ᾕ ᴿ ᵔὨ ΰ ᵠ

¸ SSI/DID ᶨ ᵔὨ ṍ ᴿ 3 ᴿ ᵔὨ ΰ ԏ ᾁ

ˢ͎ˣID ὀ ᴿ ԁ ͏ˣ ᴿ ԁ ᵺ ˣ

Âԁ ᴿ ᵔὨ ΰ ἇ ᴿ ᵔὨ ∕

ᶆˑӰ ḩ Ⱨ‮ ⱱ ᴿ ᵔὨ ᴿ 4

ḩ Ⱨ‮ ᵔὨ ᾁ
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ᾁ ᴿ ԁ

2-5-1. ᾁ ᴿ ԁ

Â2-3-8. ᴞ ᴿ

ᴿ Ḣ ᴿ

͍ˣIAL IMS ᶨ ṛ

͎ˣID ὀˢ ᵦ ˣ
ID ὀ Ⱨּיḧ ᵦ

Ỳ Ṑḩ(IdP) Ӣ ‰

͏ˣ

ˢ ӪḚ ˣ

ID ὀ ӪḚ

ᴅ ᾽ẁ ᶨ Ẩ

ằ יּ͏ ằ ḩ ᾽ẁ Ӫ ᴂ

י3ּ ằ ḩ ︡ ᴂ

ᶨ Ӥ ḩ ᾽ẁ Ỳ Ṑḩ ꜡

͐ˣỲ ᴂ Ỳ

͑ˣ ῀֫ ╛ ID ὀ▫ ᴂ

͒ˣ Ộ ӱ“ Ɫ Ω ᴟ Ṍ Ộ IMS   Ɫ ₉

͓ˣ ︡ԏ ᴿ
AML/CFTṛ ⁯ᴪ ₯Ӱ FATFṁ ẉ ṛ ḗ Ὧ

☼ם ∑ ⁯ẽ ׇ Ặ
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͍ˣ IAL ᴿ ⇔ ︡ Ⱨ ꜘ€

2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͍ˣIAL IMS ᶨ

ṛ

ÅAML/CFT ṛ IAL

IMS FATF

◙ *1)

Å IAL IAL ᶎ ṛ ›

ˢ˹Ỳ Ṑḩ ‰

IMS ᴂ ► ᶎ

ṛ ṛ ˣ

ᾝ∕ ᶆ ӽ

ṛ ∕ IAL ᶎ “

ᵠ ―

Å IAL IAL › AML/CFTṛ

“ ├ ―

Å ‰ID ῲ ᶨ

ᴦ AMLṛ

├ Ⱨ ꜘ€ ( Ⱨ )

Åἇ AML/CFTṛ Ṫ

ᶗ ︡ ₅ Ḧ ᶆỲ Ṑḩ Ῥ

ⱱ ―

Å IAL Ӥ ᶎ ᴟ

AML ᴂ ᾽ẁ ₅

ᴂ ― ( Ⱨ )

*1)FATF Guidance on Digital Identity (March 2020) http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html
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͎ˣ ID ὀ ᴿ ⇔ ︡ Ⱨ ꜘ€

2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͎ˣID ὀ ID ὀ Ⱨּיḧ

ᵦ

Ỳ Ṑḩḧ ID ὀ ☼ם ∑ ӟᴞ

ID ὀ “ ◙

ID ︣ ID ὀ Ӥ

ᶎᴟ

ᵃ῏ ᾽ẁ ID ὀ Ỳ Ṑ

ḩ ᴡ ᵲ › ᵦ

ṛῢ℅ᵫ Ὃ ᾽ẁḚ ☼ם

ם Ẩ

ID ὀ ∑

ᶎᴟ

Ṝ3 ᵦ ᾋ› ᴣ ›Ӫ

ÅḩἰּיḧẸṳ ӟᴞ ᵦ ᶎ

ᴟ ― ( Ⱨ )

ID ︣ ID ὀ Ӥ

ᶎᴟ

ṛῢ℅ᵫ Ὃ ᾽ẁḚ ☼ם

ם Ẩ

ID ὀ ∑

ᶎᴟ

ᵃ῏ ᾽ẁ ID Ỳ Ṑḩ

ᴡ ᵲ › ᵦ

ᶎᴟ

Ỳ Ṑḩ(ID

) Ӣ

‰

Å̓ ẁ Ỳ Ṑḩ(ӟᴞ ID )︣ “

ῢ℅ᵫ Ỳ Ṑḩ

“ ID ︣ Ӣ ‰ ὼ

ID ︣ ᾁ ᶐ ›

ID ὀ Ỳ Ṑḩ ♁ ֲố

ὼ ―

Å  ID Ỳ Ṑḩ

ᵺỲ Ṑḩ “ ID Ӣ ԁᶧ

ᵲ ᴦ ֲố ᶈ ὼ ―

Å ID Ӣ ᴞ 3

︡ SSI/DID ᴿ ᵔὨ├ ԁ

― 3 ṳ Ὃ
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͏ˣ ᴿ ⇔ ︡ Ⱨ ꜘ€

2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͏ˣ ằ יּ╣

ằ ḩ ᾽ẁ Ӫ ᴂ

יּ╣ ằ ḩ

︡ ᴂ

ᴅ ᾽ẁ

ᶨ Ẩ

Åᾤ ῐ ID ὀ ∑ ὀᾕ ὀ

ḧ יּ╣ ằ ḩ ӪḚ

Å יּ╣ ằ ḩ ӪḚ ID ὀ ᶈ

ӟᴞ ᴂ ―

( ằ )

ᶨ ḩ ᾽ẁ ☼ם

ӪṜ ⌠ Ḛ ᾽ẁ ӪḚ

( ︡ )

︣ ︡ Ὂӳ ᶎ

ᶨ ằ

ᵔ

Å ᴂ ᶆ⁯ ᾤ ῐ

ᴂ ☼ם ―

Å ṍ SSI/DID ▫ ᶨ

᾽ẁ ꜛᾪ︠ᾂ ᶆּז ᶨ

Ӫ Ἱ י3ּ ằ

Ἱ ꜛ ᾋ ⌡ᾚ

― 3 ᾁ Ὃ

ᶨ Ӥ ḩ

᾽ẁ Ỳ Ṑḩ ꜡

Å⁯ יּ꜡ ӟᴞ ᴿ ◙

Ỳ Ṑḩ ᶨ

᾽ẁ ꜛ Ӫ ᶨ

ὼ

ԁ ᾤ Ỳ Ṑḩ ḁ

ᵔ Ỳ Ṑḩ ᶨ ᶎ

₉

Ὣᴮ Ӫ ᾽ẁ Ӫ

ᶨ

ÅἹ꜠ Ӫ︡ יּ ằ

Ỳ Ṑḩ

► ᾽ẁ ꜡ Ḛ Ṑ

Ỳ Ṑḩ ằ ―

Åᴥ ṜḚ Ṑ ꜛ Ṑ

ᶎ יּ╣ Ỳ Ṑ

ḩ ḗ₰ ―

Å Ỵ“ Ἱ ᵔὨ├ ԁ

Ḛ Ỵ“ Ӧ Ἱ

Ỵ“ ằ ם

☼ יּ Ỵ“

Ⱨ *1)

*1) IT Ỵ“ https://www.tpdms.jp/system/index.html
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͐ˣ Ỳ ᴿ ⇔ ︡ Ⱨ ꜘ€

2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͐ˣ

Ỳ

ᴂ

Ỳ

ệ Ḣ Ỳ ὼ

FATF ӟᴞ ◙
*1)

ὀ ẉ

ᴦ ӽ ᾢ

ᶨ ӽ

ᴟ Ỳ ὼ

Ḣ Ỳ ὼ

ᵤᵰ יּ꜡ ӟᴞ ◙

ᴟ ˑ ᾋ ‰

יּ ὀ

Ỵ“ ḧӸ

⌠ Ể ῏ ᴃ

ḧӸ Ỳ Ể

Åᶆ⁯ Ỳ Ṑḩ Ộ ệ ᶆ⁯ Ⱶ

ᴂ ᴂ ―

Ỳ ᶨ

( Ḛ Ὠↄ)

⁯ ấ ⁯ ︡ ₅

( Ⱨ)

Ṍ Ộ ᶨ

Ἱ “ ( ⁯)

“

(Ṍ “ ● ự )ɨ ֫

“ ├ ―

Å ᴟ AMLṛ ᴂ ếᴟ

AMLṛ ếᴟ Ỳ

︡ ᴂ ―

*1)FATF Guidance on Digital Identity (March 2020)http://www.fatf -gafi.org/publications/financialinclusionandnpoissues/documents/digital -identity -guidance.html
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͑ˣ ῀֫ ᴿ ⇔ ︡ Ⱨ ꜘ€

2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͑ˣ

῀֫

╛ ID ὀ▫

ᴂ

Å⁯ יּ꜡ ID ὀ ḩ

ӟᴞ ᴿ ◙

ᶆỲ Ṑḩ ꜛ ▫ IMS

ם Ỳ ṐḩḧID ὀ “

∑ ᶆỲ Ṑḩ Ṫ

▫ ṁ ᴂ

ὫᴮID

ὀ ᶈ ID ὀ

“ ᾽ẁ

ῲ ᶨ ᵓזּ

ẉ

Ὣᴮ

ÅṪ ▫ ḩ Ḃ ὀ ᴂ

ᵓזּ ῲ ẉ ◙ Ⱨ (

Ⱨ )

Å₮Ṝ ︠ ԁ ӽ Ӥ ᴿ ⁯

Ṫ ▫ ῀֫ ID

ὀ▫ ᴟ ( ᴟ ︡ )

⁯ יּ꜡ ӟᴞ ◙

ᶆ⁯ ˑ ▫ ם ᴻ

⁯∑ ԁ ᴟ ◒

ᶆ⁯▫ ᴂ ם ╛ ―

ớ ISOʝ ᴟᶨ ╥ᵊ

Å ├ Certification Program ├

Ấ ᾁ ẉ ▫

ˢ ˣFDX(Financial Data eXcahnge)*1)

Ấ Ṑᵣ ᾁ ᴦ ▫ ằ Ấ

☼ם

Ặ ᶆ⁯ ᶆˑ

ᾁ

ˢFDX Certificate ︣ ˣ

1ⱳ♯ᾓʿOIDFCertificate(FAPI ConformanceTest)

2ⱳ♯ᾓʿᶆ⁯ᾤ Ὧ ᴂ

*1)FDXPress-Release

https://openid.net/2019/04/02/financial -data-exchange-openid-foundation -take-step-towards-global-standard-for-financial-data-sharing/
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2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͒ˣ

Ộ

ӱ“

Ɫ

Ω ᴟ Ṍ Ộ

IMS   Ɫ

₉

Å⁯ יּ꜡ ӟᴞ ᴿ ◙

IMS ṍ Ɫ IMS

ӱ“ṍḧ ᴥ Ω

ᴟ ᾝ“Ộ   ᴂ

ᾋ

ᴂ Ṫ › Ὃ

Ɫ Ω Ṫ

Ɫ “

︡ ├ᴟὓᵊ׃ ₉

Ṍ ӱ“ Ṍ ӊ ᴥ

ὓᵊ ⌠

Åꜛ ⱱ ᴟ׃

ᵕ ├ ԁ ―

( Ⱨ (ID ὀ))

ÅID ὀⱧỘ Ɫ ᵕ ׃

ᵕ Ṍ

ᾚ “Ӯ ᾚ ᴂ

ᾚ ᾚ῟ᴮ*1) ᴥ

ᶧ ☼├ ―

Å ⁯ID ᶨ

› ⁯ ộ ⁯ID

ᴥ ẉ Ḣ

ᾁ *2) Ỳ Ṑḩ ⁯

ID ệ ẉ ệ ᴂ ︣

Ɫ *1)

ᾅ ◙

*1)Private Sector Economic Impacts from Identification Systems https://elibrary.worldbank.org/doi/pdf/10.1596/31828

*2)Public Sector Savings and Revenue from Identification Systems:Opportunitiesand Constraints

https://documents1.worldbank.org/curated/en/745871522848339938/pdf/Public -Sector-Savings-and-Revenue-from-Identification -Systems-Opportunities -and-

Constraints.pdf
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2-5-2. ᶆᴿ ᵔὨ ΰ

ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

͓ˣ

︡

ԏ ᴿ

AML/CFTṛ ⁯ᴪ ₯Ӱ

FATFṁ ẉ ṛ ḗ

Ὧ ☼ם ∑ ⁯ẽ ׇ

Ặ

ÅỲ Ṑḩ ԁ ᶛ ᵤᵰ Ỳ Ỳᾕ Ỳ

ḩ Ẑ

ÅFSB ᵤᵰ ỲⱲ Ỳᾕ Ỳ ᶎ ӟ

ᴞ

ᶆ⁯ AML/CFTṛ ₯Ӱ ᶎ

ᾗᶊ Ӱ ὼ

Ỳᾕ Ỳ ḩ ᾤ ⁯ẽ ׇ Ặ

∑ ᶆ⁯ ῐ

›

ÅFSB ₮Ṝᴿ ᵔ ◙

ᴂ ⌠ ᴂ ṳ

Ὃ (2-3-5 AML/CFT

︡ԏ ᴿ ΰ╥ )

ÅᶆỲ Ṑḩ ӽ EU ῲ

ӽ eID ︡

ԏ ῟ ᴟ ( Ⱨ )

᾽ẁ ᾢ Ộ

Ẩ ᵰ⁯ ῢ℅ᵫ

( Ⱨ ) ᾤ ᾋ
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Ὣ

2-6. Ὣ

ÂỲ ꜡ ‰IMS  

AMLṛ ᴂếᴟ ᾝם ᾁ Ộ

ᵔ ṍ ᶎ

Â ͍ ᵵ

ᶨ ― Ỵ“IDP Ⱨ IDP

ᶤ ṍ ῇᴃ ―

Â ᾝם ṛ ᵦ Ṫ ▫ Ỳ Ộ ӱ

“ Ɫ ᴿ ᵔὨ Ẑ “Ⱨ ╥― ᴿ ᵔὨ ΰ

“ ∑ם ᴿ ᵔὨ ṛ ộ Ỳ Ṑḩ ᾽ẁ ḧ Ẹṳ

Ẑ Ẹṳ ᴿ ᵔὨ 4 ԏ ṳ “

Â IMS ᴿ ◙ Ỳ Ṑḩ(ID ) Ӣ ᴂ

ᴿ SSI/DID ᶨ ᵠ ṍ 3 ԏ ṳ “
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3 ꜛᾪ︠ᾂἷ (SSI)/ ╩ἷ (DID)
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ᵵ

3. ꜛ ᾪ︠ᾂἷ (SSI) / ╩ἷ (DID)

3-1. SSI/DID ᵵ

¸ ꜛᾪ︠ᾂἷ (SSI) ᾦ ◘ ᾝ︣ם ᾁ ╩ἷ ˢDIDˣ ḩ

ṳ ΰ

¸ SSI IMS ᾝⱲ ᶎ ∕ ₰

DID SSI/DID ם Ṱ Ὣᴮ

1. 2. ╩ ᶨ 3ꜘ. ꜘ Usnlinkability ᶎ ˣ

4. ṍ Ḛ ᴦ4 “

3-2. SSI/DID ᾝם  

¸ SSI/DID ḩ ᴟ ᾝם ꜠ 3-1. ᾝם Ṫ

Ḣ   “

3-3. SSI/DID “Ⱨ /PoCⱧ

¸ SSI/DID ḩ Ⱨ Verified.Meẉ Alastria_ID/Dalion

︡

3-4. SSI/DID ᾝם ΰ ᴿ

¸ SSI/DID ᾝם ΰ ᴿ SSI/DID 3-1 ấ 4 ᶨ ꜛᾪ︠ᾂ

ᶍ ΰ ˗Ộᵦ ṍ

¸ ᴿ Ṫ / ֫ Ḣ Ὃ ᾁ ᴿ ∕

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ

¸ SSI/DID Ỳ ︡ԏ ᶨ ∑ Ỳ ṛ ᾁ “SSI/DID ꜛ

Ỳ ṛ ― ᶎ ︣ Ḣ
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3-1.SSI/DID ᵵ
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3-1.SSI/DID ᵵ ☿

3 ꜛᾪ︠ᾂἷ (SSI)/ ╩ἷ (DID)

Â SSI DID ᵵ

¸ SSI Ḛ ︠ ᵒ∕ ᾤ ꜛ ꜛ

◙ ◘

¸ DID IdP Ӣ Ӣ ᴞ ▫

Â SSI/DID

¸ SSI/DID ḩ Ṱ ӟᴞ4

╩

ᶨ ꜘ

ṍ

Ḛ

ꜘ

ˢUnlinkabilityˣ

Å IdP Ӣ ᴞ Recognitionˢ ˣ Selfnesss ˣ

Å ˢCPx DID Ἱ “ ῇDID

ˢRPx “ ὀ “

Å CP ︡ ὀ

Å RP ꜘ

Å ᵒ ὀ “CP RP

ὀ “

Å “ ᾁ Ɫ∙ ╩ ṍ Ḛ ᴠCP ∕

› ᵃẠ “ ᾁ ᴦ ˢ ╩

Immutable ל ⱱ Ṫ ⅜ ᾁ Ɫ∙ ḁ ᶎ

꜠ ӛ ᴟ ∕ˣ

‮ ᵵםᾝ ‮
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ÂSSI Ḛ ︠ ᵒ∕ ᾤ ꜛ ꜛ

◙ ◘ ̞

Â ꜛ ḩ ᾂ ᶎ “ ︡

Ẩᴦ ӤRP ὀ

ꜛᾪ︠ᾂἷ ˢSSIx

3-1-1. SSI/DID

SSI ᵵ

̞ Sovrin Foundation, https://sovrin.org/faq/what -is-self-sovereign-identity/

IdP RP

[ ]
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╩ἷ ˢDIDˣ

3-1-1. SSI/DID

Âꜛ ꜛ ꜛᾪ Ὲ SSI ╩ἷ

(Decentralized Identity: DID) IdP Ӣ Ӣ

ᴞ

Âםᾝ ╩ ᶨ ╩ἷ

῝ ӟᴞ Ṱ̞

╩ἷ ꜡ ◓ ꜛᾪ ID Ḋ ╩ἷ Ṫ
ῖḊ ᴦ ῐ ︡ԏ ӗ ᶎ

(Microsoft)

ÂDID ם World Wide Web Consortium(W3C) ӟᴞ Ṫ ᾁ

ÅDecentralized Identifiers (DIDs)

ÅVerifiable Credentials (VCs)

̞ -us/security/business/identity -access-management/decentralized-identity -blockchain

Relying Party
ṕIdP Ṗ

ṕ Ḳ Ṗ

Claims Provider

DID ᵵ

DIDs

[ ]

ˢVCsxˢVCsx
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₰ ᴟ SSI/DID ḩ ῎

3-1-1. SSI/DID

ÂSSI/DID 3-2-2.‮ ấ ᴟ ▫ ├ SSI/DID

ᵵ ῎ Ӱ

Â ₰ SSI/DID ḩ ᵵ 1-1. ISO/IEC24760-1 OpenID Connect Core 1.0

ṁ IMS   ︠ ῎ ṁ ԏ W3C ▫

ᵺ ῎ ӟᴞ ᴂ

# ₰ ῎ W3C ῎ ₰ ῎ Ṱ W3C ῎ Ṱ̞

1 (Claim)
¶Verifiable 

Credential

¶

› ԁ ›

¶Ӛ‹ᶘ ᾁ ᴦ ⌠ יּ ⱱ ᵠ

ᾋ (tamper-evident)

›

2
(Claims Provider: CP)

¶ Issuer ¶ ằ

¶ ︠ asssert)

Verifiable Credential Verifiable 

Credential

3
(Relying Party: RP)

¶Verifier
¶

ӢẤ

¶Verifiable Credential ︡

₰ W3C SSI/DID ḩ ῎

ẑ ṖVerifiable Credentials Data Model 1.0 1.2 Ecosystem Overview https://www.w3.org/TR/vc -data -model/ NRI

Relying Party/

Verifier

Claims Provider/
Issuer

DIDs

[ ]

/ Verifiable

Credential

ˢVCsx ˢVCsx
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SSI 7ᾖ ˢSeven Laws of Identity)

3-1-1. SSI/DID

Â1-3. ꜘ ♃ 7ᾖ SSI 7ᾖ ꜘ

ἇ ᾖ ͑ẉ ͒  

Âӟ‭ 2 ᾖ SSI/DID  

# ᾖ

1 Ὲ Ӫ
Å Ӫ ꜡ ᵫꜘ

2 ᾢ Ω ᾢ ῝ᵫ
Å Ω ӗ ṍ ► ᵫꜘ

Ω ᾢ ᾢ

3
ḩἰּי ᵫ

ꜘ

Å ệ ꜡ ︣

ᾂ ⱱ ḩἰּי ᵫꜘ ὓ

4 ΰ

Å ῝ ► ӡ ꜡ ◓ ►

ΰ ⱱ ꜡ ◓

῝Ặ Ӳⱱ ḩ ῝ᵫ ♁

5 ›
Å ḧ ԁḤ ꜛ ꜛ ᾝ ►

Ⱳ ḧ

6
ṍ ӗ

ΰ DID ›

Å ᾤ ⱧỘּי Ӣ Ἱ Ḛ ⱧỘּי

ḩἰ Ӳⱱ

7 ḧ ›

Å יּ ╩1

Ṱ ᶎ ├

╩ › ῐ
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SSI/DID ᾝם ‮

3-1-2. SSI/DID ᾝם ‮

Âᶆ ᴟ ˢW3C DIF OpenID Foundation ˣ ᾝם Ӱ

SSI 7ᾖ ‮ ͑ ˢ̞ˣ › ‮ ͒ ṍ ӗ ΰ

DID › ᾝם ‮ ︣ ӟᴞ ͐‮ ᾠẉ

╩

ᶨ ꜘ

ṍ

Ḛ

ꜘ

ˢUnlinkabilityˣ

Å IdP Ӣ ᴞ Recognitionˢ ˣ Selfnesss ˣ

Å ˢCPx DID Ἱ “ ῇDID

ˢRPx “ ὀ “

Å CP ︡ ὀ

Å RP ꜘ

Å ᵒ ὀ “CP RP

ὀ “

Å “ ᾁ Ɫ∙ ╩ ṍ Ḛ ᴠCP ∕

› ᵃẠ “ ᾁ ᴦ ˢ ╩

Immutable ל ⱱ Ṫ ⅜ ᾁ Ɫ∙ ḁ ᶎ

꜠ ӛ ᴟ ∕ˣ

‮ ᵵםᾝ ‮

ˢ̞ˣ ᾤ Ḛ ︣ Ӧ ╩ᴟ ᾤ

ˣ Identity Hubs as personal datastores

https://techcommunity.microsoft.com/t5/azure -active-directory-identity/identity -hubs-as-personal-datastores/ba-p/389577
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ʿ ᶨ Ⱳ Ộ Ṍꜘ

3-1-2. SSI/DID ᾝם ‮

Â ᶨ יּ Ṇ ḼỘ ˢ ᶘ Ộ ˣ ꜘ

ᾝ∕Federation Ṍ ӟᴞ ԁ

ÂṌ Ḛ ᶘIdP ế Ӣ ᴞṜ ꜘ

¸ ꜘ ∑ ᶘ ♁ ︡ ₉

¸ḼỘ ꜘ ᴂ יּ ᾂ̞

¸ ḼỘ ᴂ ᶘ

¸ ᶘ › ▀ › ᵺ ᶘ “ ᴦ

Ṍ ᶨ Ⱳ Ộ ꜘ

̞ˣ XX ˓˓ ᶘ Ộ ꜘ

ᴂ יּ ᾤ ḯ ὼ

Ṍ

1. IdP ᶘ

♁

2. ḯ ꜘ

ᾂ

3. “/ᾁ Ⱳ ᶘ

ꜘ ˢḼỘˣ

4. ™ “

Ẁ

︡ Ẑ

ᾁ

︡ Ẑ

“

“NG

›

▀

1

ằ

ꜘ Ẑ

Ẑˢ Ṇ ˣ

ꜘ Ẑ

Ẑ

3

4

ꜘᾕˢ ᶘ ˣ ◙ꜘ

2
Ẁ

Ẁ
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ʿ ᶨ Ⱳ Ộ ꜘSSI

3-1-2. SSI/DID ᾝם ‮

ÂSSI Ṍ ᴿ ᵔὨ ᾠ ἇSSI ꜘ

1. 2. ╩ ᶨ 3ꜘ. ꜘ 4.ᵃẠ︡

™ ꜘ ᾁ ᴦ Ṍ ὼ ᵔ ᴦ

Ẑ

ꜘ Ẑ
︡ Ẑ

Ẁ ᶊ

ꜘ
ᾁ Ẑ

ᾁ

ᾁ Ӯ ︡

ằ

ḩἰּי DID ̞
DID ̞

Ẑ

ꜘ Ẑ

ᶊ

ꜘ
ᾁ Ẑ

ᾁ OK
ᾁ Ӯ ︡

̞

3-2-1. SSI/DID ᾝם

 

SSI ᶨ Ⱳ Ộ ꜘ

Ṍ ᵔ Ṅ

SSI

1. 

2. ╩ ᶨ ꜘ

3. ꜘ

4. a Ạ︡ ™ ꜘ ᾁ ᴦ

2

3

4

“

›

▀

1

ṕ Ḳ Ṗ
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SSI/DID ᾝם ‮ 1.

3-1-2. SSI/DID ᾝם ‮

Â Recognitionˢ ˣ Selfnesss ˣ Ӫ

¸ ╩ἷ ὀ ᴦ

Å ⱱ ᾦ Ḛ ︡ ˑRP ὀ

ᴦ Ὣᴮ ꜛ ᾤ ꜛ ᶆḼỘ ὀ

ᴣ ằ ᴦ

ÅPeer to Peer ΰ ˢ꜡ ◓ IsD ˣ ˢ

ˣˣ ὀ

¸Ṍ ᵔ

Å IdP “ › ♁ ꜛ ︡ ᴿ

DID ► ♁ ᵕ ᴦ

ÅCPӟᵰ ⱱ ╩ἷ Ṫ ˢDLTx ṍ

ᵺⱲ⁭ ᴦ ˢIdP ᵠ ₉ ˣ

꜡ ◓

 

SSI/DID

IdP

DID

CP

ˢ “ᾕˣ

Ḛ

Wallet

ˢ ˣ

Recognition

Selfness
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SSI/DID ᾝם ‮ 2. ╩ ᶨ ꜘ

3-1-2. SSI/DID ᾝם ‮

Â ╩ ᶨ ꜘ ∕CP Ӫ

RP ᵫᴦ Ӫ

¸ W3C ṛ Verifiable Credentials Data Model CP ︡ Verifiable Credential

ꜛ ꜘˢVerifiable Presentation ᾦ ˣ ᴦ ꜘ

Verifiable Credentials Data Model

Verifiable Credential

Verifiable Credentials Data Model

Verifiable Credential(s) Verifiable Presentation ᵵ

ṖVerifiable Credentials Data Model 1.0

3.2 Credential 3.3 Presentations https://www.w3.org/TR/vc-data-model/

Verifiable

Credential(s)

Verifiable

Presentation

̞ ᾁ ᴦ Ἱ “ ᶤ

“ᾕ ᾁ ᶤ Ṱ
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SSI/DID ᾝם ‮ 3. ꜘ Usnlinkability ˣ

3-1-2. SSI/DID ᾝם ‮

Â ꜘ Usnlinkabilityˣ CP “ RP ὀ

ὀ ᾁ ᴦ Ӫ

¸ R︡P ᾁ Vserifyˣ ∑ ᾁ

ᾁ “ᾕ CP ᵓ ὀ

¸ RP ╩ ᵫ ╥ ᾁ ︡ ṜCP ᾋ “

ὀ RP ᵕ ˢCP-RPUnlinkable̞ ˣ

ˣVerifiable Credentials Data Model 1.0

https://www.w3.org/TR/vc -data-model/

Holder ᵒ ὀᵵ RP ᾁ ▫

̞ Issuer CP ᵺ

̞ Ṝ Ấ
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SSI/DID ᾝם ‮ 4. ṍ Ḛ

3-1-2. SSI/DID ᾝם ‮

Â ṍ Ḛ ԁCP “ ᶊ

CP ḩ Ὃ ᴦ Ӳⱱ Ӫ

¸ “ᾕ CsPx ᶘ › › CP ∕ ᴦ

› ᵃẠ “ ˢ ˣ ᶎ ᴦ

¸ᴠ CP “ῇ ᵠ Ḽ ᵃẠⱲ “ ᾁ ᴦ

╩

ˢBlockchain ˣ

ↄ

ˢCP

ˣ

Ⱳḧ

ṍ Ḛ ᵵḢ

ˢRPx

ˢCPx
ᾁ

ᾁ

CP

RP ╩

ᾁ ῝ᵫ ︡ ᴦ

ᾁ

ᾁ ︡

ᾁ

ᾁ ᾁ

ᾁ

ᾁ ︡

ᾁ

ᾁ ᾁ
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3-2. SSI/DID ᾝם  
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3-2. SSI/DID ᾝם   ☿

3 ꜛᾪ︠ᾂἷ (SSI)/ ╩ἷ (DID)

Â  

¸ SSI IMS ᾝⱲ ᶎ ∕ ᶆ ᴟ 4

Ặ ₰ ᾝם Ṱ

Â Ṫ

¸ SSI ᾝם ᶆ ᾝם ├ ᵵ

¸ ῀֫ ΰ ḧ ΰˢOpenID Foundation / DIF Ẹ ˣ ▫ ├ ΰ

ˢPresentation Exchange/DIDComm, CHAPI/Verifiable Presentation RequestSpecification ▫ ›ˣ

ԁ Ẹ ḩ ṳ ԁ ᾁ Communication

Layer Utility Layer ₈ῇ  ṍ ệ

Â

¸ SSI IMS֫ ╥ᴥ ḧ ὀ “ ∑ ῀ Ӳⱱ

ὀ “ ᾦ ▫ ╥ᴥ

Ṱ ᶆ ᶤ Ṱ Ὁ ∕

¸ IMS ם ΰיּ OIX Guide to Trust Framework SSI

ḯ Ἱ ᶆ Ṱ Ṱ “ ᾕSSI

Ẑ Ὧ “

¸ Ὣᴮ Ὧꜛ ἷFederationἷ IMS ԁ

ḧ ᵲ
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Ṱ

3-2-1. SSI/DID ᾝם  

Â3-1-2.‮ DID ὀ ḩ Ṱ

1.DID

ID Proofing “ DID Activation ḁ DID ῟ ӱ “

2. ὀ

DID ︡ ῇ IdP CP / ḧ, ẉ / RPḧ ὀ “

1-1

2-3

Hold

erCP
RP

2-1

2-2

2-4

2-5

DID ᵵḢ

ᵵ

1. DID DsID ῟ ӱ ˣ

1-1. DID DID ☼ם

2. ὀ

2-1. CP DID

יּ Binding

Å CP CSP “ם

Å CP DID ⱱ Ḛ ꜘ

︡ DID ⌠ CP

⌠ ԁ ᶎ

Binding ☼ם

2-2. “ 2-1 ︡ “ Ẑ

ᾁ “

2-3. 

ᶊ

2-2) ︡ ᶊ ⱱ

2-4. RP RPḧ 1-1) DID ΰ

2-5. ὀ Å 2-4) ΰ ḁ ῇ2-3) ︡ ὀ

Å RP 2-4) DID

Binding “ ˢVerificationˣ

ὀ ῟ ˢValidationˣ ᾁ
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ꜛ ὀ Ӯ ╩ἷ (DID) Registration AuthorityˢRAx ᵒ

☼ם

IMS ᴡ ID Proofing “ Ṑ ►DIDẉ ḩ

“ DsID Ⱳ DID יּ ꜘ /῝ᵫ ˣ

Ṱ1. DID ˢ1-1. DID ˣ

3-2-1. SSI/DID ᾝם  

IIP RP

RA

ID Proofing

DIDẉ

ḩ “

IIA&IdP

IdP

DID

DID῝ᵫ

DID

ḩ

ˣ



152

Â ꜘDID יּ Active

Identifierḧ Binding ☼ם

¸ IdP Authentication “ ˢ ˣ “ Ẑ “

∑ DID ⱱ Ḛ ꜘ ꜘ DID יּ ˢ ˣ

¸ IdP ʼ Ὣᴮ IdP Ḛ Identifier “ Ẑ Holder

Binding “ ˢ ˣ

IIA/IdP

IdP

Ṱ2. ὀ ˢ2-1. CP DID יּ Bindingˣ

3-2-1. SSI/DID ᾝם  

RP

Proofing,  

Verifier“ Ẑ

ˢDIDẉ DID 

ꜘˣ

ˢIIP Authenticationˣ

Binding

IdP



153

IIA/IdP (X)

IdP (Y)

Ṱ2. ὀ ˢ2-2. “2-3. ᶊ ˣ

3-2-1. SSI/DID ᾝם  

IdP (X,Y) 

& 

IIA/IdP (K)
RP

Verification,

Validation

Â2-2. “Bʿinding DIDΰ “

ˢ ˣ ∑ ᴞ IdP

¸ IdP IIA ∕ IIA IIP έ ∕

¸ ꜛ ︠ ˢꜛᾪ ˣ “ ∕ˢᴞ(K)╥ ˣ

Â2-3. ᶊ ʿ ῟ ᾁ “ ᶊ ˢ ˣ

(X)

(Y)

“

“

(K)

“

IIA(Y)
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IIA/IdP (X)

IdP (Y)

Ṱ2. ὀ ˢ2-4. RP 2-5. ὀˣ

3-2-1. SSI/DID ᾝם  

IdP (X,Y) 

& 

IIA/IdP (K)
RP(X,Y,K)

ΰ ᶎ

ꜘ

Â2-4. RP DʿID ḩ RPḧ ᶎ ˢ ˣ

ΰ Ṫ ▫ ᶆ ᴟ ▫ ├ ᵵ1-1. /῝ᵫ

῝ᵫ Ӛ‹ ꜠ ṁ Ἱ

Â2-5. ὀʿ ⱱ ꜘ Ẩ ꜘˢ ˣ

῟ ᾁ “ ˢ ˣ ằ

(X, Y, K)

Verification,

ValidationIIA(Y)
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ˢ╥―ˣBinding ― ⱧgnidniB‮

3-2-1. SSI/DID ᾝם  

Â3-1-2. ‮ SSI/DID Recognitionˢ ˣ Selfnesss ˣ

ԁ › ὀ ˢ ˣ ︣

ˢ ˣ ḩ ᴦ ˢBindingˣ “

¸ἇ ὼ RP ꜘ ∑RP “

ᾁ “ “ › ︡ ᴦ

¸ “ Ẑ ᵬ Ἱ “ “

ˢⱳ ˣ

SSI/DID

IdP

DID

CP

ˢ “ᾕˣ

Binding ם☼

Wallet

ˢ ˣ

CP RP

ΰ DID

ᶎ

ᵒ ὀ

ῼὢּי

ᴡ

︡

ῼὢּי ṛ

ꜘ

RP ò ΰ ò ò

“ ò Ӛ‹

ᾁ

Binding ︡ ♁

Recognition

Selfness

“Ⱳ ᵬ ᴡ Bind

Ӛ‹ ᴦ
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ˢ╥―ˣBinding ― ⱧgnidniB‮ ꜠

3-2-1. SSI/DID ᾝם  

Â ᴞṜ2

1. CP “ ∑ ˢ ˣ “

2. RP ∑ ˢ ˣ “ ᾁ

Â Ṝםᾝ ӟᴞ

¸ “ ẐⱲʿ ἹCP “ ῇRP Ӛ‹ ᾁ ᴦ

ᴡ Ἱ ꜛ ꜘ ὀ ˢ ˣ

¸ “Ⱳ ʿ CP ︡ Ἱ “ “ ˢ ˣ

¸ ᾁ Ⱳ ʿ ᵒ ︡RP

Ӛ‹ ᾁ “ ˢ ˣ CP “ ◓

ᾁ “ Ḣ ― Ḣ

“ Ẑ
RPCP

“

DID ⱱ Ẑ

ꜘ Ẑ

ꜘ

ᾁ

Binding

“

“Ⱳ Binding ― ᴷ

1. CP Ἱ

“

2. RP ︡

ᾁ
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ˢ╥―ˣBinding ― ⱧgnidniB‮ ם

3-2-1. SSI/DID ᾝם  

Â OpenID Foundation ├ *1) ӟᴞ ṛ

1. ʿ “ Ẑ

OpenID Connect Core ▫ Request Object *2) ▫ DID

CP ᾁ ˢDID ⌠ᴦ DxID יּ

ᴦ

2. Bʿinding “ ʿ ᾁ

UUIDˢUniversally Unique Identifierˣ DID ꜡ ◓ Ӕ DID῝ᵫ

ḯ “ RP ⱲDID יּ ᾁ ᴦ

-specs-ab/attachments/20210528/2f163c71/attach ment-0001.bin

https://openid.net/specs/openid -connect-core-1_0.html#RequestUriParameter

Holder ꜛ

ˢDID ˣ

ʿ “ Ẑ DID יּ ᶎ / ʿ DID יּ ᶎ

{ˢ ˣ

"credentialSubject ": {

"id": "urn:uuid:dc000c79 -xxˢ ˣ",

ˢ ˣ

}

ḩ UUID

{ˢ ˣ

"credentialSubject ": {

"id": "did:example:1234",

ˢ ˣ

}

DID꜡ ◓

Ṝ∏*1)

Credential Endpoint Request Parameters

POST /credential HTTP/1.1

Host: https://issuer.example.com

Authorization: Bearer <access-token>

Content-Type: application/json

{

"request": <signed -jwt -request-obj >

}

```

credentialSubject “

ᶊ ˢ ʿUUID DID꜡ ◓ DID῝ᵫ ˣ

https://openid.net/specs/openid-connect-core-1_0.html#RequestUriParameter
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Â ᶊ ḧ ᴦ ԁ

Ṅ ὼ ― ├

ÂDID꜡ ◓ ᴞ ► RP Ӱ DID꜡ ◓ ► Pairwise

DID꜡ ◓ › ᴦ ὼ ˢⱳ ˣ

ˢ╥―ˣBinding ― Ⱨ꜡DID‮ ◓ BindingⱲ ὼ ˢ͍˗͏ˣ

3-2-1. SSI/DID ᾝם  

DID꜡ ◓ ►

ÅRP Ӱ DID꜡ ◓

Å RP ᵕӰ DID꜡ ◓

ˢOne-usex

ÅRP Ӱ DID꜡ ◓

Å RP ᵕ

DID꜡ ◓

ÅRP DID꜡ ◓

Å RP ᵕ

DID꜡ ◓

ñPairwiseò DID꜡ ◓ ñOmni Directionalò DID꜡ ◓

ˣ
ԁ DID꜡ ◓

ñEphemeralò DID꜡ ◓

DID꜡ ◓

: bbb

DID꜡ ◓

: aaa

DID꜡ ◓

: ccc

RP 2

RP 3

RP 1

DID꜡ ◓

: aaa
RP 2

RP 3

RP 1

RP 2

RP 3

RP 1

DID꜡ ◓ʿaaa

DID꜡ ◓ʿbbb

DID꜡ ◓ʿccc

DID꜡ ◓ʿddd

DID꜡ ◓ Ṅ ὼ RPḧ Ṅ
RP DID꜡ ◓

RPḧ Ṅ ᵕ
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ÂBinding PairwiseòDID꜡ ◓ › Bind DID꜡ ◓ RP ᴂ Ӱ

Âᾮ ᶆCP ᵬBind DID꜡ ◓ Ӫ꜡ “

ˢ╥―ˣBinding ― Ⱨ꜡DID‮ ◓ BindingⱲ ὼ ˢ͎˗͏ˣ

3-2-1. SSI/DID ᾝם  

RP 1

RP 2

RP 3

ñPairwiseò DID꜡ ◓ ὀ

ˣ
ԁ DID꜡ ◓

aaaΰ

CP 1

CP 2

CP 3

bbb

ΰ

DID꜡ ◓: bbb

aaa

ΰ

DID꜡ ◓: aaa

ccc

ΰ

DID꜡ ◓: ccc

bbbΰ

cccΰ

aaa

ΰ

bbb

ΰ

bbb

ΰ

ccc

ΰ

CP ◙ DID꜡ ◓ Binding

“ “

aaa ḯ

“

bbb ḯ

“

ccc ḯ

“

bbb ḯ

“
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ÂRP2 Ⱳ RP2 ΰ DID꜡ ◓ “ ꜘ

◐ ∑ Ṍ “ↄ ► RP1 ΰ ⌠ DID꜡ ◓

Ӯ ︡ ˢDID꜡ ◓ ᴂ Dynamic ︡

3-1-2.‮ ṍ Ḛ ὼˣ

Â W3C Verifiable Credentials Data Model 1.0 Verifiable PresentationˢVPˣ VC ᶊ ᴦ

ṛ *1) ∑ VC Binding DID꜡ ◓ Ӱ › RP2

Ӱ DID꜡ ◓ ԁ

ˢ╥―ˣBinding ― Ⱨ꜡DID‮ ◓ BindingⱲ ὼ ˢ͏˗͏ˣ

3-2-1. SSI/DID ᾝם  

-data-model/

aaaΰ

VC

Verifiable Presentation

bbbΰ

VC

ὼ ʿStatic ₉ ὼ ʿ Ⱳ ḯ

DID꜡ ◓ ●

RP 2

bbb

ΰ

DID꜡ ◓: bbb

aaa

ΰ

DID꜡ ◓: aaa

bbbΰ

ÅRP2 DID꜡ ◓ òbbbò ꜡ ΰ “

ὀ ☼ם

ÅDID꜡ ◓òaaaòΰ òbbbò Bind

RP2 ► ᵠ òbbbò ΰ Ἱ ™ “

ˢ òStock & Forwardò SSI Ẑ

ṍ Ḛ ᾝם ₉ ˣ

DID꜡ ◓:

bbb

ΰ

DID꜡ ◓ʿaaa

Ӯ RP2ΰ DsID꜡ ◓ʿ

bbbΰ ˣ ►

RP 2bbbΰ

ˢVPˣ

DID꜡ ◓:

bbb

ΰ

DID꜡ ◓ aaa bbb

ԁ

VP ︡ RP2

ÅRP Ὣ Ṝ Binding ›

Pairwise Ӱ DID꜡ ◓ RP ᴂ ► ᾝם

-U Unlinkability
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Â ― Bindingםᾝ ӟᴞ͎ Ὧ ― ԁ ꜡ ‰

ḯ “ Binding ᶎ ₉

ˢ╥―ˣBinding ― Ⱨʿ‮

3-2-1. SSI/DID ᾝם  

Dynamic ︡

Static ὀ ᴦ

ˢStock & forwardˣ

RP Ὣ Ṝ Binding

›

Ṅ

ˢ -U Unlinkabilityˣ

Binding Ὧ DID꜡ ◓ Binding ὼ Ⱨ‮

Å Binding Ӯ DID꜡ ◓ ḯ “ “ ›RP

ḧ DID꜡ ◓ ™ “

Å Ὣᴮ ᵃẠ ᶊ Ӫ ᴦ

3-1-2.‮ ṍ

Ḛ ᾝם ₉ ὼ

ˢ ᵕ CP “ Ẑ ˣ

Å ḯ Ἱ ꜘ ▫

ˢW3C Verifiable presentation*1)ˣ ḯ Bind

DID꜡ ◓ Ӱ › RP ᾋ Ӱ DID

꜡ ◓ ὼ

ˢӰ DID꜡ ◓ ► Ṅ ὼ ˣ

-data-model/
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Ṫ   ᶆ ᴟ ᾁ ▫

3-2-2. Ṫ   ᶆ ᴟ ṳ ΰ

Âӟᴞ ᶆ ᴟ ṛ ▫ “

1.DID

ID Proofing “ DID Activation ḁ DID ῟ ӱ “

2. ὀ

DID ︡ ῇ IdP CP / ḧ, ẉ / RPḧ ὀ “

1-1

2-3

HolderCP
RP

2-1

2-2

2-4

2-5

SSI/DID ᵵḢ

ᵵ

1. DID DsID ῟ ӱ ˣ

1-1. DID DID ☼ם

2. ὀ

2-1. CP DID

יּ Binding

Å CP CSP Authentication “ם

Å CP DID ⱱ Ḛ ꜘ

︡ DID ⌠ CP

⌠ ԁ ᶎ

Binding ☼ם

2-2. “ 2-1 ︡ “ Ẑ

ᾁ “

2-3. 

ᶊ

2-2) ︡ ᶊ ⱱ

2-4. RP RPḧ 1-1) DID ΰ

2-5. ὀ Å 2-4) ΰ ḁ ῇ2-3) ︡ ὀ

Å RP 2-4) DID

Binding “ ˢVerificationˣ

ὀ ῟ ˢValidationˣ ᾁ
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# A) OpenID Foundation B) W3C/W3C-CCG C) DIF
D) Sovrin (hyperledger

Linux Foundation)

1-1) DID

2-1)

DID Binding

2-2) “ẉ

2-3)

ᶊ

2-4) RP

2-5) ὀ

Ṫ   ᶆ ᴟ ᾁ ▫

3-2-2. Ṫ   ᶆ ᴟ ṳ ΰ

B-2) Verifiable Credentials Data 

Model 1.0

D-2 Aries RFC 0036: Issue Credential 

Protocol 1.0

D-1) Aries RFC 0023:

DID Exchange Protocol 1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

D-1) Aries RFC 0023: 

DID Exchange Protocol 1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

D-3) Aries RFC 0037: 

Present Proof Protocol 1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

̞ ▫ 2021 4Ὦ1 Ⱳ ▫ › ├

₈ῇṜ∏ ₰ ⇔ Ṝ ᶤһ

A-1) OpenID Connect Core 

ˢSIOPx

A-1) OpenID Connect Core 

ˢSIOPx

A-1) OpenID Connect Core 

ˢSIOPx

A-1) OpenID Connect Core 

ˢSIOPx

A-3) OpenID Connect Claims 

Aggregation

OpenID Self Issued Identifiers̞

OpenID Connect 

Credential Provider̞

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-2) Verifiable Credentials Data 

Model 1.0

vp-request-spec (W3C- ̞

vp-request-spec (W3C-CCG)̞

B-3) Credential Handler API 

(W3C-CCG)

B-3) Credential Handler API 

(W3C-CCG)

B-4) Confidential Storage 0.1

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

̞

Ӥ ▫ Ṱ ▫ ╥ Ӫ

B-2) Verifiable Credentials Data 

Model 1.0

C-2) Presentation Exchange

C-1) Self-Issued OpenID Connect 

Provider DID Profile v0.1

C-1) Self-Issued OpenID Connect 

Provider DID Profile v0.1

C-1) Self-Issued OpenID Connect 

Provider DID Profile v0.1

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

DID-SIOP̞

B-1) Decentralized Identifiers (DIDs) 

v1.0

B-1) Decentralized Identifiers (DIDs) 

v1.0

OpenID Connect

Credential Provider̞

B-4) Confidential Storage 0.1

B-2) Verifiable Credentials Data 

Model 1.0

Hyperledger Ursa



164

W3C ᾝם

3-2-2. Ṫ   ᶆ ᴟ ṳ ΰ

ÂW3C DID ᾝ︣ם Decentralized identifiersˢDIDsx ᾦ ᾤ

► ꜛ ꜡ ◓ Ӛ‹( ◓ ῐ ) ►

꜡ ◓ Recognition ὓ ԁӪ ꜡ ◓ ὀ

├ DIDs ⇔ ῇ

ÂVerifiable Credentials Data Model 1.0s VCData Modelˣ Verifiable Credential (VC) Verifiable

Presentation (VP) ᾦ Ṱ ᾝ Ӯ ḩ

Ṱ VC / VP ṛ

Decentralized Identifiers (DIDs) v1.0 Verifiable CredentialsData Model 1.0
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ÂOpenID Foundation Ṍ ▫ Self-Issued OpenID Provider ► OpenID Provider

Ṑ Recognitionˢ ˣ “ ὀ ▫ ├

Â W3C DIDs ḯ Ἱ ᶈ ᾁ DID ̞ḩ

DIF Ὣ Ặ ṳ

End-User

OpenID Foundation ᾝם

3-2-2. Ṫ   ᶆ ᴟ ṳ ΰ

OpenID Connect Core 1.0 Self Issued OpenID Provider OpenID Connect Credential Provider

Credential

Holder

(Relying

Party)

Credential

Verifier

(Relying Party)

Credential

Issuer

(OpenID Provider)

Credential Holder(CH) Credential Issuer(CI) Ẑ

CI Credential Holder ᴦ

CI CH

Credential Verifier(CV) CH Ẑ

CH Credential Verifier ᴦ

CH CV

Credential

Holder

(Open

Provider)

̞ Credential DIDḧ Binding ẐⱲ OpenID Connect Core 1.0

ṛ ᾝם

Credential Credential
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DIF ᾝם

3-2-2. Ṫ   ᶆ ᴟ ṳ ΰ

ÂDIF ᵵ DIDs OpenID Connect › Ӯ ▫ ᾁ

OpenID Foundation ῲ ᶨ ‰ ᶈ ⱱ 2020 11Ὦ

OpenID Foundation Ẹ Ὣ Ṝםᾝ OpenID Connect ▫ ᶈ

Â Working Group ▫ ├ “ ԁ

Ӣ RP Ẑ/ ꜘ ᴦ ▫ ├ “

OpenID Foundation ὂOsIDC ˣ Ẑ/ ꜘ ḩ ▫ ├ Psresentation Exchangex

Holder

User Agent

ID Wallet

VerifierIssuer

SIOP RP

OpenID Connect

ÅWell-known and mature

ÅWidely used, and has a big community

Å Enterprises are familiar with OIDC

Å Simple and light-weight

Å Flexible and extensible through profiles

Å Additional (optional) support for credentials/ claims exchange

Å Based on work incubated at RWOT, and IIW

Â Holder RPḧ Proof Ẑ/ ꜘ ṛ

Â ӟᴞ Ἱ꜠ ᴂ OpenID Connect,

DID Comm Credential Handler API ᵒ ὀᴦ

¸ JSON Web Tokens (JWTs)

¸ Verifiable Credentials (VCs)

¸ JWT-VCs
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Sovrin ᾝם

3-2-2. Ṫ   ᶆ ᴟ ṳ ΰ

ÂSovrin Foundation SSI ᾝם Sovrin GovernanceFramework ṛ Ẹ

Ṫ ▫ › ᴣ ṁ Ṱ

  Sovrin Stack ᾦ 4 Layer Ṱ

Âṛ   W3C DIDs VC Data Model DID Method 1.0 Specification ᾠẉ

DID/DID DocumentḚ Ӯ ╩ Ṫ Evernymּז Sovrin Network

ằ “ ῇ Hyperledger Indy ᵫ

¸ Peer to Peer Connection / Wallet / Messaging / KeyManagement ṛ Aries ZKP

Ӛ‹Ṑ Ӛ‹ ằ USRA ᶈ ▫ Contributor ‟ᾅ

Sovrin Foundation Sovrin Stack

) Sovrin Foundation

https://sovrin.org/wp -content/uploads/Sovrin -Governance-Framework-V2-Master-Document-V2.pdf

https://sovrin.org/2020 -how-ssi-went-mainstream/

) EvernymHyperledger Aries: The Next Major Step Towards Interoperable SSI

https://www.evernym.com/blog/hyperledger -aries/

Hyperledger Indyẉ ḩ Ὂӳ

https://sovrin.org/2020-how-ssi-went-mainstream/
https://sovrin.org/2020-how-ssi-went-mainstream/
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ᶆ▫ ᵵ

3-2-3. ᶆ ᴟ ᾁ ▫

# ▫

A-1) OIDF OpenID Connect Core

A-2) OIDF OpenID Connect Claims Aggregation

B-1) W3C Decentralized Identifiers (DIDs) v1.0

B-2) W3C Verifiable Credentials Data Model 1.0

B-3) W3C Credential Handler API

B-4) W3C,DIF Confidential Storage 0.1

C-1) DIF Self-Issued DID Profile for OpenID v1.0

C-2) DIF Presentation Exchange

D-1) Hyperledger Aries RFC 0023: DID Exchange Protocol 1.0

D-2) Hyperledger Aries RFC 0036: Issue Credential Protocol 1.0

D-3) Hyperledger Aries RFC 0037:Present Proof Protocol

Â ‮ ӟᴞ ▫ ᵵ

A-2) OpenID Connect Claims Aggregation ― Ⱨ‮ DBT‮

₰ ᴿ Ṝ ᶤһ
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A-1)OpenID Connect Core

3-2-3. ᶆ ᴟ ᾁ ▫

ÂOpenID Connect Cores ӟᴞ OIDC Ṝ ˣˣOpenID Foundation 2014 ├ ▫

OAuth 2.0 ᴦ

Â ▫ ꜛ IdP Self-Issued OpenID Provider ˢӟᴞSIOP Ṝ ˣ

꜠ ᾠẉ

¸ OIDC Core Ch.7 Self-Issued OpenID Provider

Å SIOP ꜛ self-hosted OpenID Provider

ÅSIOP ꜛOP

ὀ Recognition Ḛ

ᴦ

Å ꜠ ṌIdP Ӣ ᴞ

Ὄ SSI ◘ ᾝ︣ם ԁ

┌₈

ˣOpenID Connect Core 1.0 incorporating errata set 1- 7, Self-Issued OpenID Provider

https://openid.net/specs/openid -connect-core-1_0.html#SelfIssued

OpenID Connect Core 1.0 - SIOP
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A-2) OpenID Connect Claims Aggregation

3-2-3. ᶆ ᴟ ᾁ ▫

Â ▫ OpenID Connect ˢ ˣ ằ

ṛ

¸ OpenID Provider Claims Providers ӟᴞ CP ˣ

OIDC “ Relying Partys ӟᴞ RP ˣ ᶤ ᴮ

¸ ▫ CP OpenID Connect Provider ằ ▫ ├ Ӥ

OpenID Connect Provider Relying Party ằ ▫ ├ Ӥᵰ

¸ OpenID Provider ԁᾕᴟ CP RP ︡

OP ᵒ ︡ RP Ặ

▫

OpenID 
Connect 
Provider
ṕ Ṗ

ṕCP
RP

RP
SIOP Ṗ

OpenID 
Connect 
clients

RP

Claims 
Provider

Claims 
Provider

Claims 
Provider

) OpenID Connect Claims Aggregationhttps://bitbucket.org/openid/connect/src/master/openid -

connect-claims-aggregation/openid -connect-claims-aggregation-1_0.md

OpenID Connect Claims Aggregation ᵵḢ
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B-1) Decentralized Identifiers (DIDs) v1.0

3-2-3. ᶆ ᴟ ᾁ ▫

ÂDIDs v1.0 DID ᴟ ᾝDID ⌠ DID

ᵔὨ ṛ ˢᴞ ╥ ˣ

Âᾤ ► ꜛ ꜡ ◓ Ӛ‹( ◓ ῐ

) ► ᴦ ԁӪ ꜡ ◓ ╩ἷ (DID)

Ṱ
ṛ ᵵ

DIDs DID 

URLs

DID (did) ꜡ ◓(method identifier) 

DID method ꜡ ◓(method-specific identifier)

3   Ἱ꜠ ⱫDID ֶ

ᶨ ᴟῇ ™ Ẑ

DID Subjects DID ꜡ DID Controller ›

ᴦ

DID 

Documents

DIDḩ ῝ᵫ ᾁ DID subject

︡ ḩ ꜘ

DID Methods Verifiable Data Registries ► DID ḩ

DID Documents ᵔὨ ῇ ᶨ ᴟ ◙

DID 

Controllers

DID Controller DID Method Ṱ DID Document

 ᴦ ꜛ ἷ

Verifiable 

Data 

Registries

╩ ╩ P2P

DID Ṝ DID

DID resolver

DID 

resolution

DID resolver DID ︡DID Documents

ᵺ DID resolution ᾦ

DID URL 

dereferencers

DID URL 

dereferencing

DID URLḧ ╥ DID URL( ḩ )

︡ ( ḩ )

ᵺ DID URL ḧ ╥ ( ╥) ᾦ

) Decentralized Identifiers (DIDs) v1.0

Decentralized Identifiers (DIDs) v1.0
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B-1) Decentralized Identifiers (DIDs) v1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ (1/2)

DID resolver DID Method Registry DID Method ᴂ DID Method▫ ם יּ DID

Method ᴂ DID Method▫ Ṱ Ṑḩ״ ∕ ― DID Resolver

DID Method ם Ṯ ›DID Specification Registry

DID Resolver ם ► Ὠ

DID DID Document ꜛᾪ DID Document ᾁ DID DID Document

ᵠ ⱲDID controller ►

῝ᵫ DID Document ῝ᵫ ᴂ

DID Document DID Document Ⱳ

DID Document › DID Document Ṝ ῝ᵫ

Verifiable Claims DID DID Document ל PIIs ᾤ ˣ ⱱ DID ם ᵦ DID

subject ⱱ ᵓּז ▫ Ӥᵰ

DID Document DID subject ᴦ ῝ᵫ ›

Ὧ ︢ ằּי יּ

Ẑ Ⱨּי

Ứ♁ DID DID Document  Ứ♁   ḗ♪ DID method

ῈṐ  ӂӪ  

DID Document   DID Document   ԁ Ḝ ├  ⱲDID subject ḗ♪ ớ

˗ ︡

♁ ⱨDID › ᵒ

∕ DID Verifiable Data Registry   ›

DID controller ằ DID controller ḗ♪ ›

ῼὢ ₅

῟ṍᾢ ╩ἷ ῟ṍᾢ ế Ṑḩ״ ∕DID 

resolver Ⱨּי ► Ⱳ ῟ṍᾢ ᾁ
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B-1) Decentralized Identifiers (DIDs) v1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ (2/2)

ﬞ῟ ẛ Ӛ‹ ﬞ῟ Ṱ DID method DID method ▫ ᵕ ᴦ

ᴦ ṍDID method▫ Ὲ

ẛ ẛ︣ ⱱ Ḿ ᴟ ῐ Ṑ ḯ

Human-Friendly ꜡ ◓

ᶤ

Human-Friendly ꜡ ◓ DID ( ᾁ “) ▫

Ӥᵰ

― ḩ Ὣ

DID method DID Document Ω ᾁ┤ᴦ ∕

› ∑ם Ӱ ∑ם ∕ ӂ ᴦ

DID Document Ӛ‹ᴟ DID Document ԁ Ӛ‹ᴟ ṍ ῐ ︣ Ӛ‹

ᴟ DID Document ᾤ ḯ ︣ Ӛ‹ᴟ

DID Document ḯ › ם יּ DID ḩ ῝ᵫ Ӛ‹ᴟ
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B-1) Decentralized Identifiers (DIDs) v1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ

ᾤ PsIIx

῝ᵫ

DID ▫ DID DID Document ῝ᵫ public verifiable data registry

› DID Document ᾤ ḯ ᾤDID subject Ḛ ᴞ

ῇ Ḛ ᾤ ͙͙͞Document ῝ᵫ Ṝ ꜡

ӗ ῐ ► P2P ῖḊ ᾤ ╩

ἷ ₅ DID subject Ӣ יּ GDPR ᾂ “ם

DID ḩ DID DID ḩḩἰ ► DID controller DID ►

ὖᾚ ᶆDID Ṑ

DID Document ḩ DID ḩ ♁ ῐ ᴂ DID Document ḩ Ӭ

DID Document ῝ᵫ Ṝ ꜛ ► ԁDID ►

ḩ ằ Ӱsubject

͙͙͞ Ặ

subject ᶤ DID subject ל ꜘ ꜘ ► DID Document

ᴥ Ḿᾑ ᾤ ḩᴦDID Document ∕

⌠ Ṑ ḯ ᵰ DID ᴟ ►

Ω ᴟ DID Document DID ► ḩ Ӛ‹∙

ᾁ ᾝ

Ἢ DID subject Ἢ Ỹ › ᾚ

Ẑ ם Ặ Ặ Ω ᾢ Ӛ‹ᴟ

►
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B-2) Verifiable Credentials Data Model 1.0

ÂVerifiable Credentials Data Model Ӛ‹ ӗ machine-readable

Web ᾝ ằᶘ Ɫᶊ Ӻ Ỵ“ῢ℅ יּ╣

ᾁ machine-readable ᶆ ᾤ Web ᾝ ᴦ

Actor ᵵ

Holder 1 ӟ verifiable credential

verifiable presentation ᶤ

ʿᶘ ỘԌ ᾽ẁ

Issuer 1 ӟ subject ḩ ⌠ verifiable 

credential holder ᶤ

ʿḼỘ ְ Ộᵦ ᾤ

Subject

ʿ

›verifiable credential holder subject

hsolderˣ ◓ằ ssubjectˣ verifiable 

credential ⱱ ⱥ ︠ˢholderˣ

(subject) verifiable credential ⱱ

Verifier 1 ӟ verifiable credential

ᶤ verifiable presentation

ʿᾼ יּ יּ

Verifiable

data registry

꜡ ◓ verifiable credential ﬞ῟

issuer̔̀ ᵫ verifiable credential ►

ḩ ⌠ ᾁ ᵒ

ᶤ

ʿ ╩ἷ ID 

╩ἷ

ˣVerifiable Credentials Data Model 1.0, https://www.w3.org/TR/vc-data-model/

3-2-3. ᶆ ᴟ ᾁ ▫

Verifiable CredentialsData Model 1.0
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B-2) Verifiable Credentials Data Model 1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ

Cryptography Suites 

and Libraries 

Ӛ‹ ► ṍᾢ Ω ῼὢ Ṫ

― Ӛ‹ ḛ ớ Ṍ ῟ᴟ   ▫ ᶎ

ṍ ᴦ“ם ᶎ ṍ ḗ♪

Content Integrity 

Protection

Verifiable credential ᵰ URL ḯ Verifiable credentialᵰ ∕

Verifiable Credential ῐ ᵰ ᵠ ῐ ḁ ῐ

› ḁ ếURL ►

Unsigned Claims ▫ ḯ

ḧ ꜛᾪ︠ Web Ṝ ⱨ ם

יּ ⌠ יּ ᾁ Ӫ

Token Binding Verifier ꜛ Verifiable Presentation Ӫ יּ ḧּיῼὢ ᶎ

(Token Binding [RFC8471]) Verifiable Presentation ᴂ Ὣ

ӗ

Bundling Dependent 

Claims

Issuer ⇔ ᴟ ᵫꜘ ᴦ ►

⇔ ᴟ ›Issuer ӗ “ Holder Issuer Ӫ Ӱ

ᴦ

Highly Dynamic 

Information

Verifiable Credential “ › ם יּ ῟ṍᾢ ᶎ

Verifiable Credential ῟ṍḧ Verifiable Credential ḯ ῟

ṍḧ ᴂ ṍᾢ

Device Theft and 

Impersonation

Verifiable Credential ﬞ ›ῼὢּי ᵲּי Verifiable

Credential ► ᴦ ῼὢ Ḝ ӟᴞ

PIN ᵊ ᵔ ῐ ῟

Credential Repository ῟

Ӛ‹ ῟

►

Ṝ Ӫ ›
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B-2) Verifiable Credentials Data Model 1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ (1/3)

Personally Identifiable 

Information

Verifiable Credential ḯ ԁ Verifier Ặ ᵲ ֲố ᴦ

“ ꜡ ◓ ᾤ Ὠ ḩ ►

Ὦ ‹ ᾤ ◘ › ế ḩ ⱱ

ⱱ Ặ ∑Holder ὕ⁮ ế Issuer ᴦ ᾢ

ῐ Verifiable Credential ằ ế

Identifier -Based 

Correlation

Verifiable Credentials Subject꜡ ◓ ṍḧ Web ► ḩḩἰ ᴥ

Signature-Based 

Correlation

Verifiable Credential proof ► ῐ

►   › ḩḩἰ ᵕ™

Long-Lived Identifier-

Based Correlation

Verifiable Credential ᾤ ḩ ֶ ► ᴦ ꜡ ◓ ḯ Holder

ằ Ặ Holder ὕ⁮ Ẑ

Bundling Dependent 

Claims

issuer ⇔ ᴟ ᵫꜘ ᴦ ►

― ⇔ ᴟ ›issuer ӗ “ holder issuer Ӫ Ӱ

Device Fingerprinting Web ᾤ ḩ ᵰ ∕Internet protocol (IP) address tracking, 

web browser fingerprinting Verifiable Credential ► Ṫ ♁ Verifiable 

Credential ԁ ► ḩḩἰ ᴦ Verifiable 

Credential ► › Ṫ ►

Favor Abstract Claims Verifiable Credential יּ ︡ԏ ӟ PII Issuer Ω ᾢ ᾢ

ᾁ PII subject ḩ ἇ ằ Verifier

►
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B-2) Verifiable Credentials Data Model 1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ (2/3)

The Principle of Data 

Minimization

ᵲ ♁ Ẑ Ω ᾢ ᾢ

Verifiable Credential Issuer Ω ᴟVerifier ► Ω ᾢ ᾢ

Verifier Ω ᴟ Ⱳ Ẑ Ӥ ᾢ Verifier

︡ԏ Ẑ Ẑ

Bearer Credentials Bearer Credential ếᴟ Bearer Credential Holder Holder

Ṑ ᾂ Bearer Credential Ặ Ὂↄ ﬞ

ᴞ ► Bearer Credential ἣ ►

Ὣ Holder ḩḩἰ ⱱ ᴦ Bearer Credential Issuer Bearer 

Credential ԁ► ᾤ ḯ ᵃ ḩ ᶎם

Validity Checks Verifiable Credential Ⱳ Verifier ӟᴞ ῟ ṍ

Holder Ẩ

  ﬞ῟

ᾤ ᴞӡⱢᶊ

Holder Holder ῖ ⱧỘ ḧ ḩἰ

Holder ḩ ӡ

Holder ᵲ ָ ᴦ ﬞ῟

⌠ ⱧỘּיHolder ᴦ ‰ Issuer

Issuer ꜡ Ὣ ᾤ ḩ ᴦ Issuer ᾧ ﬞ῟

ᵲ ᴦ ᾁ ► Ẑ

Storage Providers and

Data Mining

Holder Issuer ︡Verifiable Credential ( Credential Repository) Verifiable 

Credential ל Ṑ ‰ Holder Verifiable Credential

∑ם ᾤ   ᴦ

῟ᴮ Ḝ ├ ӟᴞ

᾽ẁ יּ╣

ꜘ verifiable credential Ӛ‹ᴟ

᾽ẁḚ verifiable credential ᵰ ᾽ẁ
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B-2) Verifiable Credentials Data Model 1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ (3/3)

Aggregation of 

Credentials

Verifiable Credential ╥ᴥּי ꜡

2 Bearer Credentialss 1 1 Holder 21 ⅞ӟ ꜘ ˣ

ằ ›Verifier ᾤ ḩ ԁӪ ꜡ ◓ ⱱ Holder

Ӭ Ⱳḧ Ὂᵃ ָ ḧ ῀

Ὣ “ › ᵲ ᴦ ᵔὨ├ Ṫ ἱΰ

Holder ꜛ ›Holder ꜛ Verifiable Presentation ☿ ᾝ

Usage Patterns Verifiable Credential∑ם ► ᴟ ᵔ ﬞ ᴦ

Verifiable Credential Verifier ᵕ ꜘ Verifier Holder ԁ

Verifiable Credential Ӱ Verifier ꜘ Verifier Ὣ יּ╣ Verifier ︡ԏṜ

יּ╣ Verifiable Credential ꜘ ᾤ ԁ

ԁ Ḛ

Sharing Information 

with the Wrong Party

Holder Verifier Ặ ›Verifier ӂӪ ⱱ Holder Ḿᵲ ᴥ Ẑ ›

Verifier Holder Ỵ“ ︡ Ỵ“ῢ℅ ‹ Ẑ ► ᴦ

Issuer Holder ῏ Verifier › ᵲ ᶈ ᴦ ᾢ

ᴟ ḯ

Frequency of Claim 

Issuance

⌠ ḩ ḩḩἰ ԁHolder Issuer ꜡ Verifiable 

Credential ► Ḝ Issuer Verifiable Credential ṍḧ ꜛ   ῐ ῟

Holder ằ Holder ῟ṍᾢ ἣ ► “ ḩ

ᴦ › Holder ὕ⁮ Issuer ► ḩ

“

Prefer Single-Use 

Credentials

Verifier Holder ᵫꜘ Ẑ Verifier ᵫꜘ

Ẑ Ṝ ᵫꜘ Ṑ ṏ ṛ ṍ ꜡ ◓

› Verifiable Credential ὓ ᴦ ᾢ1ᵕ Verifiable Credential

Private Browsing PII ӌ Ӱ

Ṑ › PII ḯ

► › ᴦ ὕ⁮
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B-3) Credential Handler API

3-2-3. ᶆ ᴟ ᾁ ▫

ÂCredential Handler APIs CHAPIx Ẑ Ḛ ḩ

API Payment Handler API Credential Management API 2  

Â ▫ ᴞṜ ṛ

¸ ḛ ӗ

¸

¸ Web ᵫ יּ API ằ

Â OAuth 2.0/OIDC NASCAR problem ᵔὨ ṛ

) INDIEWEBCAMP - NASCAR problem 

https://indieweb.org/NASCAR_problem

ÂW3C CCGs Credentials Community Groupˣ

▫ ῝ᵫ

¸ 2014 Identity Credentials protocol ӛ

¸ 2017 - Web Payments Handler Dave Longley

ӛ

¸ 2017 CHAPI Dave Longley ӛ

¸ 2017 CHAPI W3C CCG ▫ ├

Credential Handler API├ NASCARproblem

ÂNASCAR problem

♪ᶐ

ἇ Payment UI UI

ấ
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B-3) Credential Handler API

3-2-3. ᶆ ᴟ ᾁ ▫

Â

¸ CredentialRequestEvent CredentialStoreEvent Credential Ẑ Ḛ ḩ Ṱ

¸ Credential Ẑ Ḛ

Â

¸ Credential Repository (Wallet): Credential Ḛ Ẑ

¸ Credential Issuer (Issuer): Credential “

¸ Credential Verifier (Verifier): Credential Ẑ

¸ Mediator (User Agent): Credential Ḛ Ẑ ᵒ

) credential-handler-api

https://github.com/w3c -ccg/credential-handler-api

Holder

(User Agent)
VerifierIssuer

Credential

Repository

(Wallet)

Issue

Credential

Send

Presentation

Request / Store

Credential

Credential Handler API ᵵḢ

Credential Handler API Ӥ
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B-3) Credential Handler API ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ

ḕẽ ḩ Credential Handler API ↄCredential Handler ḩ Ặ

Ӫ ›Relying Party Ặ

Ӫ

▫ ԁ ⌠ Ω ᾢ ԁUser 

Agent Ӫ Web ᾦ Ẑ ︡ ᴦ

  Ẩᴦ

ӗ Credential Handler Service Worker Ṱ Service Worker Security Consideration 

―

WebCredential ▫ Ӥᵰ Ḛ Credential Handler

Credential Repository User Agent ԏ ṞCredential Handler ᴦ

Credential Handler ›User Agent Credential Handler ᵫ יּ ˢ

ˣ₢Ấ ằ ₤

ᾁ Relying Party Credential Management API WebCredential ṍ ᾁ

Credential Management API Ṟ ›User Agent

Credential Handler Ṟ ԁ ӟ

⇔ ™
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B-4) Confidential Storage 0.1

3-2-3. ᶆ ᴟ ᾁ ▫

) confidential-storage 

https://identity.foundation/confidential -storage/

ÂConfidential Storage Ӛ‹ᴟ Ḛ ⌠ ᾁ┤

ằ ᾤ א

ὓ ™ ῐ ›

ᵲ ῐ

Ὧ ᵵ

Privacy and 

multi -party 
encryption

ᶎstorage provider ḯ

ᴦ ˢ

ˣ Ḛ ˢ ˣ Ӛ‹ᴟ

Ặ ᴦ

Ӛ‹ᴟ Ӛ‹ᴟ

Sharing and 
authorization

1 ◙
Ẩᴦ ṍ

Identifiers ꜡ ◓ Ӣ ԁ
URN URL Ἱ ꜡ ◓ Ῠ

Versioning and 
replication

Ὃ Ẑ 1

mandatory versioning strategy mandatory replication 

strategy alternate 

versioning strategy replication strategies ᴦ
Ẑ

Metadata and 
searching

῟

ᾁ┤ Ẑ Ӛ‹ᴟ ᾁ┤Ṑ 

ḩ ᾁ┤

Protocols ˑ ⌠ḕẽ

1 ὓ
Ẩᴦ

Confidential Storage ᵵḢ
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B-4) Confidential Storage 0.1 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮ ᴞṜ ấ

― Ⱨ‮ ᵵ

Malicious or 

accidental 

modification of data

Å Encrypted Data Vault ︡ Ӛ‹ᴟ ⌡

ᴥ   ᴦ Ӛ‹ᴟ ⌡ ᴥ  data vault ⱱ

Compromised vault ÅEncrypted Data Vault data controller( ‹ ⱱ ) ῏ ῼὢּי

Ẩᴦ › Ḿ ᴟ ᴦ ᵲּי ῏ ῼὢּיvault Ẩᴦ Ӛ‹ᴟ

῏ ⌠ ᴦ ῼὢּי vault     ⌡  

Data access timing 

attacks

Å ᾕ Encrypted Data Vault ₉

Encrypted Data Vault ∑ ָ ḩ

∕

Encrypted data on 

public networks

Å Ӛ‹ᴟ ꜠ Ω ᴠ ῐ ∑ ӗ ᴠ Ӛ‹ᴟ

public storage network ►

Unencrypted data on 

server

Å Ӛ‹ᴟ ḩ ‹  

Ӛ‹ᴟ ḩ ꜡ ◓ documentḧ ꜡ ◓ ḩ

꜡ ם Ӛ‹ᴟ Ω ᾢ

Partial matching on 

encrypted indexes

ÅӚ‹ᴟ ԁ Ӥ ᾁ┤ Ӛ‹ᴟ ᾁ┤

ԁ ⌠ Ṑ ꜡Ӛ‹ᴟ ► ᴥ

Threat model for 

malicious service 

provider

ÅӂӪ ӟᴞ ῼὢ ―

Vvault ḩḩἰ

V ᴂvault Ḛ

VӚ‹ᴟ ᴥ ⌡  

VӚ‹ᴟ “ם

VӚ‹ᴟ ᵰ
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C-1)Self-Issued DID Profile for OpenID v1.0

3-2-3. ᶆ ᴟ ᾁ ▫

ÂSelf-Issued DID Profile for OpenID (SIOP DID) Web Identity Wallet ›

DID AuthN *1) OpenID Connect ► ▫

ÂRP Web

Identity Wallet Ṟ

Â OIDC Core 7.  Self-Issued OpenID Provider “

1. User RP

2. RP Sigin-

User ᴃᴞ SIOP Request

3. SIOP Request (openid://?<SIOP request>)

SIOP Ṟ

4. SIOP OIDC/DID AuthN SIOP request

ᾁ SIOP response

5. response_mode ◙ RP

SIOP Response

6. RP OIDC/DID AuthN SIOP response

ᾁ

SIOP DID

) Self-Issued OpenID Connect Provider DID Profile v0.1 

https://identity.foundation/did -siop/
*1) DID Authentication DID Ὲ ᶎ “
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Requirements for OIDC Self-Issued OpenID 

Provider Ṝ∏ Scope ṳ

ÂScope

Å A. SIOP request

Å B. SIOP response

Å C. Key recovery and key rotation

Å D. Trust model between RP and SIOP

Å E. Issuance of the claims

Å F. Privacy protection

C-1) Self-Issued DID Profile for OpenID v1.0 ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â2020 11Ὦ9 OIDF DIF Liaison Agreement Ὣ SIOP DID

⌠Ộ ԁⱲ ♁

¸₈ῇ OIDF AB/Connect WG OIDC Core 7. SIOP ᵠ

¸ AB/C WG SIOP▫ ⌠Ộ ḁ ῇDIF Authentication WG ⌠Ộ

™ᵫ

) Requirements for OIDC Self-Issued OpenId Provider

https://bitbucket.org/openid/connect/src/master/SIOP/siop -requirements.md

2021 1Ὦ DIF Face to Face

▫ ᾁ ệ ῝

ÂCurrent Draft

Å OpenID Connect Claims aggregation (adopted)

Å OpenID Self Issued Identifiers (adopted)

Å Self-Issued OpenID Provider v2 draft01 (adopted)

Å OpenID Connect Credential Provider

Å Smart Credentials

Å Portable Identifiers: WIP

OpenID Foundation ṳ DIF ṳ
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C-2) Presentation Exchange

3-2-3. ᶆ ᴟ ᾁ ▫

Â Presentation Exchange Verifier Proof Ὧ ᶎ Holder

Ὧ ל Proof ꜘ Ṱ

ÂPresentation Exchange Ӣ

︣ḧ

Â Claim ԁ ӟᴞ

¸ : JSON Web Tokens JWTx Verifiable Credentials VCx JWT Verifiable Credentails JWT-VCx

¸ : OpenID Connect DIDComm Credential Handler API

̞

Credential Handler API

Verifiable Presentation Request 

Specification ∕

) Presentation Exchange

https://identity.foundation/presentation -exchange

Presentation Exchange ᵵḢ
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Â Holder Verifierḧ Proof Ẑ ꜘ ӟᴞ ῎ Ṱ

Å Presentation Definition : Verifier Proof Ṱ

Å Presentation Request: Verifier Holder Presentation Definition Ṱ

Å Presentation Submission : Verifier ◙ Presentation Definition Proof ꜘ Ṱ

C-2) Presentation Exchange Presentation Definition & Presentation Submission

3-2-3. ᶆ ᴟ ᾁ ▫

ˣPresentation Exchange - 4. Presentation Definition, 5. Presentation Submission https://identity.foundation/presentation-exchange/

Presentation Definition Ṱ Presentation Submission Ṱ

{

"comment": "Note: VP, OIDC, DIDComm, or CHAPI outer wrapper would be here.",

"presentation_definition": {

"id": "32f54163-7166-48f1-93d8-ff217bdb0653",

"input_descriptors": [

{

"id": "wa_driver_license",

"name": "Washington State Business License",

"purpose": "We can only allow licensed Washington State business",

"schema": [{

"uri": "https://licenses.example.com/business-license.json"

}]

}

]

}

}

{ 

// NOTE: VP, OIDC, DIDComm, or CHAPI outer wrapper properties would be here.

"presentation_submission": {

"id": "a30e3b91-fb77-4d22-95fa-871689c322e2",

"definition_id": "32f54163-7166-48f1-93d8-ff217bdb0653",

"descriptor_map": [

{

"id": "banking_input_2",

"format": "jwt_vc",

"path": "$.verifiableCredential[0]"

},

{

"id": "employment_input",

"format": "ldp_vc",

"path": "$.verifiableCredential[1]"

},

{

"id": "citizenship_input_1",

"format": "ldp_vc",

"path": "$.verifiableCredential[2]"

}

]

}

}
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C-2) Presentation Exchange ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

Â ― Ⱨ‮

¸ᾝⱲ ▫ ― Ⱨ‮ Ṝ∏ ∕ ― Ⱨ‮ ᴥGitHub Issue ︡
*1)

¸ Issue Holder Verifier Ẑ ꜛ ᴂ ›Verifier Pᴗresentation Exchange “ם

Holder ᴦ ῐ ﬞ ὼ*1)

Â₈ῇ ︡

¸ Presentation Exchange ᶤ ⁵ⱨ ▫ Verifiable Presentation Request Specification ▫ W3C 

CCG ῝ᵫ › Ặ ᾁ *2)

¸ GitHub Issue Presentation Exchange OpenID Connect Ⱳ

ḩ ל *3) *4)

*1) Security Considerations, https://github.com/decentralized-identity/presentation-exchange/issues/204

*2) IIW30 CHAPI and DID Comm 101, https://docs.google.com/presentation/d/1qPbwx9IXwPlgsZgS2XPXeGgstxrixnC8n0E2I4cxVc8/edit

*3) What does PE look like within OpenID Connect? #101, https://github.com/decentralized-identity/presentation-exchange/issues/101

*4) Examples that show support for regular OIDC flow, https://github.com/decentralized-identity/presentation-exchange/issues/92
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D) Aries RFC

3-2-3. ᶆ ᴟ ᾁ ▫

ÂHyperledger Linux Foundation  

ÂHyperledger Aries message exchange Ṱ

Ặ

¸ Aries   ṐHyperledger aries-rfcs GitHub ᴟ

¸ Aries RFC concepts ( ὂ) features ( ▫) 2 Ṱ

¸ Hyper Ledger Indy indy-hipe ᾦ aries-rfc ∕

) Hyperledger Aries

https://github.com/hyperledger/aries -rfcs#

Hyperledger Hyperledger Aries ӡ
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D-1) Aries RFC 0023: DID Exchange Protocol 1.0

3-2-3. ᶆ ᴟ ᾁ ▫

Â ▫ Agentḧ DID ῖḊ ṛ

Âӟᴞ ͎ ṛ

¸ Requester

invitation ῇ Public DID Ӛ ► ᵫ◐ Ⱨּי

¸ Responder

invitation יּ Ӛ DID יּ“ DIDComm ᵒ Agent

Â ᵵ ӟᴞ

1. Responder out-of-band protocol invitation Responder Public DID ḯ ►

Requester ꜛ ằ

2. Requester ︡ ᾕDID DID Document Responder

3. Responder DID Document ḯ ► DID DID Document

Requester

4. Requester Responder

) Aries RFC 0023, Aries RFC 0434

https://github.com/hyperledger/aries -rfcs/blob/master/features/0023 -did-exchange/README.md

https://github.com/hyperledger/aries -rfcs/blob/master/features/0434 -outofband/README.md
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D-2) Aries RFC 0036: Issue Credential Protocol 1.0

3-2-3. ᶆ ᴟ ᾁ ▫

ÂIssue Credential Protocol “ ► Ἱ꜠ᴟ

Ἱ꜠ Ӣ ᴂ Ἱ꜠ ԁJWT JSON-LD

ZKP › Ἱ꜠ ► ›GitHub Issue

Ṟ

Â ͎ ӌ

) Aries RFC 0036

https://github.com/hyperledger/aries -rfcs/blob/master/features/0036 -issue-credential/README.md

1. Holder Issuer

ᵫ◐ ∑

Holder Issuer Ẑ

◙

2. Issuer Holder ằ

ᴣᶊ ḩ ὀ

3. Holder Issuer

Ẑ

4. Credential Request

ḯ

1 43
2
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D-3) Aries RFC 0037: Present Proof Protocol

3-2-3. ᶆ ᴟ ᾁ ▫

ÂPresent Proof Protocol Proof ꜘ ► Ἱ꜠ᴟ ᾁ ᴦ

ꜘ ꜘ Ӣ

1.0 ᵬ ꜘ Hyperledger Indy

Â Verifier Prover ͎ ӌ

) Aries RFC 0037

https://github.com/hyperledger/aries -rfcs/blob/master/features/0037 -present-proof/README.md

1. Prover Verifier Proof 

Presentation ᵫ◐

Prover Presentation

► ›Presentation 

Request

2. Issuer

Ẑ

3. Verifier Prover

Presentation ḯ Presentation 

Request

1

3

2
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D) Aries RFC ᴿ ︡

3-2-3. ᶆ ᴟ ᾁ ▫

ÂAries DIF Ặ DID Communication ︠℗ Aries  

╩ἷID ▫ ├ ╥ᴥ*1)

ÂAries ꜛ Aries interoperability profile Conformance Test ⱱ

Aries ם ꜘ ῀֫

Aries ῀֫ VC Aries Ặ ᵔּת ᵔּת ṁ

Ṱ › Ӫ

W3C CCG W3C ▫ ḩ VC-HTTP-API TestSuite DID core Test Suite

︡ Aries interoperability profile ꜛ ZKP

W3C ︡ ḁ
*2)

*1) Drilling down: Co-development, https://medium.com/decentralized -identity/drilling -down-co-development-in-the-open-765a86ab153f 

*2) Setting Interoperability Targets, https://blog.identity.foundation/setting -interoperability -targets/
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ˢ ˣ

3-2-4.   ᵵ

Â1 ᵒ Open Identity Exchange(OIX) Ṫ Ṅ ᴆeIDAS

ֽ⁯ Verify PCTF Aadhaar ễἩ ṛ ộΰ AML

ṛ Ṱ ∑ ḩ ᵔ ᶨ ᴦ SSI

Â ― ₰   ṛ ‮

“ ⱲSSI ― Ⱨ‮ “

ˣ

  ‮

1. ᾖ

2. UX

3. ᶤ Ṱ

4. ԁ Ṝ ḗ₰

“Ӯ

5. 

ID ⌠ ̍Ḛ

ᶍ ꜘ

Ӫ

̍

  ‮

6. 

̍ (API)

RP ID

̍

7. 

ᶊ

  ‮

8. Ṫ

Ὧ
╥ᴥּי

Ṝ ꜘ

ẉ

9. ῀֫ ῀֫

ᵰ ῀֫

10.   Ḛ

ế

֫

OIX ṛ  
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  ᵵ

1. ᾖ Å ― ӡ Ṱ

ˢ1. 2. 3. ˣ

Å1. ḩ4 ᾖ ˢ4Csx Ṱ

ˢConvenience, Choice, Control, Confidencex

2. UX ÅUser,RP,EvidenceIssuer ᾋ ֫ ꜡ᴦ

Ṱ ˢ ˣ

Å ᶧ ⌠ Ӕ ꜘⱲ ḧ ››Ӫ ԁ

ꜘ ḧInteroperability ꜘ ᴦ

ˢ ʿ ῎ ⱨⱧ Ὠↄ ˣ

3. ᶤ Ṱ

4. ԁ Ṝ ḗ₰ Å ḁ ᶎ Ӯ ӟᴞ ḩ ḗ₰Ṝ ⱱ

ü   ⌡Evidence ꜘ ᴣˢ ˣ

“

“Ӯ Å ID ῼὢID ₴Ṭ ῐ

╥ᴥ ᴂ Ḛ

ᴡ ⱱ

ü Ὲ “Ӯ ᾁ Ⱨּי ⁮ “Ӯ ♁ᶨ

“ Ṑḩ ● ῼὢ Ặ ֲố ộ ᴟ ID ₵ ẛ ︡

Ṟ ₰ ꜘ

  ᵵ

3-2-4.   ᵵ

ʿOIX Governance framework NRI⌠
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  ᵵ

5. Åꜛ IdP IdP ᵫᴦ ԁ ḁ

™ Ⱳ Recognitionם☼ ᴦ

ID ⌠ ̍Ḛ Å Identity Ḛ Account Recovery   Ⱳ RP

ᴂ ᴦ

ᶍ ꜘ ÅEvidence ⱱ RP Ẑ יּ Ӫ꜡ ►

Ӫ Å יּ Ӫ ᾕ ὀ ᴦ Ặ א ᾂ ⌡ ᾂ יּ

̍ Å IdP  ᴦ ∑Identity Proofing

Å Ḿ ᴟ ∑RP ẛ ᴦ

6. ÅRP Trustmark ᴦ

̍ (API) Å IdP/Verifier Ṱ Ṱ ᶎ

RP ID Å Identity Assurance Model Ṱ RP ˢיּ Ӫ꜡ ↄ ˣ

Å ᵲⱲ Ԅ Ⱳ ᴿ ∆

ḩ

ÅTrust scheme Broker ₯ ᴟ ẵ ⱱ ᴦ

̍ ÅRP Ὃ Ӳⱱ IdP ӱ ꜛ ᾝם

ἂ ᴂ ᴦ

Å ₯ ᴟ

  ᵵ

3-2-4.   ᵵ

ʿOIX Governance framework NRI⌠
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  ᵵ

7. Å ID Proofing Ṫ Validation, Verification, Identity Risk Assessment Ṱ

Identity AssuranceAssessment Proofing Scoreᶤ ᾠẉ

Å ḧ ῀֫ Proofing Score ԁ ˗ ᾝם

ᴦ

Å Identity AssuranceProcess Ṱ ᶎ

―

Å ḧ ῀֫ ԁ ˗ ᾝם

ᴦ

Å ˗evidence̠ ᶊ RP ꜘ Ӯ Digital Identity maintain

“

ÅὋ ᶎ Esvidence ῟ ᾁ [validation] ™ᾁ [reverified]ˣ

―

ᶊ Å ᶊ Eligibility Evidence Validation Verification “

  ᵵ

3-2-4.   ᵵ

ʿOIX Governance framework NRI⌠
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  ᵵ

8. Ṫ

Ὧ

Å Ⱨּי Ṱ ︢

ˢẈ♁ ֫ Ḛ ḩ ṛ

“ ˣ

╥ᴥּי Å╥ᴥ Ⱨּי Ḛ ם Ṝ

Ṝ ꜘ ÅEvidence ꜘ evidence proof Ṝ

Ṱ ᵠ Ӛ‹Ṫ ―

Å ꜡ ᴂ “ ―

ẉ Å Identity Evidence eligibility information ԁḤ RP ꜘ

˗ Ṱ

ˢ EvidenceIssuer ˣ

ÅOIDF̠ W3C Ṱ ―

ÅEvidenceType

ᴦ Ӯ ם

  ᵵ

3-2-4.   ᵵ

ʿOIX Governance framework NRI⌠
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  ᵵ

9. ῀֫ ῀֫ ḧ ῀֫ Ấ

Ӕ Ⱨּי ᾤ scheme Ấ

ӟᴞ

üApplication of Principles

üTrustmark Rules

üTrust Rules and model, but perhaps leave the setting of acceptable scores within the 

model for particular use cases to the trust scheme.

üTechnical Rules such as used of common levels of Security and common Schemas

ᵰ ῀֫ ᵰ ῀֫ ᾝ︣ם ᴞṜ3 ᾠẉ

͍ˣ ῀›Ӫ ῀ ꜡

͎ˣ ̞ › ῀Ḋ ᴣ

῀

͏ˣIdP evidence verifier Ⱨּי Ấ

̞ ᶆ Ặ ›Ӫ

ḧ ῀֫ ᾝם ῟ ︣

ˣ

῀֫ ― ὓ ם ӟᴞ

üApplication of Framework Principles

üTrustmark Rules

üTrust Rules

üRecord Keeping

üFraud Controls

üResponse Schema

üSecurity Standards

  ᵵ

3-2-4.   ᵵ

ʿOIX Governance framework NRI⌠
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  ᵵ

10. 

  Ḛ

Å 5יּ Ṱ

͍ˣIndependent Governing Entity

͎ˣConsortium of Participating Entities

͏ˣSingle Participant Governing Entity

͐ˣNon-Governing Standards or 

Certification Organization

͑ˣMutual Agreement Among All

ˢⱧ ˣ

͍ˣDIACC

͎ˣCA/Browser Forum

͏ˣ ԁID Provider, GOV.UKVerify

͐ˣKantara Initiative, tScheme

͑ˣ- (ᾤ Ḛ ︠ ∕ )

ế

Å ︢ Ӯ ế ᴞṜ3

͍ˣ ḧ ʿἸ ế

͎ˣ ʿ ṛ ế

͏ˣḂ ʿ ˢ︠ ᾖ Ấ Ὧ Ἰ “יִ ˣ

Å ╥ᴥ

ˢ Ṱ Ṱ ᴮ ˣ

Å ︣ ӟᴞ ˢᶆ ♠ ˣ

üSelf-Assessment

üVerified Self-Assessment

üApproved

üCertified

Å֫ ˢTFx ᵫ Ӳⱱ ⱱ ᴿ Ⱳ TF Provider

Å Ṑ ӟᴞ

üGovernance and Policy Development

üPolicy Enforcement

üParticipating Entity Management

üNetwork Evolvement

üTrust Framework Operations

  ᵵ

3-2-4.   ᵵ

ʿOIX Governance framework NRI⌠
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SSI

3-2-4.   ᵵ

ÂOpen Identity Exchange (OIX) Ḛ  

ᾝם ᶤ Ṱ

Â SSI ᾠẉ ᶤ Ṱ ―

Ӱ ἇ ӟᴞ ᶤ

CP R︡P ᶤ

RP ︡ ᵫCP ᶤ

Â Ṝ2 ᶤ   Ὧ ᾝם

֫ם ― ḗ₰ ᴂ ḚLiability ⁬

ᴿ ∕ ⇔3-4.

ˣ OIX Quarterly Workshop - 15th Dec 2020 Ɫ NRI ⌠

RP RPCPCP

VClaims

VTrusted Evidence

VLevelof Assurance

VTrusted Eligibilities

ᵫ

ᶤ

Trusted Decision Engine

ˢ ˣ

Trusted

Claims

Trust

Presentation
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3-3. SSI/DID “Ⱨ /PoCⱧ



204

3-3. SSI/DID “Ⱨ /PoCⱧ ☿

3 ꜛᾪ︠ᾂἷ (SSI)/ ╩ἷ (DID)

Â ᾝ∕⁯ ᵰ Ỳ Ṑḩ ḩ SSI/DID ˑ ם ᾓם

Â Ỳ Ṑḩ SSI/DID ḩ ⱱ ὂ ︠ ᾽ẁ ︣ ῟ ᴟAML ├ Ḣ

︡

Â ᾝ∕ ︡ ם ם ︡

Verified.Me

¸ Verified.Me ἷ ⱲIdP Ỳ Ṑḩ Ṑḩ ԁ ᵓּז

╥ᵊ ԁ ᾢSSI ᾝם

¸ Ấ Ḣ DIACC ├ PCTF Ấ ᾠ

Â ₈ῇ ם ᴟ ΰ EU ︡ ԁ ᾁ

Alastria_ID Santanderּז Dalion ấ

¸ Alastria EU GDPR eIDAS Ấ EU ᾗ ṛ Ấ ӡ

¸ Alastriaꜛ Alastria ID Ṫ ᵫ ằ ∑ם Dalion ᾤ

ᾁ ᶆ ╥ᵊ ᵦ

  ᾝⱲ ₈ῇ ᴿ ―
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Ỳ Ṑḩ ḩ ︠ ︡ Ⱨ

3-3. SSI/DID “Ⱨ /PoCⱧ

⁯ Ỳ Ṑḩ Ỳ Ṑḩ ᶤ ᵵ

︠ 7“ “
SecureKey

Technologies
Ỵ“ IdP ╥ᴥ

︠ 7Ỵ“  Verified.Me

2019 5Ὦ ằ

︠ 7Ỵ“ ᶎ ὀ

Banco 

Santander

ᾑ

₅ “

₅

CaxiaBank

MAPFRE( ᾑ)

Repsol(

) Alastria (

ְ

)

ID ᶤ

ᴮ Ỵ“

IdP ╥ᴥ

ӗ ‰ ID ᾤ

⇔ ꜛ Ὲ ῐ

ằ

ᾝ∕ ם ᾓם ᵬ 2021 5Ὦ

Veridas

ˢBBVA das-

Nano › ᵓ

ˣזּ

Ỳ
BBVA/Bankia/

Renta 4 Banko
‰ Ṑ

ˢḺ ◙ ˣ

ằ

ῐ

Ỵ“ῢ℅ ᵫ ︡ԏⱲ Ṑ

BBVA ḯ ᶆỲ Ṑḩ ằ

“
ˢ ˣ

“ ︣ ᴟ Ḻ꜡ Ṫ ⁯ẽ Ḛ ӗ

‰ ᶎ Ṑ ằ

Deutsche

Bank

“ Ỵ“
Deutsche Bahn,

Daimler,Lufthan

sa

ID ᶤ

ᴮ Ỵ“

IdP ╥ᴥ

ḼỘ Ɫ ⌠ Verimi ID

ID ԁ ᶤ Ỵ“ “

ID

ằ

ֽ⁯ Barclays

“ ˢ⁯

Ỳ ︡

ˣ

GOV.UK

ὀ

GOV.UK ԁḕIdP

ID ὀ

ᶎ ḛ

Âᾝ∕ ᵤᵰ SSI/DID ḩ ˑ ︡ ם ∑ם

ᾝ

ÂSSI/DID ḩ Ỳ Ṑḩ ḩ ︠ ︡ ӟᴞ Ⱨ

ʿᶆּז NRI⌠
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Ỳ Ṑḩ ḩ ︠ ︡ Ⱨ

3-3. SSI/DID “Ⱨ /PoCⱧ

⁯ Ỳ Ṑḩ Ỳ Ṑḩ ᶤ ᵵ

Master

Card

ˢ ˣ

ᵓּז

᾽ẁ IDḚ

Optus

ˢ ᵓּזˣ

ID

ằ

Optus MyOptus 600 ᾽ẁ

MasterCard ID †  

ᴥ † ► ӗ ID

ằ

ᶘ ♯ᾓ

ᶎ

זּ῝

ᶘ

זּ῝ ID ᶘ

♯ᾓ ᶘ ᶎ ☼ם

“ ID

ὀ

Ặ

⁯

⁯ ᶨ ►

ID ḩ ằ Ω

Ỵ“ῢ℅ ᵫ e-

KYCṐ ὀ

JCB
ᶎ

 ︣
●

Ὠↄ Ṑ Ⱨ

Ộּיḧ ⱢỲ ▄

ְ֫ ᾋ

ằ

ID ὀ ᶨ ᴦ Ặ ᵫ

ᾁ ᶨ ᾁ

2019 10Ὦ ᵫ◐

JCB ⱧỘּיḧ

ὀ
●

JCB Ỵ“

╥ᴥּי ᶆ

זּ ᵫꜘ

Ⱳ

╥ᴥּי ᵫꜘ

2020 4Ὦ 2021 1Ὦ ⱧỘּי ⱱ Ḛ

ΰ Ḣ ID ῀֫ ḩ ם ᾓם

☼ם

JCB

Ἴ Ṱ ᶘ

Ӡ

JapanDigital

Design

BlockBase

ằ Ὠↄ

ὀ

Ἴ Ṱ ᶘ ᶘ ∕ᶘ Ộᾋ₅

“ ⱳ ṁ

ם ᾓם ὀ2020 10Ὦ ᵫ◐

ʿᶆּז NRI⌠
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Ỳ Ṑḩ ḩ ︠ ︡ Ⱨ

3-3. SSI/DID “Ⱨ /PoCⱧ

Â Ṝ ︠ ︡ Ⱨ ⁯ ᵰ יּ꜡ Ỳ SSI/DID Ⱨ

ꜘ ӟᴞ2Ⱨ

⁯ Ỳ Ṑḩ
Ỳ Ṑḩ

ᶤ
ᵵ

︠

7“

“ SecureKey

Technologies

Ỵ“ IdP

╥ᴥ

︠ 7Ỵ“  

Verified.Me 2019 5Ὦ

ằ

︠ 7Ỵ“ ᶎ

ὀ

Ṍ ằ

Ỳ SSI/DID

Ⱨ

꜡

Banco 

Santander

ᾑ

₅

“

₅

CaxiaBank

MAPFRE

( ᾑ)

Repsol

( )

Alastria

( ְ

)

ID

ᶤ ᴮ

Ỵ“ IdP

╥ᴥ

ӗ ‰ ID

ᾤ ⇔ ꜛ

Ὲ

ῐ

ằ

ᾝ∕ ם ᾓם ᵬ 2021

5Ὦ

EU SSI/DID ︡

︡ ӡ
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Canada: Verified.Me

3-3. SSI/DID “Ⱨ /PoCⱧ

Â SecureKeyTechnologiesּז ︠ Ỳ Ṑḩ7ּז(BMO, CIBC, Desjardins, National 

Bank of Canada, RBC, Scotiabank and TD) ẶVerified.Me 2019 5Ὦ

ằ

¸ Verified.Me Ặ

ˢỲ Ṑḩ ὀ ⱧỘּי Ṑḩ ˣ

Ặ ḛ ᴟ ᾝם

ӡ

¸ ְ֫ Ẩᴦἷ ╩ἷ ἇLinux Foundation 

Hyperledger Fabric IBM Blockchain Platform ►  

῀֫ ᴦ W3C ╩ἷ (W3C DIDs and Verifiable 

Credentials) Ấ

¸ יּ ˢApp Store Google Play ˣ

ˣDIACC ῝ᵫ SecureKey ᵒⱢ ṁ ⌠

https://diacc.ca/wp -content/uploads/2020/05/DIACC -Identity -Networks-Paper-Self-

Assessment_SecureKey-VerifiedMe.pdf

ὀ

ằ ◦

ˢԁ ˣ

CP

ằ Ӫ

ԁ יּ

Verified.Me ᵵ

RP
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Canada: Verified.Me

3-3. SSI/DID “Ⱨ /PoCⱧ

¸ ̍ (IdPsx

Å ḩ ⱱVerified.Me ╥ᴥ ᶊ IdP Ỳ Ṑḩ

Ṑḩ ṓ ᶊ ᵺ

¸ (RP)

ÅVerified.Me ╥ᴥ ᶊ Verified.Me ằ ẐVerified.Me

︠ ằ ∑ ᶊ כ◦

¸Ỳ Ṑḩ ̍ ˢỲ Ṑḩ ˣ

Å ︠ Ỳ Ṑḩ7 ּז Verified.Me Ṇ

╩ ְ֫ ԁⱳIdP Ṑ

¸Verified.Me

Å Verified.Me ˢ Web ˣ ᵒ

Ặ Ӫ ằ

Verified.Me ▫

ÂVerified.Me ṁ ▫ ӟᴞ

ˣDIACC ῝ᵫ SecureKey ᵒⱢ ṁ ⌠

https://diacc.ca/wp -content/uploads/2020/05/DIACC -Identity -Networks-Paper-Self-

Assessment_SecureKey-VerifiedMe.pdf
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Canada: Verified.Me

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂVerified.Me ᵓּז(Sun Life Financial)Ἰ Ⱳ Ỵ“(RBC) ᶎ

ὀ ∑ ӟᴞ ὀ

Å ᵓּז

Verified.Me

Å Verified.Me

ˢ ›

RBCx

Å RBC

ᶎ

Å ὀ “ם Å RBC

ὀ ῞

Å ᵓּז

ὀ ḁ

ˣhttps://www.iphoneincanada.ca/news/verifiedme -launch-canada/

Verified.Me
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Canada: Verified.Me

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂVerified.Me ︠ ӟᴞ ấ

ὂ

Å ῢ℅ᵫ Ⱳ ᶎ ☼ם KYC   ῢ℅ Ὣ

Ⱨ Ỵ“ ᶎ ‰ Ỵ“KYC

︣ ᶨ Ỵ“

SSI/DID

Å SSI ṁ ԁSSI   ᾗ ︡ SecureKeyּז

Triple Blind ᾦ ╥ᵊ3ּיˢIdentity & Data Provider, ServiceProvider, 

Network Operatorˣ ὀ ꜘ ὓ

ԁ SSI Identity ► ᾢ

ếᾧ ὓ

Å︠ ˢיּ ˣ Ṑḩ ᾢ Nationwide ID

◙
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╥―

3-3. SSI/DID “Ⱨ /PoCⱧ

Â ḧḼỘ   DIACCs Digital ID & Authentication Council of Canadaˣ

ᵫ ︡

ÂDIACC ὂ ∞ Ⱳ Ỳ ᾋ

Ὠↄ 2011 12Ὦ ├ ⁮

ˣhttps://www.canada.ca/content/dam/fin/migration/n12/data/12 -030_1-0_eng.pdf

Ὠↄ ự ᴟ יּ “

ᵓὓ ằ ∑

︣ ♩ ᴟ ▀Ộᵦ

ᶎם Ẹ ὧ ᶗ ☼ם

ӟᴞ “ ᴟ

Å Ṑḩ יּ׃ ◓ Ẑ ◓

◦ ˢEIPx

Å ḧḼỘ Ẹ  

Å ự Ὠↄ ◦ ῐ

DsIAˣ  

ü Ṝ ᾠ 3 ᾠ ᾁ Ḃ ְ

DIACC 2012
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╥― DIACCs Digital ID & Authentication Council of Canada ˣ

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂDIACC ╥ᴥ ︠ ︡ ӟᴞ

Â∞ ᾠ ὂ ḼỘ Ỳ Ṑḩ

DIACC ︠ ╥ᴥ

DIACC

DIACC

TFEC IEC OEC

TFECʿ Trust Framework Expert Committee

IECʿ Innovation Expert Committee

OECʿ Outreach Expert Committee

DIACC Ḃ ︡

Ặ

ḼPəoCם☼

῀֫

⁯ ︠ Ỵ“ ╥ᴥ

╥ᴥ

ˣDIACC HP ᾕ NRI⌠
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╥― PCTF(Pan-Canadian Trust Framework) SSI/DID ᴂ

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂDIACC Ḃ ӗ ᶨ PCTF ᵫ

2020 11Ὦ PCTF 1.0 alpha

ÂPCTF Ḛ Ṍ ӱ“ ∑ Ẑ ṁ ᾖ ṁ ├

Ṑḩ ⱧỘּי ╥ ├

Â ế Ấ Ӫ ⁯

Â 2021 2Ὦ ╩ἷ PCTF Ấ ῝

ˣhttps://diacc.ca/wp -content/uploads/2021/02/Decentralized -Identity -and-

DIACC-PCTF-Authentication.pdf

ˣhttps://diacc.ca/wp -content/uploads/2020/09/PCTF-Model -Final-

Recommendation_V1.0.pdf

PCTF   DID ḩ
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╥― PCTF Ấ ệ

3-3. SSI/DID “Ⱨ /PoCⱧ

ˣhttps://diacc.ca/wp -content/uploads/2020/05/DIACC -Identity -Networks-

Paper-Self-Assessment_SecureKey-VerifiedMe.pdf

Â ằ ⱧỘּיPCTF Ấ ệ Ὣᴮ ῝

יּ ӗ ḩ ᴮ

Â Verified.Me SecureKeyּז ӟᴞ Ὣᴮ ῝
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Spain: Alastria_ID/Dalion

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂAlastria_ID SSI

Dalion Ỳ ⱧỘּי Alastria_ID ṁ ᴟ

ÂDalion╥ᴥḼỘ

¸ Alastria Ỵ“ ᾑᵓּז ⱧỘּיITᵫ ⱧỘּי

Â ᵵḢ

¸ 2019 ᵫ◐ 2020 PoC ☼ם 2021 5Ὦ ằᵫ◐

¸ Alastria Ethereum-Quorum ⌠ˢᵫ Ⱳ ˣ

Â יּ

¸ᾤ ꜛ Ḛ ᴦ

¸ ṛ Ⱳ

︣ḧ⌡ᾚ KsYC ᾁ ḯ ˣ

¸ ├

Â╥ᴥḼỘ

¸ יּ ︣ ῟ ᴟ

¸ӂӪ יּ ₴ ├

¸╥ᴥḼỘḧ ṛ ᵫ

ΰ

ˣ Ỵ“ Dalion

https://www.santander.com/en/press -room/press-releases/2020/11/ten-spanish-

companies-join-forces-to-promote -digital -identity -using-blockchain-technology

Ỵ“ ᾑ

ὴ︡ԏ ְ֫ IT

Dalion ╥ᴥḼỘ

ˢSantanderּז ˣ

https://www.santander.com/en/press-room/press-releases/2020/11/ten-spanish-companies-join-forces-to-promote-digital-identity-using-blockchain-technology
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Spain: Alastria_ID/Dalion

Â ḩ ︡ ӟᴞ

ÂDNI (Documento National de Identidad) 3.0 *1)

¸ ˢ⁯ᴪὕ╔ ộˣ “ DNIe 2015 ₇ ӱ“

¸ IC ἷ ἷˢNFCx ᴦ

Åᶊ ʿ♃ Ḻּא ◙ ◓ DNI

¸ ꜘ ◓ ► ᴦ

ÂAlastria_ID

¸ 2017 ְ Alastira 2018 ᵫ◐SSI *2) 

ÅAlastria 550ự ︠ ˢԁ ˣ Ỳ Ộḯ ḼỘ ῝ẶṐḩ ᶘ

¸ Alastira ְ֫ ꜛᾪ︠ᾂἷ ṁ*3)

¸ᴆ ί ῟ ⱱ ꜛᾪ︠ᾂἷ ᵫ ằ*3)

Å ᴟ UsNEx ꜘ ᴆ ṓ ᴟӦԌᵓ

-Sovereign Identity Initiativeˣ ꜘ€ *4)

ÂDalion *4)

¸ Alastria_ID 2019 ᵫ◐ 2020 PoC ☼ם 2021 5Ὦ ằᵫ◐

¸ Ỵ“ ḯ Ỵ“Ộ ᾑỘ ὴ◕ ╥ᵊ ꜛⱵ ᶘ ╥ᴥ

¸ᾁ ↄ Ỵ“ ᾁ Ὣᴮ ᴦ ᾁ ︣ḧ⌡ᾚ

ᵊ ʿhttps://www.dnielectronico.es/PDFs/uso_nfc.pdf

3-3. SSI/DID “Ⱨ /PoCⱧ

DNI 3.0

*1) ⁯ᴪὕ╔ ộhttps://www.dnielectronico.es

*2) Alastria https://alastria.io/

*3) Alastria_IDGitHub https://github.com/alastria/alastria -identity/wiki

*4) Ỵ“ Dalion https://www.santander.com/en/press -room/press-

releases/2020/11/ten-spanish-companies-join-forces-to-promote -digital -identity -using-blockchain-technology

https://www.dnielectronico.es/
https://alastria.io/
https://github.com/alastria/alastria-identity/wiki
https://www.santander.com/en/press-room/press-releases/2020/11/ten-spanish-companies-join-forces-to-promote-digital-identity-using-blockchain-technology
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Spain: Alastria_ID/Dalion

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂAlastira_ID Alastira ӦԌᵓ

¸ Alastria╥ᴥ ְ֫ SSI

¸ᴆ ί ῟ ⱱ ꜛᾪ︠ᾂἷ ᵫ ằ

Âӟᴞ ᴆ ί ṁ Ấ

¸ ꜛᾪ︠ᾂἷ ᴆ ӦԌᵓSSI eIDAS

¸ EUBOFs EU Blockchain Observatory and Forumx e-Identity

¸ GDPR ᴂ EUBOF ᴆ ṳᵓ GDPR

¸ eIDASṛ

ˣ

Alastria

https://portal.r2docuo.com/alastria/document?L3110FC15F

Alastria_ID GitHub https://github.com/alastria/alastria -identity/wiki

Alastria

├

ᴆ ᶆ

ӦԌᵓ

Ẹ Ấ

ᴟ

Ẹ

Dalion ḯ

ˣ Alastria

https://portal.r2docuo.com/alastria/document?L097EBB43D

Alastria

ẵ

Alastria

Ẹ

Alastria_ID ᶤ Alastria_ID
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Spain: Alastria_ID/Dalion

3-3. SSI/DID “Ⱨ /PoCⱧ

ÂAlastira_ID ԁ SSI/DID ˢIssuersxיּ“ יּ Usserx

ˢService Providerxיּ ᶤ ḩ ⌠Alastria

₅ Ṝ ᾁ

ˣhttps://alastria -es.medium.com/la-identidad-digital -de-alastria-presenta-su-primer-mvp-696750d687ac

︡ ꜘ

יּ

Alastria“ּי ằּי

ˢ ˣיּ

“/ ῟ᴟṜ

₅

/⌡ Ṝ ₅

/⌡ Ṝ

₅

/⌡ Ṝ ₅

Alastria_ID ᵵḢ
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3-4. SSI/DID ᾝם ΰ ᴿ



221

3-4. SSI/DID ᾝם ΰ ᴿ ☿

3 ꜛᾪ︠ᾂἷ (SSI)/ ╩ἷ (DID)

Â SSI ᾝם ΰ ᴿ ӟᴞ

¸ ︠ IdP Ӣ ᴞ ꜛᾪ Ὲᾂ ᶍ ᾝᴦם ấ

ḧ ὀ ︡ Ộᵦ

Ṅ ṍ

¸ ᾝם ᴿ ᾮ Ṫ / ֫ ṛᴿ ⁬

ṛ︡ ΰ ― › ┤ ấ

ᵵ

ꜛᾪ Ὲᾂ

ᶍ

ÅIdP ᵕ

ÅIdP “ῇ ᵠ ᵕ

ÅṌ IdP Ω ᴟ

Å ὀ ᶎ ӪḚ

├ᾝם ᶨ ꜛ Ӫ◘ ⱱ

⌡ “ ᾂ “►

├ᾝם ᶨ

Å ꜘ

ᴦ ˢNeed to know ᾖ ︢ᴦ ˣ

ΰ ˗

Ộᵦ

Å︡ ↄ

ᵫˢ ΰ ˣ

Å ὀ ᴦ

Ộᵦ

ᵵ

Ṫ

ÅSSI/DID   ᶆ ם

Å ▫ ῀֫ ―

Å ṛ├ ם ᶎ

/

Å ├ ӛּי ḩ

Å ῐ

Å ├

֫

Åṛ ộ ῐ● ῝ Ṫ ᵔ

Å ᴟ

Å ᵫ

Å ᶎᴟ

Åᾝ“IT/ ᴂ

Åᾤ / ᾁ

SSI SSI ᾝם ΰ ᴿ
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ÂSSI ᴞṜ‮ ṍ ˢᴞ2 ᾠẉ ᴟᴥ ᴿ ˣ

Âᶆ ᶍ SSI/DID 4 ᴦὧ

SSI

3-4-1. SSI/DIDʝ

SSI/DID ᴂ

ᵵ ╩

ᶨ

ꜘ

ꜘ ṍ

Ḛ

ꜛᾪ Ὲᾂ

ᶍ

ÅӂӪ ⱱ IdP

Åӟᴞ ᾝם IdP Ӣ ˗ Ӫ   ˢᵠ ˣ

ⱱ ᴦ

V ꜛ ︡

V ᾁ ˢ ᾁ ˣ

ᵠ Ἱ ⱱᴦ ╩ ṍ Ḛ

ÅṌ IdP Ω ᴟ Rsecognition ᾢ ˣ

Å ὀ ᶎ ӪḚ ᾝ├ʝם

ꜛ Ӫ◘ ⱱ ⌡ “ ᾂ “►

├ᾝם ᶨ

Å ꜘ ᴦ ˢNeed to know ᾖ

︢ᴦ ˣ

ΰ ˗

Ộᵦ

Åԁ ︡ ᵫ ᴦ

ˢ᾽ẁ ΰ Ṅ ˣ

Å ὀ ᴦ

Ộᵦ Ṅ

SSI
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“Ⱨ SSI

3-4-1. SSI/DIDʝ

ÂSSI ḩ3-3. ︡ Verified.Me ᴂ ệ ӟᴞ ―

SSI/DID ᴂ

╩

ᶨ

ꜘ

ꜘ ṍ

Ḛ

ꜛᾪ Ὲᾂ

ᶍ

ΰ ˗

Ộᵦ

“Ⱨ ᾝם

“Ⱨ ˢCanada Verified.Meˣ ᾝם

̞῝ᵫ NRI―╔

Å ᶊ

ᴞ CP Ḛ ᵰ

Å ╩ ᶨ ꜘ ꜘ ᴦ

ם

Å ṍ Ḛ ☼ם ḯ ⇔

Ⱨ Ἴ Ṱ ᶘJCB ︡

ֶ ᾁ ᴦ ằṁ ԁ

ӡ

Å ṌIdP Ω ᴟˢ

ᾢ ˣ Ṑ ם

Å ╩ ᶨ ꜘ ꜘ ᴦ

ם Ӫ ṁ ᾝם

Å ꜘ├ RP IdP ︡

ᾝם Ṑ ם

Å ︡ ᶊ

RP ᵫᴦ ם

Å ╩ ᶨ ꜘ CP ὀ ᴦ RP

ᶎ ⌡ᾚ
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ÂSSI/DID   Ṫ ᴿ

¸ DID   ᶆ ῀֫ Ḣ ᴿ

Ṫ ᴿ

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

Wallet

Layer

Claim PresentationLayer

Claim IssuanceLayer

Ḛ

/ /
ᶎ

Universal Resolver

Authority Model

DID cryptographic private key
ᶎ̞

Local Storage

WebApp

῀֫

Utility Layer

Transport/Communication

Layer

Discovery Layer

SSI ᴿ Ḣ Ṫ ᴿ
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ṛ
ᶊ
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ḧ

ḧ

῀
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ԁ

Ặ

̞

ḩ
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Â ᴟ ᾝם ꜠ Ӱ Ṍ ꜠ ᶨ ᵫ ᴿ ṛ ꜠ᾁ

ᴿ Ṫ ᴿ ├ᾁ

Âםᾝ ꜠ ᴞṜ › ᾢ ᶆ ᴟ ᶆ ᾝם ꜠

Ḋ ḩ ṳ “ ˢ 3-2 OIDF/DIF Ẹ ˣ

╥― ᾝם ꜠ Ṫ ᴿ ▫

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

DID/VC

OIDCSIOP

DNS/Domain

OIDC Discovery
WebFinger
.well-known

DID Resolution

REST
http(s)

OIDC

DNS/Domain

OIDC Discovery
WebFinger
.well-known

JWT
ˢJSON-LD,ZKP ᾝ ꜠ ᴂˣ

OIDC4IDA
Claims Aggregation

OIDCSIOP
REST

http(s)

VC Data Model
(VC / VP / ZKP) Ariesʿ Issue 

Credential 
Protocol 2.0

Aries : Present 
Proof 

Protocol 1.0

ם Ӣ ם Ӣ

Confidential 
Storage ם

Ӣ

Wallet

Layer

Claim PresentationLayer

Claim IssuanceLayer

Local Storage

WebApp

Utility Layer

Transport/

Communication Layer

Discovery Layer

OpenID Connect

ם Ӣ

NFC/BLE/QR/http(s)

DID Comm/
CHAPI

DIDs

Aries : 
DID Exchange 
Protocol 1.0

VC Data Model
(VC / VP / ZKP)

OpenID Connect
Presentation Exchange

VP Request Spec
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HolderCP
RP

/ / ᶎ

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

ÂSSI/DID 1. ῟ ˢﬞ῟ ˣ ᶎ 2. φ

ᾁ 3. Ⱳ Ấ ᶎ ᶎ

1. ╩ ﬞ῟ ᵫRP ╥ ᾝם ꜠ ―

ԁ CRL* ῟ṍᾢ ᴟ

Immutable ⱱ ꜠ ᾝם › ם ―

2. CP ☼ם RP ᾁ “ ᾝם ꜠ ―

3. ꜛ ⱲCP Ấ ẐⱧ‮ Ộ ›Ӫ Ṝ∏RP ᶎ

ᴦ ⱱ ▫ ᶨ ᾝם ꜠ ᾁ

ˣ decentralized-id.comⱢ ṁ ⌠ ṖOpenID Foundation ¬eKYC & Identity Assurance WGº

*) CRL: Certificate Revocation List (RFC5280)

2. CP ◓

ḁ ᾁ

3. CP Ấ

Ṝ∏

1.Validation

“ם

╩ Validationם☼ OIDC4IDA ᶎ
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3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

Â ᶎ ˢ ˣ Ṟ ᶎ

Ῑ ӟᴞ3 ︣

Â ằ ― #1. ᴞӡ  

▫ ᾝם OS Ẹ ᴦὧ

ˣᴀ Confidential Computing Ṫ ΰ ṪEE/Enclave ᶨ ˙

https://www.jnsa.org/seminar/pki -day/2021/data/0415okuda.pdf ṁ NRI⌠

# ︣ ᵵ ᴿ

1. ᴞӡ

 

OS/TEE ᶊ

► Ὣᴮ ᾁ ☼ם

ᴞӡ  

Å / Ӣ

Å ᶎ ₉

ÅHW/OS Ẹ ᴦὧ

2. Ṑḩיּ╣

ᴣ ᴣ

iOS App Store Android Google Play Store

Ṑḩיּ╣ ᶎ

Å Ṑḩיּ╣ ᾁ Ӣ

Å ︡ ᴦ

Å Ṑḩיּ╣ Ӫΰ

3. Ḡ ᾦ

ˢDeeplink ˣ Ḡ ᾦ

Å Ḡ

ˢⱧῇ › #2. ― ˣ

Hardware

Ḡ

OS

יּ╣

Ṑḩ

#3. #2.

TEE

[ ]

#1.

https://www.jnsa.org/seminar/pki-day/2021/data/0415okuda.pdf
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Universal Resolver

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

ÂSSI/DID Universal Resolver ᶎ ᴿ

¸ DNS DNSᴖ Ὠ Resolver “ ṳ Ṟ

Å ᴦ Ӳⱱ ―

Å ԁӪ Ὧ › ⱨ

ICANN ︡ Ⱳ Ḛ ֫ Ḛ Ὧ Ṟ

ˣhttps://medium.com/decentralized -identity/

a-universal-resolver-for-self-sovereign-identifiers-48e6b4a5cc3c

Sovrin

DID ˁ
Sovrin DID

did:sov

example.com

IP ˁ

example.com

93.184.216.34

ˣNRI⌠

ᴞӡDNS Rsesolverx UniversalResolver

DNS ᵔὨ Rsesolvex ᵵḢ Universal Resolver ᵵḢ

DNS Rsesolverx

13
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Authority Model

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

ÂAuthority Model SSI◘ Ssubjective consensus x Ṟ

¸Ṍ IdP Ⱳ Authority Model ∕

¸ SSI/DID ꜛᾪ︠ᾂ › ᾂᾢ ⱱ ῟ ―

#

ṍ ệᴞ

Subjects ︠ ˣ ꜛᾪ Issuer “

︡
Subject Ḛ

Curation market ˙ ╥ᴥּי Ẩᴦ

ם Ḛ ›

ÅCuration marketʿ
╥ᴥּי Ὠ

ÅDAOʿ ԁ

Ḛ ꜛᾪⱱ ᴦ ἷ 

ÅConsortiumʿ ḼỘ ᾤ

ˢꜛ ˣӟᵰ

DAO
ˢDecentralized Autonomous 
Organizationx ˢ ╩ꜛ ˣ

Consortiums Ặ ⱧỘ ˣ

ᾂ︠״ ԁ ԁ ᴟ

Ḛ

ԁ

ˢ ˣ

ˢ ʿ

ˣ ԁ

►

ˣ

ṍ ᵬ

identifier

“

ˢ ‰)

ԁ

Block

chain

ṍ
DAO ᾂ︠״

Subject

︠

Identifier 
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Ặ ᴟ ԁᴟ

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

Â ԁᴟ ὀⱲ ᾤ ╥

ꜛ ם ᵫ ῟ ớ ▫ Ặ ᴟ ԁᴟ

¸Ặ ᴟ ԁᴟ ∑ Ṫ ▫ ├ Ӥ Ộᵦ Ộ ᴂ ḩ

Ӥ ẽᵦ Ӫ꜡ ├ Ӥ ṳ

ÂOpenID Connect Ỳ API ԁ Ặ Ӭᴟ

¸ OpenID Connect ︡ ῲ JWTs JSON Web Tokenx RFC7519 ├

ᶆ ӌ ῀֫

¸ ◓ API ἰ ▫ ├ ⱧỘּי

Ӱ

ᵫ ῟ ˢᾤ ᵫ ˣ

▫ ԁ

▫ ᴟ

ˣNRI⌠

Identity

Provider A

Identity

Provider B

Identity

Provider C

Relying

Party a

Relying

Party b

Relying

Party c

Ỳ ⱧỘּי A

Ỳ ⱧỘּי B

Ỳ ⱧỘּי C

◓ Ộּי

ITⱧỘּי

API ḼỘ

ᾤ Ṱ ὀԁ Ṱ ὀ

ᾤ Ṱ

ᾤ Ṱ

ᾤ Ṱ

ᾤ Ṱ

ᾤ Ṱ

ᾤ Ṱ

ԁ

▫
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ḧ ḧ ῀֫ ―

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

Â ὀ Ӱ ḧ ῀֫ ˢExternal Interoperabilityˣ ẶSSI

ḧ ῀֫ ˢInternal Interoperabilityˣ ―

¸Ṍ ⱧỘּי SSI/DID ῀֫ ― ›SSI/DID ᴂ

ᴥ Ɫ

¸ SSI/DID DID DID DIDs DID   ῟ᴟ

Ӱ › ὀ ₉

ÂSSI ῀Ḋ ⱱ GatewayṐ ⱱ

Ḋ ― SSI ▫ ├ ᴂ

Ṑ ᵫ ֫ ὼ

ˣ OIX Quarterly Workshop - 15th Dec 2020 ṁ NRI⌠

OpenID Connect Based
Verifiable Credential Based

SSI

Transport / Comm

Wallet

Utility

DID Method A

Data Model

E
x
te

rn
a

l
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te

ro
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e
ra

b
ility

In
te

rn
a

l

In
te

ro
p

e
ra

b
ility

›֫ ― Ⱨ

ID Provider

Issuer / 

Wallets

OIDC

ID Assurance

2WAY SWITCH

Recordof 

Transformation

Transform
(OIDC VC )

Repackage

Transform
(VC OIDC )

Repackage
VCTransport / Comm

Wallet

Utility

DID Method B

Data Model

[ ]
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DID ṛᶊ ›

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

ÂṌ Ṫ ︡ ᴟ Ӯ ☼├ ῀֫ ▫

ἇ ם ᴻ ṛᶊ › ằ ―

¸ ṛᶊ › ᶎ Ⱨ

Å1 ᵒ FIDO UAF U2F FIDO͎ › ῀֫ ṐFIDOAlliance

ằ ԁḕ ꜛᾪ ᴣ “ ằ ם

▫ Ấ ᶎ FIDO2 Ӱ

ӪFIDO2 Ṁ ῀֫

ÅOpenID Foundation ├ OpenID Connect FAPIs Financial-grade APIx ם

῀֫ ṛᶊ › ằ ☼ם ṛᶊ ›

HTTP ᶎ ▫ › ⌠ ᾁ₰

ˣ

OpenID Foundation ằ ṛᶊ ›
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╩

ˢe.g., ˣ

Âԁ ὊⱲ Ḿ ᴟ ‰ Ḿ ᴟⱲ ◓ Ӛ‹ᴟ ☼

ᵠ Ọӧ ṍ Ḿ ᴟ

ӗ ӱ“ ―

Â3-1-2‮ ṍ Ḛ ᾝם ∕ ệ

― ▫

Cryptographic Agility ―

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

ˣLong-term public blockchain: Resilience against Compromise of UnderlyingCryptography Masashi Sato, Matsuo 

Ὂ ˢ ΰ Ὂ Ӛ‹ˣ

ᾁ ˢeg, DID DID Doc ˣ

¸ 3-2 ΰ Ὂ

Ӛ‹ ᾁ 3

Ḿ ᴟ ―

¸ Ẑ ṁ ӱ“ ᴂ ︠

∕

Ⱨּי ᴂˢ Ӛ‹

ˣ

¸ ԁ ᵃẠ Ḿ ᴟ

ᴂ︠ ԁ Ṍ

∕ ᴦ ―

¸ ΰ ︣

Ḿ ᴟ › יּ╣

Ṑḩ ∕ ᴂᴦ ︣

( ṛ Ḿ ᴟ

ᵃẠ ῟ ᶈ*)

Cryptographic Agility ―
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Â › Ḿ ᴟ ›

“ ˢHash(n)x ᵃẠ ḯ Ἱ ᴦ

ÂDIDםᾝⱲ ṍ ꜠ ╩ ם

ṍ ꜠ ™ “ ṛ ԁ

꜠ ῝ᵫ ῟ṍᾢ ﬞ῟ ˢCRLx “Ⱳḧ Ḧ ᶎ

Ⱳ⁭ Ӫ

╥― Ḿ ᴟⱲ ӱ“ ꜠ˢBlockchain ꜠ ṍ ꜠ˣ

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

ˣLong-term public blockchain: Resilience against Compromise of UnderlyingCryptography Masashi Sato, Matsuoᾕ NRI⌠

RFC5126 - CMS Advanced Electronic Signatures (CAdES ᾕ NRI⌠

Block:

n

Tx(DID

DID Doc)

Hash

func

(b0)

Hash

func

(b(n))

Tx(DID

DID Doc)

 

Block:

n+1

Block:

0

Block:

1

  ῇ

Tx(DID

DID Doc)

Hash

func

(b(n-1))

ᾁ

*STS
ˢẛalgˣ

ᾁ *

ES

ES-T

ES-C
ES-X-L

ES-A

ᾁ

ḯ

ES-A

ˢ algˣ

Blockchain ӱ“ ꜠ ṍ ꜠ˢCAdES ˣ
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Ἱ꜠ᾁ

3-4-2. SSI/DID ᴿ - ˢ͍ˣṪ ᴿ

Â ▫ ├ ╛ ⌠Ộ ᶘ פֿ ᾁ ︣

ṍ Ἱ꜠ᾁ Fsormal Verificationˣ Ọӧ ῼὢ ᴦ

פֿ ᾁ “ ︣ ISO/IEC9798 ֿפ ᾁ Financial-Grade

API ᴣ ם ︣

Âᾝ∕▫ ├ SSI/DID ḩ ᾁ ṍ

ˣEvaluation of ISO/IEC 9798 Protocols Version 2.0 David Basin and Cas Cremers April 7, 2011 

Formal Security Analysis of the OpenID Financial-grade API - Daniel Fett, Pedram Hosseyni, Ralf 2019-03-20

Ἱ꜠ᾁ ᵵ FAPI ᾁ Ⱨ

Åᾁ Ṱ Attacker Ṱ ᾁ ☼ם

ÅRead / Read-Write Profile Ἱ꜠︣ ᵫ

ÅAttacker Read ᴦ / ᴦ ָ

Read-Write ῼὢּי Ὲ/AT ָ Ṱ

ISO/IEC 9798 Ἱ꜠ᾁ › ᾁ Ọӧ

ÅISO/IEC 9798 ▫ ᾠẉ Thread Model ᾁ

ÅRole-mixup attacks Type flaw attacks Reflection attacks ὼ

Ӛ‹ᴟ ῐ Option Field

Ὧ ᴟ ᵔὨ fix ꜘ

ÅISO/IEC 9798-1:2010

ÅISO/IEC 9798-2:2008

ÅISO/IEC 9798-3:1998

ÅISO/IEC 9798-4:1999

ÅISO/IEC 9798-

2:2008/Cor 1:2010

ÅISO/IEC 9798-

3:1998/Cor 1:2009

ÅISO/IEC 9798-

3:1998/Amd 1:2010

ÅISO/IEC 9798-

4:1999/Cor 1:2009

1. Man-in-the-middle attacks

2. Replay attacks

3. Reflection attacks

4. Forced delay attacks

ISO/IEC 9798 ᾠẉ ―

Thread Model

1. Role-mixup attacks

2. Type flaw attacks

3. Reflection attacks

ᾁ

ISO/IEC 9798 Series

Ἱ꜠ᾁ ›

ᾁ Ọӧ ├

1. Tagging

2. Removing ambiguity

of optional fields

3. Explicitly stating 

assumptions on Spec
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SSI/DID Ṫ ᴿ

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

‮ Ḣ ᵵ

1) /

ᴿ

├

ӛּי ḩ

Å SSI ᴂ ⁯ ID ằ Ṫ ᴂ ᴿ ᴂ

Å SSI/DID ᴂ ◓ ◓︡ԏ ṛ ◓ ᾁ ᴦ

ӡ

ῐ Å SSI ◙ꜘ ˑ ᾂ ῐ ῐṛ ΰ Ṍ

ᾋ ᴂ ᵠ ⌠ ῐ ᾂ ᾁ

Å SSI/DID ╩ἷ › ᾤ/Ṑ ╩

Ḿᾑ ᴂ ṛ ᾋ ∑ ֫ ├ Ẑ

2)֫

ᴿ

Å ᴆ › eIDAS ᶊID ᶎ ⁯ ӽ ῝ ḧ

ᵫ

Å SSI Ὲ ꜛIdP ⁯ ḼỘ ᴮ

ԁṰ ꜛ ᴮ כ◦

ᵦ Ⱨ ∑ ӌ

3)

ᴿ

ᾝ“ IT/

ᴂ

Å SSI/DID ᴦ “ ᾁ ᴦ ᾝ∕IT ӱ“ ṛ

  › ᾝ Ɫ ᾋ› ᾋ₅ ›

ᾤ /

ᾁ

Å ᾝ SSI/DID ῲ ẉ ḼỘ Ὃ ᾤ ► ӛ

ÂSSI/DID Ṫ ᴿ ӟᴞ Ḣ ―



237

͍ˣ / ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

ᴿ ᴿ ⇔ ╥― ︡ Ⱨ

͍) /

ᴿ

├

ӛּי ḩ

ÅSSI/DID ᴂ ID ằ

ᴂ ᴿ ᴂ

Å SSI/DID ᴂ ◓ ◓

︡ԏ ṛ ◓ ᾁ ᴦ

ӡ ᾁ

ÅEU ᴆ ӦԌᵓ EBP(European Blockchain 

Partnership) Ặ ︡ EBSI(European 

Blockchain Service Infrastructure)

ᴆ SSI ESSIF*1)(European 

Self-sovereign Identity Framework) ᾁ

eIDAS › eIDASBridge*2)

├ “

ῐÅSSI ◙ꜘ ˑ ᾂ

ῐ ῐṛ ΰ

Ṍ ᾋ ᴂ ᵠ

Å ⌠ ῐ

ᾂ ᾁ

ÅSSI/DID ╩ἷ

› ᾤ/Ṑ

╩ Ḿᾑ

ᴂ ṛ ᾋ ∑ ֫

├ Ẑ

Å ḩ ⱧỘ ớ ῇᴃ ԁ

⁯ ḩ

ḩ ˢSection 34-29ˣ ᴥ

(34-29-107) ᵫꜘ Ⱳ Ὧ ᾢ

ᴥ ӛ ӛ ᾤ ︢

ᾂ ῐếᴟ ◙

ÅSovrin GDPR ῐ Ấ

︠ ᶤ

Sovrin Leger ₅ “Transaction 

Authors ḩ Permissioned Write Access polices

₅ ᴦ ᾤ ₅

☿ ṛ

*1) European Commission, https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=262505734  

*2) European Commission, https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/about

Âᶆᴿ ⇔ ᴿ ᵔὨ ╥― ︡ Ⱨ ӟᴞ
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╥― ├ ӛּי ḩ EʿU ︡ Ⱨ

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

Â / ᴿ ᾝ∕⁯ ᵰ Ω ᾁ ṳ ԁSSI/DID ᴂ ◓

◓︡ԏ ṛ ◓ ᾁ ᴦ ӡ ᾁ

Â EU SSI/DID eIDAS › ΰ ᾁ ᴆ ӦԌᵓ

Å eIDAS ◓ ḯ eID ῟ eID Ὣᴮ EUᴥ

⁯ᶆ⁯ SSI/DID eIDAS

Å eIDAS SSI ӡeIDASBridge*1) ᴆ

SSI EBSI ESSIF*2) ︡ ἇ ᾁ

*1) eIDASBridge ⇔ https://joinup.ec.europa.eu/collection/ssi -eidas-bridge/about

*2) ESSIF ⇔ https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=262505360

Ⱨ ʿeIDASBridge

Åᴆ ӦԌᵓ eIDAS SSI ᴦ eIDASBridge ᵫ

ÅeIDASBridge Verifiable credential כ◦

DID ῇ ˢ ˣ eIDASBridgeכ◦ Verifiable credential

▫

https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/about
https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=262505360
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╥― ῐʿ ⁯ ӛ

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

Â SSI/DID ‰ ᶆ⁯ ῐ ếᴟ ᾤ Ḛ

‰ ԍ ԁ ấ SSI/DID ◘ ῇᴃ

Â SSI/DID ⌠ ᴦ ῐ Ω ᵫꜘ ꜘ

› ᾤ ᾂ ᵲ ẉ Ḣ ᾋ

ᾁ ᴦ

ᵫ (ꜘDisclosure of private cryptographic keys)

34-29-107. ⌠ Ứ♁ Psroduction of private keys; prohibition.ˣ

ᴡ ῝ᵫ Ɫ▀ ׃ ᾂ ḩ

ᵫꜘ › ằ Ɫ▀ ׃ ᾂ ḩ

Ⱨ “ ︣ ꜘ יּ

ế ‮ ằ Ɫ▀ ׃

ᾂ ꜘ ᵫꜘ Ɫ▀ ׃ ᾂ ḩ

ᵫꜘ ế › ︣ Ứ♁ ᵔּת

ˣ ӛ NRI

https://legiscan.com/WY/text/SF0105/2021

Ⱨ ʿ ⁯ ӛ

Å ⁯ ḩ ⱧỘ ớ ῇᴃ ԁ ḩ

Å ḩ ˢSection 34-29ˣ ᴥ (34-29-107) ᵫꜘ ḩ ӛ ꜘ ᾤ

︢ ᾂ

Å ӛ 2021 4Ὦ Ὠ ︢ ᾂ ӛ ₈ῇ ᵦᶆ⁯ ᾁ
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╥― ῐSʿovrin∞ ︡

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

Â SSI Ṍ ᵔὨ EU ԁ

ᾤ ῐṛ GsDPRx 17 ṛ ᾂ ᴂ ḩ SSI/DID ᾤ

ꜛ ᾤ Ḛ

Ḛ יּ ׃ ᴦ

Â SSI/DID ► › ᾤPII ᶎם ᵕ

ḩ ₈ῇSSI/DID ᴂ ᶎᴟ ἇ ᴟ

Å Sovrin GDPR ῐ Ấ

︠ ᶤ ֒

Sovrin Leger ₅

“ TransactionAuthors ḩ ᾝPermissioned 

Write Access polices ₅ ᾤ

₅ Sovrin ԁ ӟᴞ ấ

ᾤ Sovrin Ledger ₅

ὖᾚ ᾝ∕Permissioned Write 

Access polices Ứ♁ Sovrin∞

῝ᵫ ᾤ ḩ ᾝ∕ ṛ

ᶎם ᴞ ῐ ―

ˣ https://sovrin.org/data -protection/

Ⱨ ʿSovrin∞ ︡
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͎)֫ ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

ᴿ ᴿ ⇔ ╥― ︡ Ⱨ

͎)֫

ᴿ

֫ Åᴆ › eIDAS ᶊIdP

ᶎ ⁯ ӽ ῝ ḧ

ᵫ

Å ᴆ ӦԌᵓ SSI Ṫ ▫

Ḣ › ᴣ ᾝ“ṛ

ᵠ ᾠẉ SSI eIDAS

Legal Report “ *1)

֫ Å   Ḛ   Ӳⱱ

Ὃ

Å ᶨ ˢ /̔̀ ḧˣ

ὓ ―

ÅOIX DIACC ├

ְ Ḃ

  ԁ

֫ ֫ Ộ “ ΰ

ᴿ ấ

Ṑ ԁ ṳ ├ ᵬ

ÅSSI/DIDӟᵰ ╥ᴥⱧỘ

יּ Ἱ CA/Browser 

Forum*1) ◓ ► ӗ

ΰ ├

“

︠Web ᵫ

╥ᴥ ᵃẠEV SSL

├ “ ᶆּז

ṳ זּꜛ ▫

ם ᾁ “ ԁ Ẹ ӽ

ṳ ԁ ▫ ├ ם

῀֫ ᶎ

֫ Ộ

“

ÅTF ԁ ⌠ ḁ

Ὃ Ӳⱱ ᶨ

ÅTF Ӳⱱ ᶨ ∑ Ṑ

ᴞṜ ấ

Å╥ᵊ Ḛ

Å├ “יִ

Å ֫

Å TF ῀֫ ᶎ

*1) European Commision - SSI eIDASLegal Report : https://joinup.ec.europa.eu/sites/default/files/document/2020 -04/SSI_eIDAS_legal_report_final_0.pdf
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͎)֫ ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

ᴿ ᴿ ⇔ ╥― ︡ Ⱨ

͎)֫

ᴿ

ᵦ ÅSSI Ὲ ꜛ

IdP ⁯ ḼỘ

ᴮ ԁṰ ꜛ

ᴮ כ◦

ᵦ Ⱨ ∑ ӌ

Å ╥

› ― ὧ ᵦ

ὼ

ÅOIX SSI

ᴂ ᴿ

DIACC

DID PCTF Ấ ―

῝

ᴂ ᴿ

ᴿ ꜡

ἇ ᵔὨӛ ṳ ᴿ

ῐ

כ◦

Å ꜛ IT ˑ ᵓזּ

Ỳ יּ Ӫ꜡

▫ ⌠ ṍ

Å

Ẑ Ὧ Ấ

יּ ►

ằ ᴦ ⱧỘּי ╥ᵊᴦ

ꜛ Ḛ ₉ ᾂᾢӦ

“ ▫ ᾁ

Ӫ꜡

ὓ ṍ

ÅOIX Trust framework

Issuer Verifier Ṑ

AMLΰ Evidence

ꜘ ḗ₰ ᴂ ᶤ

Å ᾁ ם

Ṝ ᶤ ︣

3rd Party ằּי

ṳ

ᵫ ֫ ÅỲ

Ṅ ԁ ᵫ

֫

ÅSecurekey Verifie.Me Ỳ Ṑḩ

Ặ Ɫ Verified.Me  

⅜
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╥― ʿOIX

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

Â SSI/DID ֫ / ᴿ SSI/DID ᴿ ◙

SSI ṁ ᴡ › ᵦ ḩ ᾝⱲ

Å ἷ Federationἷ IMS IdP/RPḧ ῖ “

SSI Ὲ ꜛIdP IdP ⁯ ḼỘ

ᴮ ꜛ ᴮ

Å ∑ם ꜛ ṍ ᴦ Ỳ Ḣ ᴡ כ◦

כ◦ ᵦ Ⱨ ∑ ӌ ᴿ

ᵔὨ ᾢ ӗSSI RP ằ

ᵔὨ ΰ ― /֫

Ⱨ ʿOIX

ÅOIX ᴿ ᵔὨ ԁ ⌠ ᶨ

῟ ᶨ ֫ ӟᴞ Ṑ ◙

‮ ᵵ

├ Å ├ Ӫ◗Ὠ ᵲḩἰּי Ẹ ṁ

︣ Ḛ ▫ ⌠

☼ם ÅṌ ︢ ᶎ ☼ם ᴣ ḗ₰ ☼ם  

Ḛ

╥ᴥ Ḛ Å╥ᴥⱧỘ Ḛ ᵔὨ Ẑ “

Å ᵫ

֫Åְ╥ᴥⱧỘ יּ ằ

ˣ
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͏) ᴿ ᴿ ⇔ ︡ Ⱨ ꜘ€

3-4-2. SSI/DID ᴿ - ˢ͎ˣ Ṫ ᴿ

ᴿ ᴿ ⇔ ╥― ︡ Ⱨ

͏)

ᴿ

ᾝ“ IT/

ᴂ

Ṍ

῀֫

ÅSSI/DID ᴦ

“ ᾁ ᴦ ᾝ∕IT

ӱ“ ṛ   ›

Å ὀ ԁ ṛ

ˢSSI/DID ꜠ˣ ӱ“ ―

Ṍ Fsederation ꜠ˣ

Ӫ꜡ ᴂ Ⱨ

ÅOIX Trust Framework

ᴂ  

  “

3-4-2‮ ם

ḧ ῀֫

―

ם

▫ › ᵠ

Ῥ Ὄ

ṛ Ɫ Å ṛ  

Ṍ ῀֫

― › ֫

Ὁ Ӳⱱ ֫

ÅSecurekey Verifie.Me Ỳ Ṑ

ḩ Ặ Ɫ Verified.Me  

⅜ זּꜛ

ᵫ ᶓ ᾚ ᾝם

ᵫ Åᾝ SSI/DID ῲ ẉ ḼỘ

ᾤ ► ӛ

ÅSovrin Foundation ₈ῇ

ᵫ Ὃ ṳ

Covid-19

Ӻ Ὣᴮ ᶨ

Ӻ Ỳ

ᶨ ᶈ

*1)

ÅṌ Covid-19ḩ Ⱨ IATA

Ἱ

ᵫ ἇ

Ⱨ ◐
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3-5. SSI/DIDᶨ Ⱳ Ỳ ṛ
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Â SSI/DID Ỳ ︡ԏ︠ ᴞ ᾁ

Â ᾽ẁ ︡ Ỳ Ṑḩ Ḛ

ˢ SSI/DID ˢԁ ˣˣ

ˢỲ ︡ԏ SSI/DID ˣ

Ỳ ṛ ᾁ SSI/DID ᶨ Ḛ

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ

2 ˢ͍˵͍ˣῢ℅ᵫ

2 ˢ͎ˣὋ ᾽ẁᶎ/︡ԏⱲᶎ

2 ˢ͍˵͎ˣῢ℅ᵫ ˢID ὀˣ

2 ˢ͏ˣ זּ ᶨ ằ

ṕID Ṗ

ṕ / Ṗ

Service ProviderClaims Provider

Claim

Claim

ṕ Ḳ Ṗ

ṕ Ḳ Ṗ

[ ]

DID ḩ

₅/︡
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Â Ḛ Ӹ ӟᴞ͎
Ӹ ͍ˣỲ Ṑḩ ὀ ᾽ẁ Ṟ

Ӹ ͎ˣỲ Ṑḩ ὀ ᾽ẁ ꜘ

Â Ṝ͎ Ṟԍ Ỳ ṛ ӟ‭ᾁ
Ӹ ͍ˣ ʿ Ỳ ṛ ― ˢᴞ ͍ˣ

Ӹ ͎ˣ ʿ ᶎ ︣ ˢᴞ ͎ˣ

SSI/DIDᶨ Ỳ ṛ ―

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ

“

ˢIC ˣ

זּ

ὀ◙ꜘ/

ṕ / Ṗ

2 ˢ͍˵͍ˣῢ℅ᵫ ˢ͍˵͎ˣῢ℅ᵫ ˢID ὀˣ

ˢ͎ˣὋ ᾽ẁᶎ/︡ԏⱲᶎ

2 ˢ͏ˣ זּ ᶨ ằ

Ḛ SSI/DID ᶨ Ḛ

ṕ / Ṗ

͍ ͎

( ԁⱳ “ᾕ ῝ Ṑḩ

ḧIdP)
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No. ֫ Ḛ ︠
Ḛḕẽ

֫ Ἱ

Ḛ יּ יּ

͍

ꜛᾪ

ˢ᾽ẁˣ

ꜛᾪ

͎

Ӧ

ˢ

ˣ

͏ ꜛᾪ

͐

Ӧ

ˢ

ˣ

ᾁ ˢ͍ˣ ֫ Ἱ

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣWallet Ỳ ṛ ―

Â ֫ Ἱ ֫ Ḛ ︠ Ḛḕẽ 2꞊ ᴞ ͐

֫ Ἱ Ӹ Ỳ ṛ ֲố ᾁ

᾽ẁ
ᾤ

DID DID

Ӧ

᾽ẁ

Ӧ

ᾤ

DID DID

᾽ẁ

DID DID

Ӧ

᾽ẁ

Ӧ

DID DID



249

ᾁ ˢ͎ˣỲ ṛ ᾝᴦם ḩ ᴣ‮

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣ Ỳ ṛ ―

ÂỲ Ṑḩ ὀ ᾽ẁ Ṟ Ỳ ӗ ᴟ

ꜘ ӗ ₰ ẉ ᶎ

Â ḩ Ỳ ṛ ӟᴞ3 ᴣ Ỳ ṛ ֲố ᾁ

Ⱳ

ẉ ᴂ

ꜘᾕ Ω יּ ᾽ẁ

Ⱳ ẉ ᴂ Ẑ

֫ ꜛ ID ὀᾕ Claim Binding “

᾽ẁ Ỳ Ṑḩ ὀ

Ỳ √ ₰Ⱳ

ᵫꜘ

Ỳ √ ₰Ⱳ Ỳ Ṑḩ Ḛ

₰ ộ ₰
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ṛ

ᾝם
֫ Ἱ

Ỳ ṛ ᾝᴦם ḩ ᴣ‮

֫ Ⱳ

ẉ ᴂ

Ỳ √ ₰Ⱳ

ᵫꜘ

͍

͎

͏

͐

͍

ꜛ

ᾪ/ ₉ ₉

͎

Ӧ

/ ‰ ᴦ ₉

͏

ꜛ

ᾪ/ ₉ ᴦ

͐

Ӧ

/ ‰ ᴦ ᴦ

ṛ ᾝᴦם ᴣὫᴮ

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣ Ỳ ṛ ―

( Ⱳ Ḛ

ᴂ ᾤ

Ẑ ₉)

(Ӧ ԁ

ꜛ

ᾪ֫ ᶓ ӗ

֫ ṍ )

(֫

Ḣ ὼ )

(Ӧ

“ ꜛᾪ֫

ᶓ ὼ ᾚ)

(Ỳ √ ₰Ⱳ ᾽

ẁ ế

ᵫꜘ )

( ᵫꜘ

ᾤ

ᾝם ‰)

(Ӧ

“ ꜛᾪ֫

ᶓ ὼ ᾚ)

(֫

Ḣ ὼ )

(Ӧ ԁ

ꜛ

ᾪ֫ ᶓ ӗ

֫ ṍ )

( Ⱳ Ḛ

ᴂ ᾤ

Ẑ ₉)

(Ỳ √ ₰Ⱳ ᾽

ẁ ế

ᵫꜘ )

( ᵫꜘ

ᾤ

ᾝם ‰)

Â Ỳ ṛ ᾝ Ӧ ἷ ֫ Ἱ ―

᾽ẁ
ᾤ

DID DID

Ӧ

᾽ẁ

Ӧ

ᾤ

DID DID

᾽ẁ

DID DID

Ӧ

᾽ẁ

Ӧ

DID DID
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No. 1 2 3

Ḛḕẽ ᾽ẁ ӟᵰ ᾽ẁ

Ḛḕẽ

Ỳ √ ₰Ⱳ

ᵫꜘ

ᴦ ₉ ᴦ

Ḛ ṁ

ᾂ ל ᾖ

ˢᵤᵰ יּ꜡ ◙ ˣ

Ḛ ︠ ᾽ẁꜛ

√ ₰

︡

ᴦ

Ỳ √Ⱳ

ᵫꜘ ᴂ

Ὂ ᵫꜘ

ṍ

ˢ ˣ Ḛḕẽ Ỳ √ ₰Ⱳ ᵫꜘ Ӹ

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣ Ỳ ṛ ―

ÂSSI/DID ▫ ṁ ᵫꜘ

Â √ ₰ ᾽ẁ ằ ả › ế ᵫꜘ

Â √ ₰Ⱳ ₰ ộ

Ḛ

῝ Ṑḩ

₰ ộ

Ứ♁

ᾤ /

₰ ộ

ᾤ 2

2

ᾤ 1

1

₰ ộ

2

1
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ˢ ╥―ˣAmazon Web Services AWSˣ “יִ ―

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣ Ỳ ṛ ―

ÂAWS ῟ Ὼ ›

ᴂ ᾽ẁ ᵫꜘ

¸ ῟ Ὼ › ᴂ ᾽ẁ ᵫꜘ ˢᴞ ˣ

¸ ꜠ › ᵫꜘ Ӫ◘ ꜘ ˢᴞ ˣ

*1) https://aws.amazon.com/jp/compliance/amazon -information -requests/

“יִ AWS *1)
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ÂỲ Ṑḩ ṛ

ṛ Ӭ Ω Ӧ ἷ ‒ Ỳ ᴦ ᾝם ―

¸ꜛᾪḚ ᾤ › ⌠ ᶎל √ ₰ ᶎ Ӭ ‰

Â Ӧ ἷ ›Ӧ

Ỳ ṛ ―

¸ԁ ṁ Ỳ Ṑḩ ᴟ ―

Å ↄ Ӧ ῢ℅ᵫ Ỳ ︡

ԏ ᴦ Ṫ ᾢ

¸ Ḛ Ỳ √ ₰Ⱳ ᵫꜘ Ẑ ᴂ ᴟ ―

Å Ḛ

¸ Ӣ ᵕ   ᴦ ˢ ˣ ᶎ

︣ ―

Â Ⱳ ᵦ Ỳ √ ₰Ⱳ ᵫꜘ Ẑ

―

Â Ỳ ᶨ Ⱨ

╥― ― (ⱳ ᵵ Ṝ∏)

¸ ᶨ › Ӱ › Ỳ Ṑḩ ḧ Ἰ ḩἰ

Ỳ Ṑḩ ︢ ―

Ỳ ṛ ꜘ€

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣ Ỳ ṛ ―
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ˢ ╥―ˣỲ ᶨ ︣

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ ͍ˣ Ỳ ṛ ―

Â∞ Ỳ ˢӟᴞ FISCx Ỳ Ṑḩ ꜛ︠ṁ ├

Ỳ Ṑḩ ӗ ├ṁ ᵔ ˢӟᴞ ӗ ├ṁ ˣ

Ỳ Ỳ Ṑḩ ḗ Ỳ Ṑḩ ᴣ “

*1) ᶴ꜠ᵓּזỲ Ṑḩΰ AWS FISCӗ ├ṁ ᴂ

https://d1.awsstatic.com/whitepapers/compliance/JP_Whitepapers/AWS_FISC_Guidelines_9thEdition.pdf

Ỳ

Ỳ Ṑḩ ⱧỘּי

Ḛ

∞ Ỳ

(FISC)

ÅỲ ḗ ◙ ︠ “ ӽ

Ỳ Ṑḩ

├ ᾁ ╥― ︡

Ỳ Ṑḩ

ӗ ├ṁ ᵔ

╥

Å₮Ṝᵔ ṁ

ⱧỘּי Ḛ

Å ᴂ ệ Web

῝ᵫ ӗ

ᴂ

FISCӗ ├ṁ
*1)

FISCӗ Ḛ ṁ Ḧ Ỳ ӗ ᴣ
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ÂỲ Ṑḩ ꜘ ᶎ ᾤ IdP Ἱ “

ᾤ “ ᴿ

¸ Claim “ᾕ ᾝ “ᾕI̠D ὀᾕ

͎ˣ ᶎ ︣

3-5. SSI/DIDʝ Ⱳ Ỳ ṛ

Ἱ ‮

ˢIC ˣ
Ṝ∏ ‮

SSI/DID
ᾤ “

ˢ῝ Ṑḩ Claimˣ
‮

Ἱ ‮

Ỳ ṐḩˢID ὀᾕˣ ᶆỲ Ṑḩ ᶎ ‮

ˢ᾽ẁ ῝ᵫˣ

SSI/DID
ᾤ “
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ꜘ
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3. ꜘ

(Unlinkability )
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Identity Provider

ˢ& ˣ
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Relying
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Â4. ṍ Ḛ OpenID Connect ▫ ├ Ӥᵰ ᾝם

› ṍ ḩ ▫ › ם ―

¸ ṍ ṛᶊ PKCS#7 CMS ᴂCAdES XML ᴂ

XAdES PDF ᴂPAdES ự JSONWeb Token ᴂ

JAdES ETSI  ṛ

ˣETSI, ISO

ṍ ṛᶊ ︠ ṛᶊ

ˢTechnical Specificationˣ

CAdES

ˢCMS Advanced 

Electronic Signaturesx

CMS,PKCS#7 ETSI TS 101 733 v2.2.1 (2013-04)

ISO 14533-1:2014

XAdES

ˢCMS Advanced 

Electronic Signaturesx

XML ETSI TS 101 903 v1.4.1 (2009-06)

ISO 14533-2:2012

PAdES

ˢPDF Advanced 

Electronic Signaturex

PDF ETSI TS 102 778-1/2/3/4/5 (2009-07) 

ETSI TS 102 778-3 V1.2.1 (2010-07)

ISO 14533-3:2017

ISO32000-2: 2020

JAdES

ˢJSON Advanced 

Electronic Signatureˣ

JSON ETSI TS 119 182-1 V1.1.1 (2021-03)

5.7.  Claim Stability and Uniqueness

The sub (subject) and iss (issuer) Claims, used 

together, are the only Claims that an RP can rely 

upon as a stable identifier for the End-User, since 

the sub Claim MUST be locally unique and never 

reassigned within the Issuer for a particular End-

User, as described in Section 2. 

ˢ ˣ

All other Claims carry no such guarantees across 

different issuers in terms of stability over time or 

uniqueness across users, and Issuers are 

permitted to apply local restrictions and policies. 

ṍ ṛᶊOpenID Connect ▫ ├ Ӥ
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