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7. Self-lssued OpenlD Provider

OpenID Connect supparts Self-Tssued OpenID Providers - personal, self-hosted OPs that issue self-signed ID Tokens. Self-
Issued OPs use the special Issuer Identifier nttps://s2lf-13susd.me,

The messages used to communicate with Self-Issued OPs are mostly the same as those used to communicate with other OPs.
Specifications for the few additional parameters used and for the values of some parameters in the Self-Issued case are
defined in this section.

7.1. Self-lssued OpenlD Provider Discovery

If the input identifier for the discovery process contains the domain self-issued.me, dynamic discovery is not performed.
Instead, then the following static configuration values are used:

1
"authorization endpoint™:
"openid:"
“issuer"
"https://self-issued.me",
"scopes_supported":
["openid", "profile",
"response_types_supportsd"
["id_token"],
"subject Types supported”:
["paizrwise"],
"id token signing alg values supported”:
["RS256"],
"request_cbject_signing_alg values supported":
["none®, "RS256M]
3

"address", "phone"],

NOTE: The OpenlD Foundation plans to host the OpenlD Provider site hzeps://s215-1ssusd.me/, including its WebFinger
service, so that perfarming discovery on it returns the above static discovery information, enabling RPs to not need any special
processing for discovery of the Self-Issued OP. This site will be hosted on an experimental basis. Production implementations
should not take a dependency upon it without a subsequent commitment by the OpenID Foundation to host the site in a
manner intended for production use.

7.2. Self-lssued OpenlID Provider Registration

When using a Self-Issued OP, registration is not required. The Client can proceed without registration as if it had registered
with the OP and obtained the following Client Registration Response:

ct_uzi value of the Client.
client_secret_expires_at
0

NQTE: The OpenID Foundation plans to host the (stateless) endpoint https: n/1.0/ that
returns the response above, enabling RPs to not need any special processing for ued OP. This site
will be hosted on an experimental basis. Production implementations should not take a dependency upon it without a
subsequent commitment by the OpenID Foundation to host the site in a manner intended for production use.
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https://www.evernym.com/blog/hyperledger -aries/
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B-2) W3C Verifiable Credentials Data Model 1.0

B-3) wW3C Credential Handler API

B-4) W3C,DIF Confidential Storage 0.1

C-1) DIF Self-Issued DID Profile for OpenID v1.0

C-2) DIF Presentation Exchange

D-1) Hyperledger Aries RFC 0023: DID Exchange Protocol 1.0
D-2) Hyperledger Aries RFC 0036: Issue Credential Protocol 1.0
D-3) Hyperledger Aries RFC 0037:Present Proof Protocol
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OAuth 2.0
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QW
OIDC Core Ch.7 SeHissued OpenlID Provider
A slop Nself-hosted OpenlD Provider
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A slopP ' gP
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0 Recognition E

A " Ol1dP
SSI o 0 "H” d

Y 11 x OpenID Connect Core 1.0 incorporating errata set 1 7, Selflssued OpenlD Provider
https://openid.net/specs/openid -connect-core-1_0.html#Selflssued

Self-Issued OpenID Provider s 3 := SIOP

R x x OpenlD Foundation 2014 o

.
RY >

OpenID Connect Core 1.0- SIOP

7. Self-lssued OpenlD Provider =

QpenID Connect supports Self-Issued OpenlD Providers

personal, self-hosted OPs that issue self-signed ID Tokens. Self-
Issued OPs use the special Issuer Identifier https:/

issusd.me,

The messages used to communicate with Self-Issued OPs are mostly the same as those used to communicate with other OPs.
Specifications for the few additional parameters used and for the values of some parameters in the Self-Issued case are
defined in this section.

7.1. Self-Issued OpenlID Provider Discovery =

If the input identifier for the discovery process contains the domain self-issued.me, dynamic discovery is not performed.
Instead, then the following static canfiguration values are used:

ans
"pTof;
vresponse _types s.}pp’\xted
["id token”l,
"subject_types_supported”:
["pairwise”],
"id_token signing alg values_supported":
["RS256"1,
st_ch;
["none

ning_alg values supported":

MNOTE: The OpenID Foundation plans to host the OpenID Provider site nzt , including its WebFinger
service, so that performing discovery on it returns the above static discovery information, enabling RPs to not need any special
processing for discovery of the Self-Issued OP. This site will be hosted on an experimental basis. Production implementations
should not take a dependency upon it without a subseguent commitment by the OpenID Foundation to host the site in a
manner intended for production use.

7.2. Self-lssued OpenlID Provider Registration =

When using a Self-Issued OP, registration is not required. The Client can proceed without registration as if it had registered
with the OP and obtained the following Client Registration Response:

client_id

1 uri value of the Client.
client_: secret _expires_at

NOTE: The OpenID Foundation plans to host the (stateless) endpoint hrrs .
returns the response above, enabling RPs to not need any special processing for reglstrat\on with the Self-Issued OP. This site
will be hosted on an experimental basis. Production implementations should not take a dependency upon it without a
subsequent commitment by the OpenID Foundation to host the site in a manner intended for production use.
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. OpenID Provider Claims Provides 3 = CP X A
OoIDC 4 “ Relying Partyy 3 .= RP X t B
R CP  OpenlD Connect Provider a \ =} %
OpenlD Connect Provider  Relying Party a o |— N A
. OpenlID Provider ns3 " CPRP B

d
Oop o B A RP A

OpenlD Connect Claims Aggregation + H

o

OpenlD

Conr_lect OpenlID
,Prowder _ Connect
P P clients

RP

Claims
Provider

Y 1) OpenID Connect Claims Aggregation https://bitbucket.org/openid/connect/src/master/openid -

connect-claims-aggregation/openid -connect-claims-aggregation-1_0.md 170
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ADIDs v1.0 DID @D [ "HDID
n ,Q r S S -I.I- /\l X
~ o e :5 f s -
A w2 a > N . ® O( 41 |
d ) » dr a6 . - AL (DID)
T
r J t
DIDs DID DID (did) «  (method identifier)
URLs DID method «  (method-specific identifier)
Decentralized Identifiers (DIDs) v1.0 3 _ R T DII;
i 30
DID Subjects DID « DID Controller N>
DID refers to DID 2 = r
subject did: [ method-id |: [ method-specific-id DID DIDh « B crx 4 DID Subject
resolves to Documents h h 7 Jd
recorded on
DID Methods  Verifiable Data Registries »  DID h
SR Resolver /N insinucts DID Documents "Q {9 i 3 @
contains operates Verifiable
DID URL Data DID DID Controller DID Method T ) QID Document
E m— S implemants = instructs Registry Controllers r 2 ot
R o Verifiable L L ] P2P &
fragdmenl refers, and Data DID R DID
lereferences, to ~implements : Registries
DID resolver  DID resolver DID " DID Documents Y
dereferences D I D 5
DID document : resolution #Hh\ _ DID resolution ®
DID controls | [ia] [(aisoknownAs | - [ (property X] | ; refersto External DID URL DID URIh T A DID URL( h )
controller roperty ¥) Resource dereferencers ~ ( h ) v
- DID URL
DID document-relative < - 'implements 0 7,
fragment "e’e"‘”e"c"\J " dereferencing tHh\l DIDURLh A ( 2 Aw

Y 1) Decentralized Identifiers (DIDs) v1.0
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DID DID Document 4 ' Q- DID Document! & 7 DID ¥ DID Document
® DID controlf -1 >
d
U2 A DID Document " e & v
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A — HT SR a
— HI t
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A Verifiable Credentials Data Model B «
Webl/ "H
a machine-readable m’ @2 A

Verifiable Credentials Data Model 1.0

|

Issuer Enlqer Verifier
LS, )
Isswres Stores, Presents Requests, Verifies
I ____
Hegister
Identifiers ancd
Use Schemas

Verify Identifiers

Verifiable Data Registry ‘]_ and Schemas

Maimtain fdentifiers and Schemas -

Verify Identifiers
and Use Schemas

Figure 1 The roles and information flows forming the basis for this specification.

machine-readable

aJ ts f Y*“ 0% | -
H r
Holder 1 3 /1 verifiable credential
verifiable presentation
L. 06
Issuer 1 341 subject h [ verifiable
credential holder & i
Lo Qs (2
Subject
2
A > verifiable credential holder subject
0 sholderx = & s subjectx verifiable
credential 1 v a4 ~ helderx
(subject) verifiable credential 1 v
Verifier 1 3 /1 verifiable credential ~ &
t verifiable presentation
&
¢ A 1 1q
Verifiable . = verifiable credential cT
data registry  issuer we verifiable credential »
h [ a4 o
t
< a L1 ID
Ay

Y 1 x Verifiable Credentials Data Model 1.0, https://www.w3.org/TR/vc-data-model/
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Credential Handler API} NASCARproblem
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Y 1) INDIEWEBCAMPR NASCAR problem
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| __— Credential Handler API

Y 1) credential-handler-api
https://github.com/w3c -ccg/credential-handler-api
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Figure 1 Confidential Storage layers
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DID AuthN "D OpenID Connect » o

ARP Web
Identity Wallet R

A \ OIDC Core 7. SeHlssued OpenlD Provider “
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U Se r R P opens user agent and enters URL -
RP  Sigin- N
User B 5  SIOP Request QTR

3. SIOP Request (openid://?<SIOP request>) j — = -

S I OP I 2 openid:/ /?<SIOP request>
0IDC <SIOP request> validation

4. SIOP OIDC/DID AuthN SIOP request e < et e
& 4 SIOP response
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requests web page

5. response_mode @ _ RP
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SIOP Response ppeegepo—
6. RP OIDC/DID AuthN SIOP response T ot .

0IDC <SIOP response> validation
v |
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Y 1) SeltIssued OpenID Connect Provider DID Profile v0.1
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Shared Signals

A 2020 11Q9 OIDF DIF Liaison Agreement "Q SIOP DID e Amm
[O dW 3 =\
., s I OIDF AB/Connect WG OIDC Core 7. SIOP ¢ 0 MODRNA
. ABICWG  SIOR [0 a fi DIF Authentication WG [ O
e g on
OpenID Foundation u DIF u
Requirements for OIDC Selfissued OpenID 2021 1°Q DIF Face to Face
Provider R[] Scope [ u o a Aé 7
A Scope A Current Draft
A A. SIOP request A OpenID Connect Claims aggregation (adopted)
A B. SIOP response A OpenlD Self Issued Identifiers (adopted)
A C. Key recovery and key rotation A Self-Issued OpenlID Provider v2 draft01 (adopted)
A D. Trust model between RP and SIOP A OpenID Connect Credential Provider
A E.Issuance of the claims A Smart Credentials
A F. Privacy protection A Portable Identifiers: WIP

Y 1) Requirements for OIDC Selflssued Openld Provider
https://bitbucket.org/openid/connect/src/master/SIOP/siop -requirements.md 186
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A Claim d ="

: JSON Web Tokea JWT Verifiable Credentials VC  JWT VerifiableCredentails JWT-VC
: OpenID Connect DIDComm Credential Handler API

Presentation Exchange ¢ H

Issuer J';'f:f;; Verifier
Issues Issue Send Requests, Verifies
Credentials SHoves, Fracets Presentation
I ___
Register
Identifiers and
Use Schemas
Y .
Verify Identifiers Verify ldentifiers Credential Handler API
and Use Schemas Verifiable Data Heﬂst” _ and Schemas

Verifiable Presentation Request

Maintain Identifiers and Schemas . .
Specification /

Y 1) Presentation Exchange
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A Holder Verifierh Proof Z T 3 "’ T
A Presentation Definition : Verifier Proof T
A Presentation Request: Verifier  Holder Presentation Definition T
A Presentation Submission: Verifier ® Presentation Definition Proof Y T
Presentation Definition T Presentation Submission T
{ {
"comment”: "Note: VP, OIDC, DIDComm, or CHAPI outer wrapper would be here.”, // NOTE: VP, OIDC, DIDComm, or CHAPI outer wrapper properties would be here.
"presentation_definition": { "presentation_submission™; {
"id"; "32f54163-7166-48f1-93d8-ff217bdb0653", "id": "a30e3b91-fb77-4d22-95fa-871689c322e2",
“input_descriptors™; [ "definition_id": "32f54163-7166-48f1-93d8-ff217bdb0653",
{ "descriptor_map"; [
"id": "wa_driver_license", {
"name": "Washington State Business License", "id": "banking_input_2",
"purpose”: "We can only allow licensed Washington State business", “format”: "jwt_vc",
"schema": [{ "path™: "$.verifiableCredential[0]"
"uri": "https://licenses.example.com/business-license.json" h
1 {
} "id": "employment_input",
] "format": "ldp_vc",
} "path™: "$.verifiableCredential[1]"
} h
{

"id": "citizenship_input_1",
"format": "ldp_vc",
"path": "$.verifiableCredential[2]"
}
]
}
}

Y 1 x Presentation Exchange - 4. Presentation Definition, 5. Presentation Submission https://identity.foundation/presentation-exchange/ 188
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Holder r I v B
Asg i °
Presentation Exchange t+ 5 h o Verifiable Presentation Request Specification W3C
CCG " v > A a *2)
GitHub Issuel Presentation Exchange OpenID Connect W '\l
h p, A *3)*4)

*1) Security Considerations, https://github.com/decentralized-identity/presentation-exchange/issues/204

*2) IW30 CHAPI and DID Comm 101, https://docs.google.com/presentation/d/1gPbwx9IXwPIgsZgS2XPXeGgstxrixnC8n0E2I4cxVc8/edit
*3) What does PE look like within OpenID Connect? #101, https://github.com/decentralized-identity/presentation-exchange/issues/101
*4) Examples that show support for regular OIDC flow, https://github.com/decentralized-identity/presentation-exchange/issues/92
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DIACC Identity Networks Paper

Verified.Me by SecureKey Technologies Inc.,
Self-Assessment

&
Verified.Me

This document is intended to be used by kentity network providers that want to demonstrate how their
solution fits into the framework and requirernents as described in the “Making Sense of kdentity Metworks®
whitepaper. This seff-assessment is an Informal way to Bustrate the concepts discussed in the
whitepaper and has been reviewed by Consult Hyperon to ensure it s objective. accurate, and aligns
with the frameawork.

1. Introduction

erfied.Me |5 & service (live and in production as of May 1, 2019) offered by Securetey Technologies
Inc., in conjunction with & consortem of seven of Canada’s major financial institutions — BMO, CIBC,
Desjardine, Mational Bank of Canada, RBC, Scotiabank and TD.

Verfied.Ma i3 a privacy-respecting digital identity and attribute shanng network. The sanace simplifies
identity verification processes by allowing individuals {subjects) to share dentity and atibute information
from trusted souwrces (including financial instiutions, mobile operators, credit bureau, and govemment)
with the services that they wish 1o access.

The network ts based on pemmissioned distributed ledgers operated by the consortium. It is built wsing the
IEM Blockchain Platorm which is basad on Linux Foundabon's open source Hyperledger Fabric and is
aligning with W3C decentralized ientity standards., to ensble interoperabdity with other networks.
Securetey's Triple Bind® approach means that no network participant alone, including Securekey, can
have a complate view of the user journey - the subject can't be tracked.

The service is free for conaumers 1o use, either using thelr web browser, or by downloading the mobile
app through the App Store (105) or Google Play (Android).

Y 1 x https://diacc.ca/wp -content/uploads/2020/05/DIACC -Identity -Networks-
Paper-SeltAssessment_SecureKeyerifiedMe.pdf
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5.7. Claim Stability and Unigueness

The sub (subject) andiss (issuer) Claims, used
together, are the only Claims that an RP can rely
upon as a stable identifier for the End-User, since
the sub Claim MUST be locally unique and never
reassigned within the Issuer for a particular End
User, as described in Section 2.

S X

All other Claims carry no such guarantees across
different issuers in terms of stability over time or
unigueness across users, and Issuers are
permitted to apply local restrictions and policies.

CAdES
s CMS Advanced
Electronic Signatures

r S
s Technical Specification

CMS,PKCS#7 ETSITS 101 733 v2.2.1 (201G4)
ISO 145331:2014

s JSON Advanced
Electronic Signaturex

XAdES XML ETSITS 101 903 v1.4.1 (20006)
s CMS Advanced ISO 145332:2012
Electronic Signatures
PAdES PDF ETSI TS 102 7784/2/3/4/5 (2009-07)
s PDF Advanced ETSITS 10Z278-3 V1.2.1 (201007)
Electronic Signatures ISO 145333:2017
ISO320002: 2020
JAJES JSON ETSITS 119 182 V1.1.1 (20203)
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