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framework

Financial entities should encrypt the data concerned at rest, in transit or,
where necessary, in use, on the basis of the results of a two-pronged
process, namely data classification and a comprehensive ICT risk
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assessment.
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What is Federated Learning?

How does it work?
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Private Cloud Compute: A new
frontier for Al privacy in the
cloud

Hi8 : https://security.apple.com/blog/private-cloud-compute,
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Building Private Processing for Al tools on
WhatsApp

+

Private Processing enables
optional Al capabilities, o
while protecting your privacy
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Run Gemini
on Google -
Distributed =

Cloud
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oogle-distributed-cloud
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Table 1. Overview of major types of PETs, their opportunities and challenges

Types of PETs Key technologies Current and potential Challenges and limitations
applications*

Data obfuscation Anonymisation / Secure storage - Ensuring that information does
tools Pseudonymisation not leak (risk of re-identification)
Synthetic data Privacy-preserving machine ~ - Amplified bias in particular for

leaming = synthetic data

Differential privacy Expanding research - Insufficient skills and
opportunities = ompetences
Zero-knowledge proofs Verifying information without = - Applications are still in their
requiring disclosure = early stages
(e.g. age verification)

Encrypted data Homomorphic encryption = Computing on encrypted data = - Data cleaning challenges
processing tools Multi-party computation within the same organisation = - Ensuring that information does
(including orivate set intersection) =~ Compulting on private data that  not leak

is too sensitive to disclose - Higher computation costs
Contact tracing / discovery
Trusted execution environments = Computing using models that - Higher computation costs
need to remain private - Digital security challenges
Federated and Federated leaming Privacy-preserving machine = - Reliable connectivity needed
distributed Distributed analytics leaming - Information on data models
analytics need to be made available to
data processor
Data Accountable systems Setting and enforcing rules = - Namow use cases and lack
accountability regarding when data can be = stand-alone applications
tools accessed - Configuration complexity
Immutable tracking of data = - Privacy and data protection
access by data controllers = compliance risks where
Threshold secret sharing distributed ledger technologies
Personal data stores / Personal ~ Providing data subjects control = 3" used
Information Management over their own data - Digital security challenges
Systems - Not considered as PETs in the

strict sense

Mote: (*) Only one application has been included for the sake of readability.

Y PSIRY-FyolRe

W/E

The PETs are divided into the following four broad categories:
(i) data obfuscation, (ii) encrypted data processing, (iii)
federated and distributed analytics, and (iv) data accountability
tools.Some of the 14 PETs can fit in more than one category; in
which case they are assigned to a main category.

HW&%= HAGER

INHDPETsZ, RDADDKEXLATIY —ICHFEIND .

« T—X#5 (data obfuscation)

. BES{tT — 23 (encrypted data processing)

« BEE - BT (federated and distributed analytics)

s T—RTHhyZEY T4V —JL (data accountability tools)
—ERDOPETIIEH DO AT IV —ICELT 258 H Y. TDIHFE
BELBDHATIV—=ICHEINS,

Source:

OECD, “EMERGING PRIVACY ENHANCING
TECHNOLOGIES CURRENT REGULATORY
ANDPOLICY APPROACHES", 2023,
https://www.oecd.org/en/publications/emerging -
privacy-enhancing-technologies bfl121be4-en.html
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AT Distributed Analytics 0
Accountable System 0
ThyrrEY Threshold Secret Sharing 0
T A B Personal Data Store S
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PPDSA : Privacy Preserving Data Sharing and Analytics
MPC: Multi Party Computation
TEE: Trusted Execution Environment
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